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THE CHALLENGE
When the U.S. Census Bureau 
decided to conduct the 2020 
census largely online, T-Rex 
Solutions was brought on to  
assist in implementation and 
securing the modernized  
hybrid/multi-cloud solution. The 
complex environment included 
thousands of hosts across an on-
prem, multi-cloud, mobile device, 
and field office environment. 
Adding to the complexity, 
data was often encrypted, and 
intrusion detection and data loss 
prevention were critical priorities. 

THE SOLUTION 
For the project, T-Rex Solutions 
chose Gigamon to ensure 
cybersecurity monitoring and 
quick threat detection in a 
highspeed and complex hybrid 
cloud environment.

JOINT SOLUTION BENEFITS
 + Enabled the solution to scale  

to the expected workload,  
with more than 600,000 
concurrent users

 + Provided visibility across a 
complex multi-cloud,  
on-prem, mobile, and field 
office environment

 + Sped SSL decryption and deep 
packet inspection at a high 
rate of traffic

 + Allowed for passive IDS, DLP, 
packet capture, and analytics

Introduction   

T-Rex is a leading provider of IT government modernization 
services, with deep technical expertise in systems integration and 
development, cloud adoption and infrastructure optimization, 
cybersecurity, and data engineering and analytics.

As the Technical Integrator for the online U.S. 2020 Census, T-Rex 
was responsible for modernizing and protecting U.S. Census 
Bureau’s IT Infrastructure, systems, applications, and data to 
support its mission. To help secure the complex hybrid cloud 
environment, the firm chose Gigamon. 

The Gigamon + T-Rex Solutions  
Joint Solution

Key Gigamon Visibility and Analytics Fabric™ (VAF) features  
that convinced T-Rex Solution’s it was the right tool for the 
crucial project:

 + Easy access to traffic from physical network: The Gigamon 
VAF enables traffic from across networks to be acquired — 
using TAPs and/or SPAN ports — and delivered to tools, 
such as DVE, efficiently and in the format they need. That 
helps to ensure all traffic can be monitored and analyzed 
together, reducing blind spots, and increasing the likelihood 
of detecting suspicious behavior.

 + Easy access to traffic from virtual network? VMware/
OpenStack/AWS/Azure: East-West datacenter traffic is 
growing increasingly fast. Gigamon can tap this traffic  
and incorporate it into the VAF for delivery to the tools  
you are using on the physical network, ensuring all traffic  
can be monitored and analyzed together, avoiding blind 
spots, increasing the likelihood of spotting suspicious 
behavior, and removing the need to learn a new set of tooling 
for virtual environments.

To Secure the First-Ever Online Census, 
T-Rex Solutions Trusts Gigamon  
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 + Traffic filtering: There’s no point in loading a tool with traffic it will just drop after identifying it, such as 
database traffic going to a web application firewall (WAF). Gigamon Flow Mapping® can be configured to 
send only relevant traffic — or relevant sessions — to the connected tools, based on Layer 2– 4 information. 
Additionally, Gigamon Application Filtering Intelligence capability allows applications to be accurately 
identified for forwarding or ignoring. 

 + Flow and Meta-data (NetFlow/IPFIX/CEF) generation: Gigamon devices can generate unsampled  
NetFlow/IPFIX flow data and/or IPFIX/CEF metadata for any traffic flow. The VAF can generate extended 
metadata records for things like HTTP response codes and DNS queries. This extended metadata can be 
used to provide far more detailed contextual analysis when looking at network and security events.

 + Resilience of solution (inline bypass and/or Grip): Deploy security devices inline and use the Gigamon 
Inline Bypass functionality to provide physical bypass traffic protection in the event of power loss and logical 
bypass traffic protection in the event of an inline tool failure. 

 + Decryption: The VAF can decrypt encrypted traffic, including SSL and TLS 1.3, for inspection by inline 
security tools and any security or application monitoring tools connected out of band. 

 + Masking for security/compliance: When industry-specific sensitive data — for example, credit card 
numbers in ecommerce or patient identification in healthcare records — the VAF can mask the data within 
packets before sending it to other tools where it is stored, seen by operators, or sent across country borders.

 + Header stripping for efficiency: If the connected tool doesn’t need to see the body information within the 
packet the VAF can remove it before sending the packet header to the tool for processing. This reduces load 
on the device and increases its efficiency.

 + Deduplication: Pervasive visibility means that you will be tapping or copying traffic from multiple points in 
the network, so you will see the same packet more than once. To avoid the unnecessary overhead of traffic 
backhaul, load on tools’ processing, or tools providing false network indicators, the VAF has a highly effective 
deduplication engine to remove duplicates before they consume resources.

For more information on Gigamon and T-Rex Solutions LLC, visit: www.gigamon.com and trexsolutionsllc.com.
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