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If you’re faced with securing complex infrastructure 
from an ever-changing threat landscape, you’ll need to 
solve for a variety of challenges. These include the fact 
that threat actors are becoming more sophisticated 
by the second, infrastructures are becoming more 
complex as new applications and IoT/OT devices are 
introduced, and a lack of consistent investment in 
modernizing monitoring efforts has left organizations 
shorthanded in the battle to secure their infrastructure.

The Gigamon Deep Observability Pipeline and 
ExtraHop Reveal(x) 360 provide a solution that helps 
gain visibility across your infrastructure for real-time 
detection and intelligent response.

Gigamon helps you access traffic across your entire 
infrastructure and simultaneously send the traffic 
to your entire tool stack — including ExtraHop. This 
centralized approach to accessing visibility allows you 
to efficiently monitor performance and secure your 
infrastructure without blind spots.

Uncompromised Security 
Across Your Infrastructure with 
Gigamon and ExtraHop

Gain Complete Visibility and Establish
a Robust Security Posture

Your teams can also use Gigamon to extract and 
provide tools with valuable network and application 
metadata (L2–L7) that adds to the intelligence derived 
from logs. Gigamon intelligence provides visibility 
into the applications currently running to augment 
traditional metrics, events, logs, and traces with over 
7,000 application and security-related attributes.

ExtraHop takes the raw packets accessed by Gigamon 
to detect and respond to threats. Packets are analyzed 
using intelligence that leverages more than 1 million 
predictive models to detect anomalous traffic and 
suspicious behaviors across an entire infrastructure as 
soon as they occur. Once a threat has been detected, 
teams can pivot from detection to forensic evidence 
by using streamlined investigation and response 
integrations to immediately act on threats.

You can leverage this joint solution to establish a 
security posture that effectively detects and responds 
to threats across all East-West and North-South traffic 
from the data center to the cloud to the user and 
device edge.

Overview
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Key Joint Solution Features

•   Access to over 7,000 L2–L7 attributes that can be 
forwarded to your entire tool stack to solve new 
security and performance use cases

•   Centralized visibility into all East-West and North-
South traffic across on-premises, virtual, public cloud, 
and containers

•   Visibility into managed and unmanaged hosts, 
including BYOD, IoT, and containers

•   Visibility of all applications running on your network

•   Centralized decryption helps provide your tool stack 
with visibility into all encrypted data

•   Metadata is derived from packets for behavior 
analysis and advanced real-time threat detection

•   Leverage advanced AI capabilities and a cloud-based 
record store with 90-day lookback to investigate 
where intruders have been and where they are going
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Figure 1.   Gigamon accesses traffic from all sources and sends the traffic to your entire tool stack. 
ExtraHop analyzes traffic and intelligently detects and responds to threats.
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Problem and Solution

Hybrid and multi-cloud environments are becoming 
the norm for many organizations. However, consistently 
having complete visibility for threat detection and 
response is extremely difficult to accomplish given the 
complexity of infrastructures and the ever-changing 
threat landscape. Security postures are faced with 
many challenges, including:

•   Visibility blind spots as infrastructures scale, raising 
security and compliance risks

•   Difficult and time-consuming process of accessing 
the data necessary for an efficient security posture

•   Inability to trace the behavior of intruders for 
intelligent response

The Gigamon Deep Observability Pipeline gives you 
complete visibility across your entire infrastructure and, 
together with ExtraHop, the power to effectively detect 
and intelligently respond to security threats.
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Here are just a few examples of security use cases 
enabled by the joint Gigamon and ExtraHop solution:

•   Identify expired TLS certificates: Utilize certificate 
expiry dates and notices of revoked or expired 
certificates to spot them

•   Ransomware mitigation: Detect behaviors that 
signal a ransomware attack in progress and respond 
to the infiltration before it achieves real damage

•   Centralized decryption: Provide tools with 
decrypted data and leverage ExtraHop’s best-in-class 
decryption capabilities to secure without blind spots

•   Scalable visibility: Feed entire security and 
performance tool stacks with complete and 
consistent visibility as infrastructure scales, devices 
are added/removed, and applications change to fulfill 
business needs

•   Detect unauthorized remote connections used 
for data exfiltration: Evaluate suspicious SSH, RDP, 
and Telnet connections by looking at bandwidth, 
connection longevity, IP reputation, and geolocation

•   Locate weak ciphers: Metadata reveals all TLS 
connections with weak ciphers, along with the 
applications and systems hosting those apps, helping 
ensure security compliance
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How the Joint Solution Works

The Gigamon Deep Observability Pipeline provides your entire security and performance tool stack with complete 
visibility across your infrastructure. In the case of ExtraHop, Reveal(x) 360 would receive raw packets provided by 
Gigamon from all across an infrastructure, decrypt the traffic, extract metadata from the packet using machine 
learning, and analyze the intelligence using over 1 million different predictive models to identify anomalous behavior.

Figure 2.  Gigamon accesses and sends raw packets from across an entire infrastructure to ExtraHop.

Figure 3.  ExtraHop decrypts traffic and extracts metadata from accessed traffic.
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Figure 4.   ExtraHop analyzes the metadata to detect anomalous traffic and alerts the customer 
according to the findings.

Figure 5.   With Gigamon and ExtraHop, you can efficiently and effectively detect and respond to risks 
from across your entire infrastructure.
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Conclusion

The Gigamon Deep Observability Pipeline plus 
ExtraHop Reveal(x) 360 helps you detect critical 
security issues across your hybrid or multi-cloud 
infrastructure, identify threats before they do damage, 
understand the threat you are faced with, and 
intelligently respond to the issues before large groups 
of users are affected. Gigamon and ExtraHop put you 
back in control, even as infrastructures become more 
complex and threat actors become more sophisticated.

About Gigamon

Gigamon offers a deep observability pipeline that 
harnesses actionable network-level intelligence 
to amplify the power of observability tools. This 
powerful combination enables IT organizations to 
assure security and compliance governance, speed 
root-cause analysis of performance bottlenecks, and 
lower operational overhead associated with managing 
hybrid and multi-cloud IT infrastructures. The result: 
modern enterprises realize the full transformational 
promise of the cloud. Gigamon serves more than 4,000 
customers worldwide, including over 80 percent of 
Fortune 100 enterprises, nine of the 10 largest mobile 
network providers, and hundreds of governments and 
educational organizations worldwide. 

To learn more, please visit gigamon.com.

For more information on Gigamon and ExtraHop please visit 
Gigamon.com |  ExtraHop.com
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