
According to recent ESG research, the diiculty associated with network security 
operations is on a negative trend. 

85% of respondents feel NetSec is as hard or harder than it was 2 years ago 
and those indicating NetSec is getting easier are outnumbered by more than 3:1

85%

The first issue is the increasing scope and scale of enterprise networks and the attacks they are under. ESG asked 
network and security-focused IT professionals: Which of the following are the primary factors making network 
security operations more diicult at your organization? 

ESG asked network and security-focused IT professionals: Does your organization perform any of the following 
activities for security monitoring purposes? 

To combat the increasing scale and scope of network complexity and threats, organizations should 
look for tools and processes that automate network security operations like change control, testing, 
and auditing through a central command-and-control console across all infrastructure whether 
physical, virtual, or in the cloud.

More than half of organizations must:

The majority of organizations (58%) 
patch or make configuration changes to 
these tools on at least a monthly basis. 
Security operations are disrupted every 
time these changes are made.

The result of these challenges: 

75% of respondents believe network visibility at 
their organization is limited or could be improved.

For these organizations

a platform-based approach to security that 
solves multiple needs may help optimize 
network security operations.

Moreover, only 32% of respondents 
report that coordination between 
network and security teams is easy 
when changes to these inline tools 
are made.

85% of organizations use inline security tools

Unfortunately only 10% of respondents feel their current 
network security operations match this level of automation. 

Having to address numerous 
types of cyber-attacks 

More devices on 
the network 

More traic on 
the network 

Why are networks getting harder to secure? 

The second problem is the security tools in place today:
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This infographic is based on research 
conducted by ESG on behalf of Gigamon

Decrypt SSL 
traic 

Analyze network 
metadata 

Monitor network 
performance/availability

Learn how Gigamon is transforming network security 
with the GigaSECURE Security Delivery Platform
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https://www.gigamon.com/solutions/security

