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Survey Demographics
v Responses from 1,200
qualified IT security
decision makers and
practitioners
v All from organizations
with more than 500
employees
v Representing 17
countries across North
America, Europe, Asia
Pacific, the Middle East,
Latin America, and Africa
v Representing 19
industries

“The vast majority of IT
security organizations
(86%) had to alter their IT
security spending priorities
last year to accommodate
a massive increase in
remote workers, to secure
a plethora of unmanaged
personal devices, and
to deal with a massive
increase in cyberthreats
and other security risks.”
– 2021 CDR

A CyberEdge Group Report

CyberEdge Group’s eighth annual Cyberthreat Defense Report provides a penetrating look
at how IT security professionals perceive cyberthreats and plan to defend against them. Based
on a survey of 1,200 IT security decision makers and practitioners conducted in November
2020, the report delivers countless insights IT security teams can use to better understand how
their perceptions, priorities, and security postures stack up against those of their peers.

Notable Findings

• Bad guys are more active than ever. Organizations experiencing at least one
•
•
•

successful cyberattack reached a record 86% last year, and 40% were victimized six or
more times.
Cyberthreat migraines. Malware, ransomware, phishing, account takeover/credential
abuse, and Dos/DDoS attacks are causing the most headaches.
Network security favorites. Network security technologies planned for acquisition
in 2021 include next-generation firewalls (NGFWs), denial of service (DoS/DDOS)
prevention, network behavior analysis (NBA), and SSL/TLS decryption.
Decryption issues. Seven out of eight organizations face challenges decrypting SSL/
TLS web traffic for inspection.

Challenges with Visibility and Analysis
Organizations continue to struggle with low security awareness among employees and a lack
of skilled personnel. Most of the other top barriers to effective defense against cyberthreats
involve challenges with visibility and analysis: poor integration between security solutions,
too much data to analyze, poor integration of threat detection and response, and lack of
contextual information from security tools.

Almost Everyone Faces Decryption Issues
Exactly 88% of this year’s survey respondents indicated that
their organizations are experiencing challenges decrypting
SSL/TLS web traffic. What’s frustrating is that we know it
doesn’t have to be this way. The top issues related to the
impact of decryption on the performance of multi-purpose
security tools, regulatory standards that prevent the
decryption of some traffic, complex network architectures,
and the inability of some tools to handle decryption. This
subject is a pet peeve for CyberEdge, because purpose-built,
intelligent SSL/TLS inspection solutions that overcome these
challenges are available, but too few organizations are taking
advantage of them.

Top Priorities for 2021
What security technologies are top of mind for 2021? Survey results included:

•
•
•
•

SSL/TLS decryption - Currently in use in 51% of organizations
Denial of service prevention - Planned for acquisition by 39% of organizations
Bot management - 40% of organizations plan to acquire technology to detect bots
Zero trust network access - 74% of organizations have deployed or are in the process of implementing ZTNA

Security Tools Flying to the Cloud
The share of security applications and services delivered via the
cloud surged 5% over the past year, from 36% to 41%. The COVID-19
pandemic accelerated existing trends toward increased remote work
and more data and applications in the cloud. But even when the
pandemic is over, we believe that work at home and cloud platforms
will continue to be the “new normal.” This will drive organizations to
seek even more cloud-base security solutions.

Complimentary Report
For a complimentary copy of the full 2021 Cyberthreat Defense Report,
connect to: www.gigamon.com/cdr2021.

About Gigamon
Gigamon delivers the industry’s first elastic visibility and analytics fabric addressing the critical visibility gap across your hybrid
infrastructure. We close this gap by enabling cloud tools to see the network and network tools to see the cloud. With elastic
scale-out and scale-up visibility and delivery of critical security and operational analytics across the hybrid cloud, Gigamon has
helped thousands of the world’s leading organizations run fast, stay secure and accelerate innovation while simplifying and
securing IT operations.

About CyberEdge Group
CyberEdge Group is an award-winning research, marketing, and publishing firm
serving the needs of information security vendors and service providers. Our expert
consultants give our clients the edge they need to increase revenue, defeat the
competition, and shorten sales cycles. For information, connect to our website at
www.cyber-edge.com.
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