DoD Zero Trust Controls

Zero Trust Target Level

Execution Enablers

Doctrine
Organization

1.1.1 User
Inventory

1.2.2 Rule Based Dynai

1.5.1 Organization Ide!

Training material 2.1.1 Device Help Tool

1.2.1 App Based Permission

1.3.1 Organizational MFA/IDP
1.4.1 Implement System and Mitigate Privileged Users Pt. 1

1.7.1 Deny User by Default Policy

1.2.3 Rule Based Dynamic
Access Pt. 2

1.2.4 Enterprise Roles and
Permissions Pt. 1

1.4.2 Implement System and
Mitigate Privileged Users Pt. 2

mic Access Pt. 1
1.5.2 Enterprise Identity Life-

ntity Life-Cycle Management Cycle Management Pt. 1

1.4.3 Real Time Approvals &
JIT/JEA Analytics Pt. 1

1.5.3 Enterprise Identity
Life-Cycle Management Pt. 2

1.6.2 User Activity Monitoring Pt. 1

1.8.1 Implement UEBA Tooling
1.8.2 Periodic Authentication
1.9.1 Enterprise PKI/IDP Pt. 1

1.83C

1.3.2 Alternative Flexible MFA Pt. 1

Gigamon”®

Advanced Zero Trust

1.2.5 Enterprise Roles and
Permissions Pt. 2

1.3.3 Alternative Flexible MFA Pt. 2

1.4.4 Real Time Approvals &
JIT/JEA Analytics Pt. 2

1.5.4 Enterprise Identity Life-
Cycle Management Pt. 3

1.6.3 User Activity Monitoring
PL2

1.9.2

2.1.3 Enterprise IDP Pt. 1 1.9.3 Enterprise PKI/IDP Pt. 3

Tools

2.2.1 Implement C2C/Compliance

Based Network Authorization Pt. 1 .

2.3.2 Implement App Control & FIM Tools 2 LSS priseliDERE2
2.2.2 Implement C2C/Compliance

2.4.2 Managed and Limited BYOD & IOT Support Based Network Authorization P, 2

i if Gap Analysis
Il;ee:’si?\r:z:P & Education B TEEENECR 1.8.1 Single Authentication
AV Tools with C2C
Facilities 2.1.2 NPE/PKI Device
Policy Under Management
4.1.1 Data 2.4.1 Deny Device by Default Policy
Analysis | o 2.6.1 Implement UEDM or equivalent tools
6.1.1 Policy Enforcement Point 2.6.2 Enterprise Device Management Pt. 1
inventoryia: 54 Define  Logging and 2.7.1 Implement EDR Tools & Integrate w/ €2C
Development Granular ConfrolAMCIYsis  4.4.2 DRM 25.1 Asset, and Patch
TR 6.2.1 Task R i) Enforcement -
Considerations Avtemation Policies Pt. 1 Point Logging 3.1.1 Application/Code
on ORS| A nalysis and Analysis Identification
5.2.1 Define 3.1.2 Resource Authorization Pt.1
4351 Respansa SDN APIs 3.2.1 Build DevSecOps Software Factory Pt. 1

Automation Analysis
6.6.1Tool Compliance
Analysis

4.2.1 Define Data Tagging
Standards
4.3.1 Implement Data Tagging &
Classification Tools
4.4.3 File Activity Monitoring Pt. 1
4.5.1 Implement DRM and

3.3.1 Approved Binaries/Code
3.3.2 Vulnerability Management Program Pt. 1

5.1.2 Define Granular 3.4.1 SDC Resource Authorization Pt.1
Contfrol Access Rules

& Policies Pt. 2
522

7.1.2 Log Parsing

7.2.1 Asset UD &
Alert Correlation

6.1.2 Organization
Access Profile

SDN

6.5.2 Implement SOAR Tools Tools PE. 1
7.2.2 Threat 6.6.2 Standardized API Cails & 461 Points
Alerting Pt. 1 Schemas Pt. 5.3.1 Datacenter Macro

Segmentation
6.7.1 Workflow Enrichment Pt. 1
5.4.1 Implement Micro

Segmentation

7.3.1 Implement
Analytics Tools

7.5.1 Cyber Threat
Intelligence Program Pt. 1

4.2.2 Interoperability Standards
4.2.3 Develop SDS Policy
4.3.2 Manval Data Tagging Pt. 1
4.4.4File Activity Monitoring Pt. 2
4.5.2 Implement DRM and Protection Tools Pt. 2

4.6.2 DLP Enforcement via Data Tags and Analytics Pt. 1
4.7.1 Integrate DAAS Access w/SDS Policy Pt. 1

7.1.3 Log Analysis
7.2.3 Threat Alerting Pt. 2

5.2.3 Segment Flows into Confrol

4.5.3 DRM Enfc t via Data Te d
Management and Data Planes orcement via Data fags an

4.7.4 Integrate SDS Solution(s) &
Policy w/ Enterprise IDP Pt. 1

6.1.3 Enterprise Security

Profile Pt. 1
6.2.2 Enterprise Integration & Workflow
Provisioning Pt. 1

7.2.5 User/Device Baselines 5.3.2 B/C/P/S Macro Segmentation

7.3.2 Establish User Baseline

Behavior 5.4.2 Application & Device Micro Segmentation

6.3.1 Implement Data Tagging &
Classlfication ML Tools
6.6.3 Standardized API Calls & Schemas Pt. 2

6.7.2 Workflow Enrichment Pt. 2

7.4.1 Baseline & Profiling Pt. 1 5.4.4 Protect Data In Transit

7.5.2 Cyber Threat

5.2.4 Network Asset
Intelligence Program Pt. 2

Discovery & Optimization
5.2.5 Real-Time Access
Decisions

5.4.3 Process Micro
segmentation

7.2.4 Threat Alerting Pt. 3

7.4.2 Baseline & Profiling Pt. 2

7.4.3 UEBA Baseline Support

7.4.4 UBEA Baseline & Profiling Pt. 2

6.1.4 Enterprise Security Profile Pt. 2

6.2.3 Enterprise Infegration & Workflow
Provisioning Pt. 2

4.4.1 Implement Al Automation Tool
6.7.3 Workflow Enrichment Pt. 3

6.4.2 Al driven by Analytics decides A&O
modifications

6.5.3 Implement Playbooks
6.7.4 Automated Workflows

7.6.1 Al-enabled Network Access
7.6.2 Al-enabled Dynamic Access Control

Automation &

Visibility & Orchestration

Analytics
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4.4.5D g
4.3.4 Avtomated Data Tagging & Support Pt 1
4.5.4 DRM Enforcement via Data Tags and Analytics Pt.2
4.6.3 DLP Enforcement via Data Tags and Analytics Pt. 2
4.7.2 Integrate DAAS Access w/SDS Policy Pt. 2
4.7.5 Integrate SDS Solution(s) & Policy w/
Enterprise IDP Pt. 2
4.7.6 Integrate SDS Tool and/or integrate
with DRM Tool Pt. 1

2.6.3 Enterprise Device Management Pt. 2 2.3.3 Entity Activity Monitoring Pt. 1

2.7.2 Implement XDR Tools & Integrate w/ C2C Pt. 1 2.3.5 Fully Integrate Device Security Stack w/ C2C

2.3.6 Enterprise PKI Pt. 1

24.3 Managed and Full BYOD & IOT Support Pt. 1
OOy 2.7.3 Implement XDR Tools & Infegrate w/ C2C Pt. 2
3.2.2 Build DevSecOps Software
Factory Pt. 2
3.3.3 Vulnerability Management
Program Pt. 2
3.3.4 Continual Validation
3.4.2 SDC Resource
Autherization Pt.2

3.2.3 Automate Application
Securlty & Code Remediation Pt. 1
3.4.3 Enrich Affributes for Resource
Authorization Pt. 1
3.4.4 Enrich Affributes for Resource
351 Confinvens Autorsation
3 5.1 Continuous Authorization fo
ADCHHCSIRIS) Operate (ATO) P¥. 1
4.3.3 Manual Data
Tagging Pt. 2
atabase Activity Monitorin

3.2.4 Avtomate
Application Security &
Code Remediation Pt. 2

3.4.5 REST API Micro-Segments

3.5.2 Continuous Authorization to
Operate(ATO) Pt. 2

4.3.5 Avtomated Data
Tagging & Support Pt. 2
4.4.6 Comprehensive Data Activity
Monitoring
4.5.5 DRM Enforcement via Data Tags and Analytics Pt. 3
4.6.4 DLP Enforcement via Data Tags and Analytics Pt. 3
4.7.3 Integrate DAAS Access w/SDS Policy Pt. 3
4.7.7 Integrate SDS Tool and/or
integrate with DRM Tool Pt. 2

Data

Network &
Environment

Enable Gigamon aids in this control

Satisfy Gigamon solves for this control

PKI/IDP Pt. 2

1.8.4 Continuous
Authentication Pt. 2

2.3.4 Entity Activity Monitoring
PL2

2.3.7 Enterprise PKI Pt. 2

2.4.4 Managed and Full
BYOD & IOT Support Pt. 2

Application &
Workload

Device

User

Note: ZT Activities are grouped
as either Target or Advanced

Target Activities

91

Advanced Activities

61

Total Activities

152




