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KEY CHALLENGES

POISED TO HELP
Even though a couple of new technologies show promise for helping IT

Security teams cut through the noise caused by the security data overload ...

Delivering optimized tra�c
to tools (from physical, virtual,

and cloud environments)
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CyberEdge Group’s sixth annual Cyberthreat Defense Report reveals how IT security 
professionals perceive the security posture of their organizations, the challenges they face 
in establishing e�ective cyberthreat defenses, and the plans they have to overcome those 
challenges. Read on to learn about some of the key findings from this year’s report.

Organizations are falling victim to successful cyberattacks at an alarming rate … 
and expect more of the same going forward.

56.1%

FELL VICTIM TO RANSOMWARE IN 2018

!

… they fail to address the root cause, unfortunately. 

Security analytics is the #1 security 
technology planned for acquisition in 
2019 (cited by 46.9% of respondents)

81% of respondents agree that machine 
learning and artificial intelligence

technologies are helping to defeat 
advanced cyberthreats

AN UNDERLYING PROBLEM
Adding numerous parallel layers of security tools over the years

has led to an ad-hoc security architecture. Besides contributing to the flood
of security data, such designs su�er from …

•  Unreliable access to network tra�c

•  Inability to e�ciently inspect encrypted tra�c

•  Increased security stack complexity and cost

•  Recurring false positives and alerts

•  Poor support for testing new security tools

A SOLUTION THAT WORKS
Overcoming these challenges requires a solution that provides pervasive visibility yet

minimizes redundant distribution and processing of source data and resulting security events.
It’s all about getting the right intelligence and insight to your tools and teams,

without overwhelming them, by:

Centralizing and o�oading 
resource intensive

processes (e.g., decryption)

Accelerating deployment 
and integration of new 

security tools

Enabling orchestration and 
automation (to enhance 
operational e�ciency) 
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Despite having healthy budgets for IT Security in recent years, most organizations
are struggling with a handful of significant challenges that are keeping them

from achieving e�ective cyberthreat defenses.

#1 81%

#1 OBSTACLE TO THREAT HUNTING

Di�culty implementing or integrating
threat-hunting tools

74%

ANOTHER SIGNIFICANT HURDLE

Nearly three quarters of respondents
indicate that e�ciently exposing SSL/TLS

tra�c for inspection is an issue

#1 OBSTACLE TO BEING EFFECTIVE

Too much data to analyze

#2 OBSTACLE TO BEING EFFECTIVE

Organizations experiencing a
shortage of skilled IT security personnel

84%


