
THE STATE OF RANSOMWARE

First, the bad news. 59% of global respondents 
agreed that the ransomware crisis has worsened 
in the past three months, and nearly all (95%) 
said they’ve experienced ransomware attacks in 
the past year. It’s concerning that, despite these 
trends, nearly  
half (45%) believe investment in cyber is declining. 
On a more positive note, 89% of respondents 
claimed their boardroom still ranks ransomware 
as a priority concern. In doing so, they’re framing 
it primarily as a reputational and data protection/
GDPR issue.

Phishing (58%), computer viruses (56%) and cloud 
applications (42%) were seen as the primary 
vectors for attack. 

Biggest perceived drivers of the ransomware 
pandemic:

•    The sophistication of criminals (59%)

•    Cloud complexity (48%)

•    Skills gaps (47%) 

•    Cloud misconfigurations (36%) 

EXECUTIVE SUMMARY

State of Ransomware 
for 2022 and Beyond

Ransomware is undoubtedly one of the  

biggest drivers of corporate cyber risk today.  

But how big a role do insider threats play in  

this landscape? Are Zero Trust and deep 

observability helping organizations to 

mitigate the impact of attacks? And how  

far is a security blame culture undermining 

these efforts? 

To find out more, we analyzed feedback  

from 1,020 IT and security decision makers 

across six key global markets – the US, UK, 

France, Germany, Australia and Singapore –  

in the full survey report:  

State of Ransomware for 2022 and Beyond.
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THE RISE OF THE MALICIOUS INSIDER 
THREAT 

Insiders are also high on the watch list. Employee 
negligence, such as clicking on a phishing link, 
is one thing, but the perceived threat from 
malicious insiders is increasingly acute. They 
were seen as an attack vector by nearly a third 
(29%) of respondents. And of those who believe 
insider threats are responsible for an increase in 
ransomware attacks, 95% said malicious insiders 
are a significant risk. 

GLOBAL CONSENSUS ON THE ROLE 
OF DEEP OBSERVABILITY IN TACKLING 
RANSOMWARE 

To combat the growing threat of ransomware, large 
numbers of respondents pointed to a need for 
government-enforced mandatory reporting (80%), 
more tooling (56%), improved staff training (54%), 
Zero Trust (47%) and deep observability (45%).

The latter refers to the addition of real-time 
network-level intelligence to amplify the power 
of metric, event, log and trace-based monitoring 
and observability tools. In so doing, it can help to 
mitigate security risk, improve the user experience 
and ease operational complexity. Some 89% of 
respondents agreed that deep observability is 
an important element of cloud security. What’s 
more, 89% of global respondents have recognised 
that deep observability is somewhat to strongly 
connected to implementing Zero Trust.

of global respondents 
agreed that they need 
greater visibility into 
hybrid and multi-cloud 
environments to tackle 
ransomware

87%

THE BLAME CULTURE IS EXACERBATING 
THE RANSOMWARE CRISIS 

Unfortunately, organizations can be their own 
worst enemy when trying to tackle these issues. 
Some 88% of IT and security leaders claimed 
a blame culture – where individuals or teams 
are criticised and held responsible for errors, 
regardless of culpability – exists in the industry. 
And 94% of these respondents said this could  
be a deterrent to faster incident reporting. 

Yet the good news is that only 1% of IT and security 
leaders cannot see a solution to the issue of a 
blame culture. In fact, they are calling for more 
openness, transparency and collaboration to 
overcome the challenge. And over a quarter (26%) 
of CISOs/CIOs claimed they need better visibility 
through deep observability, to have the right level 
of insight to detect and respond to threats and 
therefore eradicate a culture of blame.

Building an effective cybersecurity posture in the 
face of a threat as serious as ransomware is never 
going to be easy. But with deep observability 
front-and-center, organizations can develop an 
effective Zero Trust strategy to mitigate malicious 
insider risk, and provide the visibility needed to 
minimize blame culture. The fightback starts here.

Discover all the insights from our 
survey of global security leaders 
and the regional breakdown. 
DOWNLOAD THE FULL REPORT NOW >

of global businesses are 
using deep observability 
to mitigate the impact  
of cybersecurity blame 
culture

OVER A FIFTH 

(22%)
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