Gigamon® QUICK START GUIDE

About The Integration

Gigamon GigaVUE Cloud Suite enables collection of network traffic from every instance
across the entire cloud solution. Customers can then choose to either centralize the
traffic for network metadata generation for New Relic or choose to do so in a distributed
fashion.

This integration provides a way to collect metadata of over 7,000 network traffic-related
attributes and export that to New Relic dashboard for holistic overview of cloud
environment, and a much deeper level of security-related inspection.
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Figure 1. GigaVUE Cloud Suite: Capture all traffic and export metadata of interest to New Relic.

Components Involved
e Gigamon GigaVUE Cloud Suite
Gigamon Application Metadata Intelligence (AMI)

Gigamon Application Metadata Exporter (AMX)
New Relic account
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How to configure AMI

1. Go to Traffic -> Solutions -> Application Intelligence
2. Click on Create New -> Select the Environment

Create Application Intelligence Session

Basic Info

Virtual
07128

Environment Info

Configurations

60 =

3. Select the source from where the traffic has to be tapped.

Source Traffic

®) Source Selector Tunnel Specification

Expand All' Collapse All

Name Filter Id Filters Operator Values

v Splunk-test

1 VmName_Src startswith ubuntu

4, Select Application Metadata

e Tool IP Address should be AMX ingress IP Address.
e L4 Src & Dest port.

¢ Using Advanced settings, you can also select any specific applications and
its attribute to be exported.

Application Filtering ~ Deduplication ‘Application Metadata‘

Destination Traffic

Choose the existing toos to receive application-specific traffic or acd new tool

17216102151 v 13384 514

Application List | App Editor

¥ 11 Applicztions

5. Click Save and then Deploy.
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How to configure AMX and integrate with New Relic

How to Bring up AMX from FM

1. Create Monitoring Domain:
Inventory > Virtual > Select the Environment > Create Monitoring Domain

Monitoring Domain Connections Name Management IP Type Version

ELK-Test
ELKTest

VSeries-OGW10-115-81- 10.115.86.55 V Series Node 6.2.00

2. Create Monitoring Session:

Traffic > Orchestrated Flows (select the right environment) > Create Monitoring
Session

e Create REP from AMI to AMX(OGW) and AMX(OGW) to New Relic (REP-
Raw End Point which is an IP Address)

¢ Ingress to AMX(OGW) will be from AMI
e Egress from AMX(OGW) should be pointing to New Relic IP Address

e Asshown in below snapshot select the cloud tool as New Relic with the
right Account ID and API Key.

X AMI Exporter: ogw Details Threshold:

~ ogwforNewRelic

) &
)

"

:
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3. Deploy the Solution.

raw1 > Interface connecting AMI
raw2 > Interface connecting New Relic

Select nodes to deploy the Monitoring Session: forELKOGW

V Series Node Name Status
] VSeries-OGW 10-115-81-119-toELK oK
Go to page: 1 5 of 1 Total Records: 1

w VSeries-OGW10-115-81-119-toELK

raw-1

raw-2

Cancel

How to create an APl Key From New Relic page

1. Reference Link: To Generate API Key
2. Click User ID > API Keys > Create a Key

< new relic Administration ]

Search API key types

Create and manage API keys for your organization.
Ingest keys are for getting data into New Relic

License keys for agent configuration and metric,
event, log and trace APIs
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Create an APl key

Ingest keys are for getting data into New Relic:

» License keys for agent configuration and metric,
event, log and trace APIs

» Browser keys for browser applications

* Mobile keys for mobile applications. To learn how to
manage mobile keys, see our docs |'_7,1

User keys are for querying data and managing configurations
(Alerts, Synthetics, dashboards, etc.)
To learn more about APl keys, see our docs |'_7.'

Account

Account: 1578679 - Demo %
Key type

Ingest - License v
Name

Gigamon AMI Integration

Notes

What do you want people to know about this key?

Figure 2. Details about types of Keys and account information
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Once GigaVUE Cloud Suite is deployed in the environment it provides New Relic the
ability to see all available applications communicating across the environment and collect
metadata from that traffic.

sion @ App-ntel Olast1Hour = Q)

App_intel H
Top 10 Applications Total Traffic (wse Mouse Scrol for Zoom infOut Total Applications Oper

- Application Percentage Thro...
\ ssh 43% 22 Bps
800 icmp 35% 18 Bps
g unknown 16% B8 Bps
2 so0
* dhcp 4% 2 Bps
200! dns 2% 1 Bps
200
1.00
@ssh @kmp @Unknown @0hp  @Om 09729721 16:42 092021 17:00 0912921 17:16 00720121 17:42
Date
Application Metadata Traffic Application Filtering Traffic
Tool Name Packets Sent.. | Format Rul... Tun. Ap... Ap.. Pas... [
Splunk 0 CEF 1 nto... 3 53 S 2

Figure 3. Screenshot of demo data in GigaVUE-FM.
Note: Production environments will display hundreds of applications.

Different metadata elements can be selected based on an application, or a family of
applications, and exported to Gigamon AMI Agent.

8 App Editor X

> smb ] Export E
eratiol
» smtp ] Export L
> ssh | Export e
v ssl | Export
[ select Anl Selected At
| Cert-ext-autherity-key V| Certificate-issuer-cn W Certificate-subject-key. ! Certificate-subject-street | Comp i Vi E igorithm-sig v Parent-comman-name ]| Server-suf
) Cert-ext-subject-key-id /] Certificate-issuer-1 [ Certificate-subject-key. ] Cipher-suite-id V] Content-type ] Ext-sig-algerithms-len ] Protacol-versior ] Session-id
| Cert-extension-oid V| Certificate-issuer-o [0 certificate-subject-key. /] Cipher-suite-list | Declassify-override [ Fingerp 3 > 1 [ session-ti
[ cert-extension-vid-raw ] Certificate-issuer-ou ] Certificate-subject-key... ¥| Client-hello-extension-L.. ¥| Ext-ec-point-formats-nb [ Fingerprint-ja3s W] Serial-number | Signalizati
V] Cestif-mds ] Certificate-issuer-st [ centificate-subject-key... ¥ Client-hello-extension-... ¥ Ext-ec-point-formats-t. ] Handshake-type ] Server-hello-extension... ¥] Subject-al
] Certif-sha1 /| Certificate-issuer-street | Certificate-subject-| [ Client-hello-version ! Ext-ec-supported-grou. ! Index v] Supporte
] Certificate-dn-issuer [ certificate-raw V] Certificate-subject-o ] Client-supported-version  [v] Ext-ec-supported-grou ] Issuer ) Validity-nd}
/| Certificate-dn-subject V] Certificate-subject-ou ] Common-name | Ext-sig-algorithm-hash v Nb-compression-meth. /| Validity-nd8
Z 2] Add
tan Cancel 117:484

Figure 4. The example shows SSL attributes available to be exported.
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Gigamon AMX collects metadata elements from Gigamon Cloud Suite and forwards them to
New Relic Dashboard, where reporting and visualization can be performed in any number of
ways. Here is a snapshot from New Relic dashboard page.

Figure 5. A sample dashboard created using AMI attributes from Gigamon.

Some of the sample queries are shown here used to build this dashboard, these can get as
granular as needed.

FROM Gigamon SELECT count(*) FACET version where event_type = FROM Gigamon

SELECT count(*) FACET cipher

FROM Gigamon SELECT count(*) FACET hostname,src_ip where event_type = FROM Gigamon
SELECT count(*) FACET application

Note: This integration will become more automated in the future where you will only need to
provide the API key and endpoint to export data to New Relic.

To try this integration in your environment please reach out to tme@gigamon.com. If you would
like to learn more about GigaVUE Cloud Suite, contact us at gigamon.com/contact-sales.
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