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Overview

Flexible Inline framework guides various inline traffic flows in an inline network or among different
inline networks through a user-defined sequence of inline tools and/or inline tool groups. It overcomes
the limitation with classic inline wherein a sequence of inline tools / inline tool groups used for
inspecting traffic on a given inline network / inline network group cannot be reused for inspecting
traffic on another inline network / inline network group.

Traffic matching a flexible inline flow map is tagged with a unique VLAN ID as opposed to the classic
inline flow map that tags traffic based on the member port receiving traffic in an inline network group.
This key differentiator allows users to pick and choose traffic from various inline networks using flow
maps and guide them through a sequence of tools that are of interest. Each inline flow map can be
configured to guide traffic to arbitrary sequence of tools and the tools can be shared among multiple
flow maps. The GigaVUE-OS lets user to either automatically or manually assign VLAN ID to a
flexible inline flow map.

Inline network group and inline tool serial are not applicable for the Flexible Inline Arrangements.

Multiple flexible inline flow maps associated with inline networks achieve the inline network group
functionality. Inline tool serial is not needed as the flexible inline arrangements allow for the same
configuration without the inline serial construct.

Flexible Inline Solution Highlights

e  Flexible inline flow map assigns a unique VLAN ID for the matching traffic.

o  Flexible inline flow map guides traffic through arbitrary sequence of inline tools and inline tool
groups.

e Unlike the classic inline flow maps, flexible inline flow maps do not require a separate map for guiding
traffic to out-of-band tools.

e  Flexible inline flow maps are of two types, by rule and collector. Unlike the classic inline flow maps,
there is no passall map. The collector map acts as a passall map in the absence of a rule based map.

e Flexible inline flow maps enable traffic in each direction to be bypassed or inspected by identical or
different set of inline tools in the same or reverse order.
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Deployment Checklist

Before deploying the Flexible Inline arrangements, it is strongly recommended

e Tofamiliarize the feature by reviewing the latest Flexible Inline Arrangements Guide.
e Toreview GigaVUE-OS Release Notes for any known issues that may impact your use case.

e Toreview the following checklist

Pre-deployment checklist

e Gigamon device must be upgraded to GigaVUE-OS 5.3 or later.

o GigaVUE-FM supports workflow based configuration to ease deploying Flexible Inline Arrangements.
Install or upgrade GigaVUE-FM to 5.3 or later.

e Analyze traffic flow by capturing pcaps with existing setup to identify the required flow maps and the
associated packet attributes for filtering in appropriate traffic.

e When the network traffic is VLAN tagged, ensure the inline tools support Q-in-Q tagged frames with
outer and inner TPIDs carrying 0x8100.

o Prioritize and deploy Flexible Inline Solution in phases for each traffic flow by interleaving a pre-defined
monitoring period before proceeding with the next phase.

e |tis recommended to deploy inline solution in fail open mode (i.e. for the network connectivity to remain
up in case of Gigamon device failures) using protected inline network links.

e For optimal use of the internal resources, we recommended you have minimal flexible inline flow
maps.

e  Addition or deletion of inline-tools / inline-tool-groups in a tool sequence is supported.

o Verify that email notifications are configured for at least the following events. Refer to Notifications
section in GigaVUE-FM Users Guide.

systemreset: System Reset

modulechange: Module Change

linkspeedstatuschange: Link Status or Speed Change

watchdogreset: Watchdog Reset

processcrash: A process in the system has crashed
processexit: A process in the system unexpectedly exited
livenessfailure:; A process in the system was detected as hung
cpuutilhigh: CPU utilization has risen too high

cpuutilok: CPU utilization has fallen back to normal levels
memusagehigh: Memory usage has risen too high
memusageok: Memory usage has fallen back to acceptable levels
interfaceup: An interface's link state has changed to up
interfacedown: An interface’s link state has changed to down
switchcputemp: Switch CPU temperature notification

cputemp: CPU temperature notification

e As abest practice, take backup of the existing configuration to make sure that the configuration can be
restored in case any untoward issues were to be encountered while deploying the solution.
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Deployment checklist

e Atthe outset, protected inline network(s) must have Physical Bypass enabled. After deploying the
Flexible Inline Solution, it is strongly recommended to set the Traffic Path to bypass (i.e. logical bypass)
and to disable the Physical Bypass of inline network(s) to make sure that the map rules are configured
appropriately; the Traffic Path can be set to to-inline-tool thereafter.

e When a network port is shared among different maps, traffic is redirected based on the order in which
the maps are configured or prioritized. As a rule of thumb, it is recommended to configure maps with
more specific rules first before configuring maps with less specific or generic rules.

¢ Review priority of the configured flow maps while updating the rule sets or while creating new maps
and adjust them as required.

e  Shared mode must be enabled for inline tool(s) to be used in flexible inline flow maps.
¢ Inline tools must be configured in transparent mode to seamlessly work with Flexible Inline Solution.

NoTEe: Heartbeat should be enabled for inline tools to trigger failover actions. If an inline tool is
deployed in a non-transparent mode, the heartbeat messages would not be received. Hence, the
inline tool will be deemed as operationally down.

e Make sure that inline network and inline tool links do not report any link errors or discards.

e Plan to have a laptop connected to a tool port on the Gigamon device. If inline network traffic must be
analyzed, inline network out-of-band map can be configured with the tool port as the destination.

Post-deployment checklist

e As abest practice, take backup of the configuration after the deployment for reference.

e Ifinline tools’ sequence or if map rules must be modified, it is strongly recommended to enable
Physical Bypass on protected inline network(s) before proceeding, and to enable the Physical Bypass
after modifying the config.

e  Monitor for a pre-defined period before proceeding with the next batch of deployment.

Unsupported

e Editing the tools in an inline tool group is restricted in GigaVUE-OS 5.3.

¢ Flexible inline flow maps cannot use Inline tool / inline-tool-group that are already in use by classic
inline or inline-SSL flow maps.

¢ Inline SSL GigaSMART Operation (GSOP) cannot be used in flexible inline maps in GigaVUE-OS 5.3.

o Asymmetrical hashing to an inline tool group is not supported in which one direction to hash is based
on source IP and the other direction to hash is based on destination IP address.
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Use Cases

Selectively guiding and load balancing traffic flows to inline tools

This use case illustrates Flexible Inline Solution’s ability to enable enterprises to selectively guide web
(i.e. HTTP and HTTPS) and non-web traffic, and load balance them among multiple Advance

Persistent Threat (APT) Systems and multiple Web Application Firewalls (WAF) for inspection as
illustrated below.

Imperva WAF
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FireEye APT

Figure 1: Flexible Inline Solution deployment for selectively guiding and load balancing different traffic flows among
multiple inline tools
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Figure 2: Traffic flow enabled by the Flexible Inline Solution
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Requirements

Traffic flow: Web traffic must be inspected by both FireEye APT and Imperva WAF and the traffic
must also be load balanced among the inline tools. Non-web traffic must be inspected by FireEye
APT alone and the traffic must be load balanced among the APTSs. Traffic traversing the FireEye
APTs must be captured for verification.

Inline Network requirements: A protected inline network link is required. The network traffic will be
tagged. Until the flow maps are configured, Physical Bypass must be enabled on the inline network to
make sure that the network traffic is not affected.

Inline Tool requirements: Both FireEye APTs and Imperva WAFs must be configured as inline tool
group respectively. By default, the flexible inline flow maps will insert additional VLAN tag for the
matching traffic. Hence, the inline tools must be capable of handling Q-in-Q (with outer and inner
TPIDs carrying 0x8100).

Out-of-band tool requirements: The traffic traversing FireEye APTs must be verified using packet
capture. The out-of-band traffic must carry the same tag as that of the inline network traffic. A VM with
Wireshark installed must be connected to a tool port for monitoring.

Flexible Inline Arrangements 8
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Configuration

The following prerequisite tasks must be completed before deploying the Flexible Inline Solution.

Prerequisites:

1
2.
3.

Configure the type as inline network for ports Na.g.
Configure the type as inline tool for ports T1las, T2aB, T3as and T4 as.
Configure the type as tool for port connecting to the VM.

Refer to Configuring Ports in the Configuration Tasks section of this document for the detailed

steps.

To deploy Flexible Inline Solution:

1.

Create protected inline network link using ports Nag.

NoTEe: Physical Bypass should be enabled for the inline network links until the flow maps are
configured to ensure that the network traffic is not affected.

Create inline tool links corresponding to the inline tool ports connecting to each of the
Imperva WAFs (T1as and T2a.g) and the FireEye APTs (T3as and T4ag).

Note: Shared mode must be set to True, and Regular heartbeat should be enabled for
dynamically detecting inline tool failures and triggering the failover action.

Create inline tool groups, one corresponding to the FireEye APTs and the other to the
Imperva WAFs.

Create a flexible inline by rule map with two rules, one corresponding to filtering in
bidirectional HTTP traffic (protocol TCP with destination port 80) and the other to filtering in
bidirectional HTTPS traffic (protocol TCP with destination port 443), and to send them from
A-to-B via each of the inline tool groups corresponding to the FireEye APTs and the Imperva
WAFs.

Configure out-of-band copy to feed the traffic egressing the FireEye APT inline tool group to
the VM.

Traffic in the other direction, B-to-A, should be configured to traverse the same path as A-to-
B as illustrated by the traffic flows.

Create a flexible inline collector map to filter in all other traffic and to send them from direction
A-to-B (and B-to-A) to the FireEye APT inline tool group.

Flexible Inline Arrangements Workflow in GigaVUE-FM provides intuitive drag and drop option for
deploying the Flexible Inline Solution.

To launch the workflow:

1.
2.

3.

Select the device from FM Navigation Pane > Physical Nodes.

Select device Navigation Pane > Workflows > Flexible Inline Arrangements. Refer to Using
Flexible Inline Flow Configuration Workflow in the Configuration Tasks section for the
detailed steps.

After configuring the flow maps, the inline network should have Physical Bypass disabled and
its Traffic Path must be set to to-inline-tool for allowing the traffic to flow through the Gigamon
device. Refer to Updating Inline Network Settings in the Configuration Tasks section of this
document for the detailed steps.
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Gigamon device’s CLI configuration:

flexInline-useCase01-
- DOWNLOAD from
conflg'b(t PDF Attachments

Monitoring
Monitor the following to verify the Flexible Inline Solution
1. Ports’ health and statistics
2. Inline network health
3. Inline tool health
4. Inline tool group health
5. Map health and statistics

Refer to Verification Tasks section of this guide for the detailed steps.

Selectively decrypting inline SSL traffic and guiding traffic to inline tools

Gigamon devices support profile based inline SSL decryption/encryption of both inbound and
outbound SSL sessions. This use case describes guiding decrypted outbound traffic among inline
tools for inspection as illustrated below.

Inline SSL GigaSMART Operation (GSOP) cannot be used in flexible inline maps in GigaVUE-OS
5.3. The decrypted traffic must be physically looped back in to the Gigamon device to apply flexible
inline maps for guiding the decrypted traffic.

Refer to the latest Inline SSL Decryption Guide and Inline SSL Deployment Guide for additional
information about GigaSECURE® Inline SSL Solution.

Physical
loopback

a
+
s
2
L

FireEye Cisco
APT IPS

Figure 3: Gigamon Inline SSL and Flexible Inline Solution
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Note: Traffic in the opposite direction flows in the same order as illustrated.
Figure 4: Traffic flow illustrating inline SSL inspection
Requirements

Traffic flow: Traffic destined to few selected applications must be inspected by Cisco IPS and FireEye
APT in both directions, A-to-B and B-to-A. Rest of the traffic must be inspected by Cisco IPS alone.

Inline Network requirements: A protected inline network link is required. The network traffic will be
tagged. Until the flow maps are configured, Physical Bypass must be enabled on the inline network to
make sure that the network traffic is not affected.

Inline Tool requirements: By default, the flexible inline flow maps will insert additional VLAN tag for the
matching traffic. Since the network traffic is tagged, the inline tools must be capable of handling Q-in-
Q traffic (with outer and inner TPIDs carrying 0x8100).

Signing CA requirements: Servers with only the valid certificates must be accepted for decryption.
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Configuration

Below steps illustrate deploying Inline SSL Solution followed by the Flexible Inline Solution.
Configuration pre-requisites for deploying Inline SSL Solution:

1. Unlock the Keychain Password.

2. Install a key pair in the Key Store.

NOTE: A self-signed key pair can also be generated on the Gigamon device for the purpose. However,
it is recommended to use the one provided by the InfoSec team.

3. Configure the Signing CA.
a. Map the installed key pair to the Primary Signing CA.

NoTe: If the Primary Signing CA is not configured, the Gigamon device will operate as a TCP
proxy. The Primary Signing CA certificate must also be installed in clients’ browser so that it
can validate the certificate without reporting any warning.

4. Create the inline SSL policy profile.

a. Since only the valid server certificates must be accepted for decryption, retain the Security
Exceptions with the default values (i.e. drop).

NoTe: Should any Security Exception must be changed to decrypt, it is strongly
recommended to install another key pair in the inline SSL key store and map it to the
Secondary Signing CA.

b. Since traffic destined to few selected applications must be inspected, the default action should be
retained as no decrypt and Policy Rules must be defined corresponding to the IP address of the
applications for decryption.

The Inline SSL Configuration workflow in GigaVUE-FM walks through each of the above tasks.

To launch the workflow:
1. Select the device from FM Navigation Pane > Physical Nodes.
2. Select device Navigation Pane > Workflows > Inline GigaSMART Operations.

3. Refer to Using Inline SSL Configuration Workflow in the Configuration Tasks section for the
detailed steps.

Steps for deploying the Inline SSL Solution:
1. Configure protected inline network link using ports N1a.g.

Note: Physical Bypass should be enabled for the inline network links until the flow maps are
configured to ensure that the network traffic is not affected.

2. Configure inline tool link using ports T1asg.

Note: The inline tool should be a physical fiber loopback as illustrated in the above physical topology.
Shared mode for the inline tool must be set to False so inline ssl does not append an extra tag.
Ensure all network traffic is directed to the GigaSMART engine. Steps corresponding to deploying the
flexible inline solution provides instruction for guiding traffic through the other inline tools.

3. Configure GS Group

Flexible Inline Arrangements 12
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4. Configure Virtual Port
5. Configure Inline SSL GS Operation
6. Configure flow maps: Based on the earlier observations, below flow maps must be configured.

a. Inline First Level Map: To filter in all traffic from the inline network and send it to the virtual port
for decryption.

b. Inline Second Level Map: To decrypt traffic received on the virtual port by using Inline SSL
GSOP, and send both the decrypt traffic and the no decrypt traffic to the inline tool.

Inline SSL Map workflow in GigaVUE-FM walks through each of the above steps. Select any flow
from the workflow and skip steps corresponding to configuring the classic inline map and the shared
collector map.

To launch the workflow:

1. Select the device from FM Navigation Pane > Physical Nodes.

2. Select device Navigation Pane >Workflows > Inline GigaSMART Operations.

3. Refer to Using Inline SSL Map Workflow in the Configuration Tasks section for the detailed steps.
Configuration pre-requisites for deploying Flexible Inline Solution:

1. Configure the type as inline network for ports N2as.

2. Configure the type as inline tool for ports for T2 oz and T3 a-a.

Refer to Configuring Ports in the Configuration Tasks section of this document for the detailed
steps.

To deploy Flexible Inline Solution:

1. Create inline network link using ports N2a.g.

2. Create inline tools corresponding to the inline tool ports connecting to IPS (T2 o) and APT (T3 a-
B).

NoTe: Shared mode must be set to True, and Regular heartbeat should be enabled for
dynamically detecting inline tool failures and triggering the failover action.

3. Create aflexible inline by rule map with rules to filter in bidirectional traffic corresponding to the IP
address of the applications and to send them from direction A-to-B via IPS and APT.

Traffic in the other direction, B-to-A, should be configured to traverse the same path as A-to-B as
illustrated by the traffic flow.

4. Create a flexible inline collector map to filter in all other traffic and to send them from direction A-
to-B (and B-to-A) to the Cisco IPS.

Flexible Inline Arrangements Workflow in GigaVUE-FM provides intuitive drag and drop option for
deploying the Flexible Inline Solution.

To launch the workflow:
1. Select the device from FM Navigation Pane > Physical Nodes.

2. Select device Navigation Pane > Workflows > Flexible Inline Arrangements. Refer to Using
Flexible Inline Flow Configuration Workflow in the Configuration Tasks section for the detailed
steps.
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3. Atter configuring the flow maps, the inline network should have Physical Bypass disabled and its
Traffic Path must be set to to-inline-tool for allowing the traffic to flow through the Gigamon device.
Refer to Updating Inline Network Settings in the Configuration Tasks section of this document for
the detailed steps.

Gigamon device’s CLI configuration:

i)

flexinline-useCase02- DOWNLOAD from
config.txt PDF Attachments

Monitoring

Monitor the following to verify the Flexible Inline Solution
Ports’ health and statistics
Inline network health
Inline tool health

Inline tool group health

Virtual port or GSOP statistics

1

1

2

3

4. Map health and statistics
5

6. InlineSSL session summary
7

InlineSSL session runtime statistics

Refer to Verification Tasks section of this guide for the detailed steps.

Deploying external inline SSL interception and guiding traffic to inline tools

Flexible Inline Solution can help in deploying external inline SSL interception and in guiding traffic to
more than one tool as illustrated below.

FireEye Cisco
AFT Ps SSL Intercept

:;J:_-
s
g

Figure 5: Enabling inline SSL inspection
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FireEye Cisco SSL Traffic
SSL Intercept APT IPS SSL Intercept
[ ™ m ]
[am (c» |
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FireEye Cisco Non-SSL Traffic
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X m m
s (c» =
B A
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Figure 6: Traffic flow illustrating inline SSL inspection
Requirements

Traffic flow: HTTPS network traffic in both directions, A-to-B and B-to-A, must first be forwarded to an
external SSL intercept device. Thereafter, the decrypted traffic must be forwarded to Cisco IPS and
FireEye APT for inspection. All other traffic must be forwarded to the FireEye APT.

Inline Network requirements: A protected inline network link is required. The network traffic will be
tagged. Until the flow maps are configured, Physical Bypass must be enabled on the inline network to
make sure that the network traffic is not affected.

Inline Tool requirements: By default, the flexible inline flow maps will insert additional VLAN tag for the
matching traffic. Since the network traffic is tagged, all inline tools (i.e. SSL Intercept, Cisco IPS and
FireEye APT) must be capable of handling Q-in-Q traffic.

Configuration
The following prerequisite tasks must be completed before deploying the Flexible Inline Solution.
Prerequisites:

1. Configure the type as inline network for ports Na-g.

2. Configure the type as inline tool for ports T1as (SSL Intercept), T2as (Cisco IPS), T3as (FireEye
APT) and T4a.s (SSL Intercept).

Refer to Configuring Ports in the Configuration Tasks section of this document for the detailed
steps.

To deploy Flexible Inline Solution:
1. Create protected inline network link using ports Na.

NoTe: Physical Bypass should be enabled for the inline network links until the flow maps are
configured to ensure that the network traffic is not affected.

2. Create inline tools links corresponding to T1as (SSL Intercept), T2az (Cisco IPS), T3as (FireEye
APT) and T4a.s (SSL Intercept) inline tool port pairs.

Note: Shared mode must be set to True, and Regular heartbeat should be enabled for
dynamically detecting inline tool failures and triggering the failover action.

Flexible Inline Arrangements 15
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Create a flexible inline by rule map to guide network traffic from direction A-to-B via T1as (SSL
Intercept), T2as (Cisco IPS), T34z (FireEye APT) and T4as (SSL Intercept), and that from
direction B-to-A to traverse T4as (SSL Intercept), T2as (Cisco IPS), T3ae (FireEye APT) and T1a-
8 (SSL Intercept) as illustrated by the traffic flows.

Create a flexible inline collector map to filter in all other traffic and to send them from direction A-
to-B (and B-to-A) to the FireEye APT.

Flexible Inline Arrangements Workflow in GigaVUE-FM provides intuitive drag and drop option for
deploying the Flexible Inline Solution.

To launch the workflow:

1.
2.

Select the device from FM Navigation Pane > Physical Nodes.

Select device Navigation Pane >Workflows > Flexible Inline Arrangements. Refer to Using
Flexible Inline Flow Configuration Workflow in the Configuration Tasks section for the detailed
steps.

After configuring the flow maps, the inline network should have Physical Bypass disabled and its
Traffic Path must be set to to-inline-tool for allowing the traffic to flow through the Gigamon device.
Refer to Updating Inline Network Settings in the Configuration Tasks section of this document for
the detailed steps.

Gigamon device’s CLI configuration:

&

flexinline-useCase03- pOWNLOAD from

config.txt PDF Attachments

Monitoring

Monitor the following to verify the Flexible Inline Solution

1
2
3.
4
5

Ports’ health and statistics
Inline network health
Inline tool health

Inline tool group health

Map health and statistics

Refer to Verification Tasks section of this guide for the detailed steps.
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Configuration Tasks

This section provides steps for the following tasks
= Configuring Ports
= Using Flexible Inline Flow Configuration Workflow
= Using Inline SSL Configuration Workflow
= Using Inline SSL Map Workflow
= Updating Inline Network Settings

Configuring Ports

a. Go to device Navigation Pane > Traffic > Ports.
b. Select port(s) that must be configured as type inline network.

c. Click Edit from the Ports menu.

@ GigaVUEFM  nes Q C 4 H ©

Ports Port Groups Tunnel Ports Port Pairs Tool Mirrors Stack Links

All Pores Ports Discovery Fabric Statistics

Edit Filter Quick Port Editor

Selected: 2o0f 5 | Filtered By : Box ID, Port ID | Clear Filter ¥ Cohmns

Port Id Alias Status Type Speed Admin Link St... Transc... SFPP.. AvgUti... PortFilt... Discov...

W 17481 INET-A @ Por.. Disabled -- sfp+sr -1.69 0/0 -_— Off

W 1/4/x2 INET-B @ Por.. Disabled -- sfp+sr -2.10 0/0 -_— Off
1/4/x5 IMPERV... @ Por... Disabled -- sfp sx -6.27 0/0 -_— Off
1/4/x6 IMPERV... @ Por... Disabled -- sfp sx -6.25 0/0 -_— Off
1/4/x16 @ Por... Disabled -- sfp sx -5.81 0/0 - Off

Figure 7 Configure Ports

d. Provide details as illustrated below and click OK.
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@ GigaVUE-FM Q C 4 H (2]
Ports - 1/4/x1,1/4/x2

Comment:

Port Role:

W Parameters

Admin ¥ Enable

Type Inline Netwark v
Speed
Duplex Full Half
Auto Negotiation Enable

EgressVianTag @ None Strip

Feorce Link Up Enable

W Ports Discovery

Network Discovery @ Enable
Discovery Protocols All LLDP cDp

Gigamon Discovery @ Enable

Figure 8  Port Paramters

e. Click Floppy-Disk icon in the top Right-hand corner to save the device configuration to the
nonvolatile memory.

NoTE: Similar steps as described above should be followed for configuring ports with type inline tool,
tool or hybrid.

Using Flexible Inline Flow Configuration Workflow
To launch the workflow:
1. Select the device from FM Navigation Pane > Physical Nodes.

2. Select device Navigation Pane >Workflows > Flexible Inline Arrangements.
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@ GigaVUE-FM  Hes Q C & B @

Workflows

¥ Workflows In Progress

» No workflow has been selected

Out of Band Maps Inline Maps
* Map with Rules s Map with Rules
» Pass All Map * Pass All Map
* Collector Map * Collector Map
& Asymmetric Inline Map
Out of Band GigaSMART Maps (Basic) Flexible Inline Arrangements [NEW]

¢ Flexible Inline Flow Configuration

Out of Band GigaSMART Maps Inline GigaSMART Operations
(Advanced)

s |nline SSL Configuration
* Inline SSL Map

Figure 9 Workflows

3. Configure new inline network

a. Drag and drop new inline network on to the canvas.

b. Click on the inline network icon to view and update its properties as illustrated below and click
OK.

@) GigaVUE-FM Q C 4 H (=)

Flexible Inline Canvas Properties OK | Cancel

el (] it | = ¥ Autofi| .
NEW @ Delete || + Zoom In | O Zoom Fit Zoom Qut || & Clear Canvas Configuration

% Workflows Inline tool order ® Reverse & Same

Flex Map
0OB Copy i
Inline Network IN_1525300130 s
Inline Taol ] flex-inline
Inline Tool -
Comment
INLINE PORTS —emme
~ Inline Negwark
Port Editor
Port A
1/4/x1 (INET-A) -
Colactor, 1525300134
COLLECTOR MR Port B
1/4/x2 (INET-B) -

Traffic Path
Bypass -

Link Failure Propagation
td

Figure 10 Flexible Inline Canvas
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4. Configure new inline tool

a. Drag and drop new inline tool on to the canvas.
b. Click on the inline tool icon to view and update its properties as illustrated below and click OK.

c. Repeat the above steps for configuring additional inline tools.

@ Gigavue M ke Q C 4 B @

Flexible Inline Canvas Properties OK | Cancel

NEW @i Delete || +Zoom In | OZoom Fit | =Zoom Out | & Clear Canvas | Autofill Alias

I Workflows Flax Map Inline tool order () Reverse ® Same FireEye-APT-01
QOB Copy

Inline Network flex-inline
Inline Toal [ |
Inline Tool -

Comment

Port Editor
11525305286

INLINE PORTS

¥ Inline Network

PortA

1/4/x9 -

Port B

Collector_1525305276 0
1410 e

COLLECTOR WP

Enabled
[T 1525305288 Failover action
B
ToolByPass -
Recovery Mode

automatic hd

+ Inline toel sharing mede
T ¥l Enable

(Additional tags on the tool
side)

Flex Traffic Path

To Inline Teol x | ¥

Regular Heartbeat

D ¥l Enable

Figure 11 New Line Tool Group

5. Configure new inline tool group

a. Drag and drop new inline tool group on to the canvas.

Click on the inline tool group icon to view and update its properties as illustrated below and click
OK.

c. Repeat the above steps for configuring additional inline tool groups.
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@ GigaVUE-FM 13 Q C 4 H ()

Flexible Inline Canvas

Properties OK | Cancel
- e ¢ Autofill
NEW @ Delete || % Zoom In | O Zoom Fit Zoom Out || & Clear Canvas utonill § Configuration
. se ®
1~ Workflows Flex Map Inline tool order © Reverse @ Same
0O0B Copy )
Inline Network flex-inline Alias
Inline Tool B ITG-APT
Inline Tool Group
Comment
INLINE PORTS. Comment
- Inline Natworl
Inline Tools
FireEye-APT FireEye-APT

Collector 1525305276

_@ Inline Spare Tool
Qlnline Tool Group

Enabled ¥

Release
Spare if
Possible

Failover Action
17615253059
ToolByPass -

e To0L Gre

Failover Mode

Spread -
T

Minimum Healthy Group Size
1 -

Hash
advanced -

Flex Traffic Path

N To Inline Tool x |*

Figure 12  Line Tool — Rule Map

6. Configure new flexible inline by rule map

a. Drag and drop new inline map on to the canvas.

@) GigaVUE-FV! 3 Q C & B (2)
Flexible Inline Canvas

NEW B Delete || +Zoom In | O Zoom Fit | = Zoom Qut || & Clear Canvas |# Autofill other direction
r e ®
' Workflows Flex Map Inline tool order © Reverse ® Same
00B Copy =
Inline Network flex-inline
Inline Tool [ ]

T
Inline Tool Group .

Map_1525306758

w Inline Network

Q
flex-inline
[e]

default_inline_net_1_4

Collector_ 1525305278

COLLECTOR ep

~ Inline Tool Group

Map_1525306758
QO ITG-APT

e

Collector_1525305276

COLLECTOR Wa#

Figure 13: Line Tool Group

b. Drag and drop inline tool and/or inline tool group created in the previous steps on to the canvas as
illustrated below to define the traffic path from A-to-B.
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c. Select autdfill other direction (i.e. B-to-A) as Same.

NoTE: Autofill other direction can be set to reverse or it can be disabled to define another
sequence of inline tools.

@ GigaVUE-FM  He3(risere Q C 4 H# @
Flexible Inline Canvas

f Overvie NEW B Delete | #Zoom In | O Zoom Fit | =Zoom Out || & Clear Canvas | Autofill other direction
i r werse ® Sz
5 Workflows Flex Man Inline tool order © Reverse ® Same
& Topolog 0OB Copy
Inline Netwark flex-inline
Inline Tool Fx Tx

Inline Tool Group
IMap_ 1525305758 ITG-APT ITG-WAF

INLINE PORTS 4-11#—-1-«1”#—4 i P—.

o
flex-inline
(e}

Collector_1535305276

COLLECTOR Wap

= Inline Tool Group
ITG-WAF ITG-APT Map_1525306738
QITG-APT

NUNETOOL MUNE TODL GROUP we

Collector_1525305276

COLLECTOR MA®

Figure 14: Map Rules

d. Define map rules for filtering in the intended traffic by clicking on the map icon and update its
properties as illustrated below and click OK.

NOTE: Packet attributes such as Protocol and Port Destination can be grouped together by
selecting them from the same rule’s drop-down menu. More than one rule can be defined by
clicking the Add a Rule option.

e. Above steps can be repeated to create more than one flexible inline by rule map.

f. By default, a flexible inline collector map is created for each inline network. It can be edited by
clicking on the icon as described in the previous steps.
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B B e
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Figure 15: Inline

Canvas Properties

g. [optional] Drag and drop new OOB Copy on to the canvas. Click on the icon and update its
properties as illustrated below.

NoTE: Out-of-band traffic can carry the same VLAN tag as that of the inline network traffic or it can
be untagged. The VLAN tagging must be identical if the same port is used as the out-of-band
destination port for more than one source (i.e. inline network(s), inline tool(s) or inline tool
group(s)). The source port must be unique for each out-of-band copy in a flexible inline map.

@ GigaVUE-FM

& Workflows

Flexible Inline Canvas

NEW

Flex Map

QOB Copy

Inline Network
Inline Tool

Inline Tool Group

INLINE PORTS

~ Inline Nexwork

[e]
flex-inline
o]

~ Inline Tool Group

QITG-APT

@ Delete

flex-i
R

+Zoom In | OZoom Fit
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flexinMap-web-raffic

Q C 4 b Em e

OK

Cancel

Properties

= ¥ Autofill other direg
Zoom Qut || & Clear Canvas Configuration

ITG-APT ITG-WAF Destination Ports

MAP.

Hw,msmmnnnuvh—p‘ INLINE TOOL '

1/4ix13 -

flex-InMap-nonWeb-trafiic

VLAN Tag
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008 COPY
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b

INUNETOOL GROUF. 4
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INLINE TOOL INUINE TCOL 63

FiA|

™

Figure 16: Inline Canvas Properties — Destination Ports

h. [optional] Associate the OOB Copy to the inline tool(s) and/or inline tool group(s) as illustrated

below.
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@) GigaVUEFM  He3 Q C 4 B (2)
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NEW @ Delete || # Zoom In | OZoom Fit | = Zoom Out || & Clear Canvas | ¥ Autofill other direction | Inline tool order © Reverse ® Same
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Figure 17: Inline Canvas Deploy Page
7. Deploy the configuration.
8. Click Floppy-Disk icon in the top Right-hand corner to save the device configuration to the
nonvolatile memory.

Using Inline SSL Configuration Workflow

Inline SSL Configuration workflow walks through the mandatory prerequisite steps before configuring
the forwarding paths between inline network and inline tool for Inline SSL decryption.

To use the Inline SSL Configuration Workflow:
1. Configure the Keychain Password

NoTEe: Keychain Password must be configured to enable the Inline SSL Solution. Otherwise,
the Gigamon device will behave as a TCP Proxy.

a. Click Setup Keychain Password.

101158411

Inline SSL Configuration: Keychain Password

Keychain password is mandatary for Inline S5L. i
5 Workflows O Keychain Password

O Key Store
o O Signing CA
O Trust Store
QO Policy Profile

O Network Access

Figure 18 Inline SSL Configuration Workflow: Keychain Password

b. Setthe password and click Submit from the top menu.
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&) GigavUE-fv TBEE]

Inline SSL Keychain Password Setup

Keychain pessword fs mandatory for accessing (e Key Stare and sdding Private Keys. Please seupyour password O Keychain Password

Password  coeesiens °
O Key Store

Confirm Password e |
O Signing CA
O Trust Store

O Policy Profile

O Netwark Access

Figure 19 Inline SSL Configuration Workflow: Configuring Keychain Password

2. Update the Key Store

NoTe: The following steps illustrate uploading keypairs for configuring the Primary and the
Secondary Root CAs. However, the same steps can be followed for uploading a server’s keypair
for decrypting inbound SSL sessions.

a. Click Add Key Pair.

@) GigaVUE-FM 101158411

Inline SSL Configuration: Key Store

Inline SSL requires both private key and certificate. Select or add a new Key Pair

® Keychain Password
|

ey Pa Action
o o QO Key Store
¥
O Signing CA

QO Trust Store
O Policy Profile

O Network Access

Figure 20 Inline SSL Configuration Workflow: Key Store

b. Provide relevant details as illustrated below.

c. Click OK from the top menu to install the key pair.

Key Pair
Key Pair Alios*  mium peirmary @ Keychain Password
|
@ PEM O PKCSIZ
e i O Key Store
& Privace Copy and Paste ® (nstall oM URL () Installfrom L
i O signing CA
(-]
© Trust Store
© Policy Profile
O Network Access
(]

Nota: Privata Key and Carcificata ara hoth required for Inlina SSL

»

Figure 21 Inline SSL Configuration Workflow: Updating the Key Store
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3. Configure the Signing CA

NoTEe: Skip this step if the Inline SSL Solution were to be deployed for decrypting inbound
SSL sessions. Starting from GigaVUE-OS 5.2.00.3, Primary Root CA configuration is not
enforced for decrypting inbound SSL sessions.

a. Click Configure Signing CA.

&) GigaVUE-FM 0115941

Inline SSL Configuration: Signing CA

Configuration of Signing CA s mandatory for Iniine SsL

1 Workfiows ® Keychain Password
|
O Key Store
Igning CA feter |
erscotons @ siing ca
O Trust 5tore
O Policy Profile

O Network Access

Figure 22 Inline SSL Configuration Workflow: Signing CA

b. Select key pairs for Primary Root CA and Secondary Root CA.

c. Click OK from the top menu to configure the mapping.

Signing CA

+ Primary Root CA © Keychain Password
ey Pair Alias | TIT_primary - Q© Key Store
econdary Root &4 il
w Secondary Reat & & Signing CA
Key Peir Alias | mitm_saczndary -
© TrustStore
© Folicy Prafile

O Network Access
Figure 23 Inline SSL Configuration Workflow: Configuring Signing CA

4. Update the Trust Store:

NoTe: Skip the test if the default Trust Store has the required certificates. If the Trust Store does not
have a root CA certificate, follow the following steps to update the Trust Store.

a. Download the Trust Store from the device Navigation Pane > GigaSMART > Inline SSL > Trust
Store > Actions.

b. Append the missing certificate in the file.

c. Click Replace Trust Store and update the Trust Store.
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Trust Store

® Keychain Password

Install from URL & stall from Locs! Dvectory
File Name Browse.. | custom_trusi_store bt -
© Key Store
* Note: Truse store (s already configured. Adding new trust store will replace the
sxisring ane @ Signing CA
@ Trust Store

O Policy Profile

O Network Access

Figure 24 Inline SSL Configuration Workflow: Updating the Trust Store

5. Configure the Inline SSL profile

a. Click Create.

Inline SSL Configuration: Policy Profile

Select or create an Infine S5L Profile
pep— © Keychain Password
|
Folicy Profile Action
y O Key Store
None found Create
@ Signing CA
|
@ TrustStore

|
O Policy Profile

O Network Access
Figure 25  InlineSSL Configuration Workflow: Policy Profile

b. Select the Policy Configuration and the Security Exceptions as illustrated below.

@ GigaVUE-FM

Inline SSL Profile: inline_SSL_sample_config

) @ Keychain Passworc
¥ Policy Configuration i
< . O Key Store
URL cache miss action / Decrypt @ NoDecrypt O Defer
|
Default Action Decrypt ® No Decrypt @ Signing CA
Decrypt Tool bypass [ @ !
@ Trust Stare

Mo Decrypt Tool bypass B @ i
Non-S5L TCP Traffic Tool bypass ([ @ O Policy Profile

High availability
O Network Access

Start TLS Port
L]

~ Security Exceptions

Self signed certificate ® Decrypt O Drop
Unknown CA certificate ® Decrypt © Drop
Invalid certificate ) Decrypt ® Drop
Expired certificate ' Decrypt @ Drop
Revocation CRL
Ravocation OCSP ¥

Fail ® Soft O Hard >

Figure 26 InlineSSL Configuration Workflow: Configuring Policy configuration & Security Exceptions in the Policy Profile

c. Upload Whitelist and/or Blacklist as illustrated below

NoTE: Skip this step if it is not applicable.
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Q Cc 4§ HEme

Allas®  inline_SsL_sample_config © Keychain Password
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|

> Security Exceptions ® Signing C2
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@ Trust Store
whitelist @ |

O Palicy Profile

install from LIAL

e @ O Network Access

Pach® 5

Password e
Blacklist ¥
nstall from URL Install from L
path® s vinine ss_solunons bizckistos @
22 Sp HUsEMame 121 0.0 1 pathvfikname
Passviord

% Policy Rules
»

Figure 27 InlineSSL Configuration Workflow: Configuring Whitelist/Blacklist in the Policy Profile

f.  Configure Policy Rules

e Click Add aRule.

e Enable Decrypt option for the rule.

e Select Category from the drop-down menu.
e Select the bot_nets category.

¢ Repeat the above steps for adding the other categories as illustrated below.

NOTE: Rules can be defined based on other criteria as listed under the rule’s drop-down menu.

101159411

Inline SSL Profile: inline_SSL_sample_config

¥ Policy Rules

had a Rule © Keychain Password
|
X Rule 1 ~| ® Decrypr @ No Decrypx O Key Stare
|
Category x &
*Rule 2 - | ® Decrypr © No Dearypt © Trust Store
|
Cacagory x O Policy Profile
Value| confirmes
O Network Access
X Rule 3 = | ® Decrypt © No Decrypt
Cat x
% Ruled ~| ®IDecrypr @ No Decrypt
Category x
XRule 5 ~ | ® Decrypr © No Decryot
Category x
Value| maiware.sies
% Rule 6 | ® Decrypt © NoDecrypt
Category x
ue | phising and_other_frauds »

Figure 28 InlineSSL Configuration Workflow: Configuring Policy Rules in the Policy Profile

g. Configure Server Key Map
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NoTE: Skip this step if inline SSL Solution were to be deployed for decrypting outbound sessions.
o Click Add Server Key Map.
o Enter the IP address or domain name of the server.

o Select the key pair.

h. Click OK from the top menu to configure the inline SSL profile.

@ Keychain Password
© Key Store

HITP 443 B0

@ Signing CA

(4) Detaule Out port L]

Detault Dut Port

© Trust Store
@ Policy Profile

O Metwerk Access
W TCP Timeout

TCP Inaceive Timeaut {minutes)
w Server Key Map
Acd Server Key Map | Delete All

Server*
Key Pair Allas *

»
Figure 29  InlineSSL Configuration Workflow: Configuring Key Map in the Policy Profile
6. Configure Network Access:

i. GigaSMART® module must have connectivity to the Internet for URL categorization and
Certificate Revocation checks.

NoTE: Skip this step if the InlineSSL Solution were to be deployed for decrypting inbound
SSL sessions.

j-  Click Configure Network Access.

Inline SSL Configuration: Network Access

Eath GigaSMART card requires IP address configuration for network access

1 Workflows © Keychain Password
Action
O Key Store
‘
@ Signing CA
© Trust Store
® Policy Profile

© Network Access

Figure 30 InlineSSL Configuration Workflow: Network Access step

k. Enable DHCP or manually configure the IP address.

i. Click OK from the top menu; exit the workflow.

Flexible Inline Arrangements 29



Deployment Guide: Flexible InLine Arrangements — GigaVUE-0S 5.3

@) GigaVUEFM 101530

Inline SSL Network Access

Each GigasWART card requires 1P address configuracion for network access. @ Keychain Password

Network Access Configuration ® DHEP () 19 Address

O Key Stare
GigasMarT 115 [ DHEP Enaoledt |
Signing CA

GigaSMART 172 | DHCP Enabled
@ Trust Store
Policy Profile

Network Access

Figure 31 InlineSSL Configuration Workflow: Configuring Network Access

ii. Open the Quick View window for the GigaSMART engine interface from the device
Navigation Pane > Ports. Verify that the IP address is assigned to the GigaSMART engine
interface. Ping the default GW to make sure that the connectivity exists.

&) GigavuE-iv

Port: 1/5/e1

uuuuuuu
Hardware Address 001330180017
1P Address 10.1
Netmask 255255 0480

Gaceway

DNSIP 1010120

~ Ping Test
1P Address /Host 10115651 Ping | clear
Name

Ping Results

TG 16.115.58.1 (18 ) From 111 S6(84) bytes of cata

Soeirg 3 2otz | |

Figure 32 GigaSMART engine interface Quick View window

NoTEe: Click Floppy-Disk icon in the top Right-hand corner to save the device configuration to the
nonvolatile memory.

Using Inline SSL Map Workflow

InlineSSL Map workflow guides user in configuring flow maps for setting up the forwarding paths.
Before proceeding, please review the traffic flow in the absence of the Gigamon device, identify the
packet attributes for filtering-in the intended traffic for decryption and identify the traffic path for the un-
intended traffic.

Depending on the required traffic flows, user can select one of the pre-defined traffic flows in the
InlineSSL Map workflow. For illustration purposes, Flow B is selected to send HTTP traffic to inline
tools, to send the intended traffic to the GigaSMART engine and to send the rest of the traffic along
the bypass path.
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FLOW B

INA

4 ITA

> GigaSMART|

ITE
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Priority
1| Direct Map —> Tool
2
3| Collector Map — Bypass

Figure 33 InlineSSL Map Workflow: Flow B
To use the InlineSSL Map Workflow:
6. Configure Inline Networks:

a. Click Create Inline Network.

Inline SSL Map: Inline Network(s)

Sedect an Inline Network o Inline Netwark Group O Inline Netwark(s)
oo O Inline Tool(s)
:
O G5 Group
O Virtual Port

© GS Operation

Figure 34  InlineSSL Map Workflow: Inline Network

b. Provide details as illustrated below and Click OK.
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B GigavUErM e iness, Q C 4 H [?)

Inline Network inline-nw oK

Cancel

Inline Network Info O Inline Network(s)
Alias  inline-nw Q Inline Tool(s)
Comment
O GS Group
Ports
Q Virtual Port
Port Editor
O GS Operation
Port A 11Ix7
PortB 11/x8 - Q Inline Rule Based Map
Configuration O Inline First Level Map
Traffic Path | Bypass - O Inline Second Level Map
Link Failure Propagation ¥ O Collector Map (bypass)

pod

Figure 35 InlineSSL Map Workflow: Creating inline network

7. Configure Inline Tool

a. Click Create Inline Tool.

Infine 551 Map: Inline Tool(s)

rkilows Setect an idine Tool o Irime Tool Group of Inline Tool Serial, © Inline Networkis)
N Action QO Inline Tool(s)
QO G5 Group
O Virwal Port

O G5 Cperation

Figure 36 InlineSSL Map Workflow: Creating inline tool

b. Configure the inline tool as illustrated below.
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8. Configure the GigaSMART Group:

a. Click Create.

Figure 37

InlineSSL Map Workflow: Configuring inline tool

b. Provide details as illustrated below and click OK from the top menu.

Q Inline Tool{s)

O 65 Graup

O Virlual Port

O G5 Operaticn

© Inline Rule Based Map

© Inline First Level Map

O Inline Second Leval Map
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Pore List
w GIgaSMART Parameters
v Hasource Buffer
Enable Resource Packer Bufter
Enabls Resource CPU
£5F (Appiication Session Filtering)
~ Dodug
action
P 108
TEP Sequence
v
Timer (p5)

9. Configure Virtual Port:

a. Select Create.

b. Enter an alias name and click OK from the top menu.

O 6S Group

© Virtual Port

© G5 Operation

© Inline Rule Based Mag

O Inline First Level Map

O Infine Second Level Map

© Collector Map (bypass)

»

Figure 38 InlineSSL Map workflow: Creating new GigaSMART Group
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Virtual Ports
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GIGASMART Group e
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Note: Default fail avat action For vport is Virtual part bypass O Virtual Port
O GS Operation

O Inline Rule Based Map
© Inline First Level Map
O Inline Second Level Map

O Collector Map (bypass)
Figure 39 InlineSSL Map workflow: Creating new Virtual Port
10. Configure the GigaSMART operation

a. Click Create.

b. Enter an alias name, select the inline SSL profile and click OK from the top menu.

GigaSMART Operation (GSOP)

Wi outis e

GigasMART Groups

]
GIgaSMART Operarions -
1650P ®0
Infine SSL x
2

O GS Operation

Q Inline Rule Based Map
© Inline First Level Map
O Inline Second Level Map

O Collector Map (bypass)
Figure 40  InlineSSL Map workflow: Creating GigaSMART Operation

11. Configure the Inline Rule Based Map

a. Provide details as illustrated below and click OK.

Flexible Inline Arrangements 34



Deployment Guide: Flexible InLine Arrangements — GigaVUE-0S 5.3

D IR ©
ap dsms =TT ®
comments

(]
Tree
Sustype i v L
Traffic Py
(-]

 Map Source ard Desmanon
Inline Rule Based Map

(o] F Mag
sawrce
O I L A
Becnaton ¥
EIgasMART Dpacations (630 . . O Collector Map (bypass
v Map e
rpar
et
P Cammant
Presscal "
FoaDescnation
»

Figure 41  InlineSSL Map workflow: Creating Classic Inline Map

12. Configure the Inline First Level Map:

a. Provide details as illustrated below and click OK.
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Figure 42 InlineSSL Map workflow: Creating Inline First Level Map

13. Configure the Inline Second Level Map:

a. Enter an alias name and click OK.
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Figure 43 InlineSSL Map workflow: Creating Inline Second Level Map

14. Configure the Collector Map:

a. Enter an alias name and click OK.

b. Click To Maps after completing the workflow.
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Figure 44 InlineSSL Map workflow: Creating the Shared Collector Map

c. Review the maps created by the workflow.
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Figure 45 Verifying the Maps

Note: Click Floppy-Disk icon in the top Right-hand corner to save the device configuration to the
nonvolatile memory.

Updating Inline Network Settings

Use the following steps to allow traffic to flow through the Gigamon device. Before proceeding, make sure
that flow maps are properly configured.

To update the Inline Network Settings:

1. Go to Physical Nodes and select the device.

a
b.
C.
d.

e.

Select Inline Bypass > Inline Networks.
Select the intended inline network.

Click Edit from the Inline Networks menu.
Select Traffic Path as To Inline Tool.

Disable Physical Bypass and click OK from the top menu.

NoTe: When the Physical Bypass is disabled, the optical protection switch is opened and the
associated links are made up. Any traffic coming in on these fibers is subject to the traffic
forwarding rules imposed by the current configuration as well as the current state of the inline
tools. Depending on how fast the neighboring devices react to the Link Up event, there may
be a slight glitch in the traffic flow.
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Figure 46  Updating Inline Network

NoTe: Click Floppy-Disk icon in the top Right-hand corner to save the device configuration to the
nonvolatile memory.

Verification Tasks

Verifying Port Status
To verify port status:
1. Go to device Navigation Pane > Traffic > Ports > All Ports.

2. Filter in the ports under consideration.

3. Al ports should be Enabled and their Link Status must be Up.

Box 1D/Skot 1D
Setect a BowSlor D

Porc Alles

Filtersc By : Part Type | Total Filtered Pote: 11 | Clear filier
Fort 1 s Type Specd gm0 Link Status Transceer Type L .
L 1l 16 atled
o 15 ooy 048 Type
L LT 008, taol_por I
811 106 atied & S 048 pdrrin staus
® Al e b
8171 1 asled L4
Link Scocus
@1 [LF1 ) Dow
] 048 pand
L1l D /g
Transsivar Type
o ik ol
@703 Disabien 04¢
om isat

Figure 47 Viewing Ports status
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Verifying Inline Network Status
To verify Inline Network status:
1. Go to device Navigation Pane > Traffic > Inline Bypass > Inline Networks.

2. Inline network links should have Forwarding State as Normal, Physical Bypass as Disabled and
Traffic Path as To Inline Tool.

& GigavUE i

inine Networks

comment Lirk Propazation Physical Bypass

Figure 48 Viewing Inline Network status
3. Inline tool status:

a. Go to device Navigation Pane > Traffic > Inline Bypass > Inline Tools.
b. Select Inline Tools and verify that the inline tool has the following status:

e Inline Tool Status: Enabled

e Combined Heartbeat Status: Up

o Heartbeat Profile Health Status: Green
¢ Inline Tool Health Status: Green

NoOTE: Health Status depends on the member link status. If the Health Status is Red, the Tool
Tip displays the reason when the user scrolls the mouse over the legend.

Inline Tools

bl Cormment Opesational Sinte Irbe Tac Status Falonaes i on Combed Hear et Status Heestbeal Brofie Hegatine Hear beat Proke
mpsnaln wp enabld ool Bypess up & default

Health Status Toeal eems- 1 “Health Status

Figure 49 Viewing Inline Tool status

Verifying Map Status
To verify map status:
1. Go to device Navigation Pane > Traffic > Maps
2. Inthe Maps tab, verify that the Health Status of all the maps is Green.

NoTE: Health Status depends on the associated ports’ (from and to ports) link status. If the
Health Status is Red, the Tool Tip displays the reason when user scrolls the mouse over the
legend.
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Figure 50 Viewing Maps status

Verifying Port Statistics
To verify port statistics:
1. Go to device Navigation Pane > Traffic > Ports > Filter.

Filter in inline network, inline tool, tool and/or hybrid ports (if any), and verify that the ports are receiving traffic.
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Figure 51 Viewing Ports statistics

Verifying Map Statistics
To verify map statistics:

1. Verify stats reported under device Navigation Pane > Traffic > Maps > Maps > Statistics.

NOTE: Statistics are not reported for second level inline-SSL map since they have no rules
defined.
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Figure 52 Viewing Maps statistics

2. Click on a map to check its trending statistics.
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Figure 53 Viewing statistics for Classic Inline Map
Verifying GigaSMART Group Statistics

To verify GigaSMART group statistics:

3. Verify stats reported under device Navigation Pane > Traffic > GigaSMART > GigaSMART
Groups > Statistics.
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Figure 54 Viewing GigaSMART Group statistics

4. Click the GigaSMART Group Alias name to view the historical statistics.
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Figure 55 Viewing historical statistics of GigaSMART Group
Verifying GigaSMART Operation Statistics

To verify GigaSMART operations statistics:

5. Verify stats reported under Navigation Pane > Traffic > GigaSMART > GigaSMART Operations
(GSOP) > Statistics.

6. Click the GigaSMART Operation alias name to view the historical statistics.
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Figure 56 Viewing GigaSMART Operation statistics
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Figure 57 Viewing historical statistics of GigaSMART Group
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Verifying InlineSSL Session Statistics

To verify InlineSSL session statistics:

7. Verify stats reported device Navigation Pane > Traffic > GigaSMART > InlineSSL > Statistics.

Inline S5L Session Statistics

Figure 58
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Figure 59  Viewing InlineSSL session detail statistics

Flexible Inline Arrangements

43



	Deployment Guide:Flexible Inline Arrangements GigaVUE-OS 5.3
	Table of Contents
	Overview
	Flexible Inline Solution Highlights

	Deployment Checklist
	Pre-deployment checklist
	Deployment checklist
	Post-deployment checklist
	Unsupported

	Use Cases
	Selectively guiding and load balancing traffic flows to inline tools
	Selectively decrypting inline SSL traffic and guiding traffic to inline tools
	Deploying external inline SSL interception and guiding traffic to inline tools

	Configuration Tasks
	Configuring Ports
	Using Flexible Inline Flow Configuration Workflow
	Using Inline SSL Configuration Workflow
	Using Inline SSL Map Workflow
	Updating Inline Network Settings

	Verification Tasks
	Verifying Port Status
	Verifying Inline Network Status
	Verifying Map Status
	Verifying Port Statistics
	Verifying Map Statistics
	Verifying GigaSMART Group Statistics
	To verify GigaSMART group statistics:

	Verifying GigaSMART Operation Statistics
	To verify GigaSMART operations statistics:

	Verifying InlineSSL Session Statistics
	To verify InlineSSL session statistics:





H

## Port level configurations

H

port 1/4/x1 mode none

port 1/4/x1 type inline-net

port 1/4/x1 params admin enable
port 1/4/x2 mode none

port 1/4/x2 type inline-net

port 1/4/x2 params admin enable
port 1/4/x5 type inline-tool

port 1/4/x5 params admin enable
port 1/4/x6 type inline-tool

port 1/4/x6 params admin enable
port 1/4/x7 type inline-tool

port 1/4/x7 params admin enable
port 1/4/x8 type inline-tool

port 1/4/x8 params admin enable
port 1/4/x9 type inline-tool

port 1/4/x9 params admin enable
port 1/4/x10 type inline-tool

port 1/4/x10 params admin enable
port 1/4/x11 type inline-tool

port 1/4/x11 params admin enable
port 1/4/x12 type inline-tool

port 1/4/x12 params admin enable
port 1/4/x13 type tool

port 1/4/x13 params admin enable

H

## Gigastream hash configurations

H

gigastream advanced-hash slot 1/ccl default

Ht

## Inline-network configurations

Ht

inline-network alias flex-inline
pair net-a 1/4/x1 and net-b 1/4/x2
physical-bypass disable
traffic-path to-inline-tool
exit

H

## Inline-tool configurations

H

inline-tool alias Imperva-WAF-01
pair tool-a 1/4/x5 and tool-b 1/4/x6
enable
heart-beat
shared true
exit

inline-tool alias Imperva-WAF-02
pair tool-a 1/4/x7 and tool-b 1/4/x8





enable
heart-beat
shared true
exit
inline-tool alias FireEye-APT-01
pair tool-a 1/4/x9 and tool-b 1/4/x10
enable
heart-beat
shared true
exit
inline-tool alias FireEye-APT-02
pair tool-a 1/4/x11 and tool-b 1/4/x12
enable
heart-beat
shared true
exit

i

## Inline-tool-group configurations

#

inline-tool-group alias ITG-APT
tool-list FireEye-APT-01,FireEye-APT-02
enable
exit

inline-tool-group alias ITG-WAF
tool-list Imperva-WAF-01,Imperva-WAF-02
enable
exit

Ht
## Traffic map connection configurations
Ht
map alias flex-InMap-web-traffic
type flexinline byRule
roles replace admin to owner_roles
rule add pass portdst 80 protocol tcp bidir
rule add pass portdst 443 protocol tcp bidir
oob-copy from ITG-APT to 1/4/x13 tag as-inline
from flex-inline
a-to-b ITG-APT,ITG-WAF
b-to-a same
tag 100
exit
map alias flex-InMap-nonWeb-traffic
type flexinline collector
roles replace admin to owner_roles
oob-copy from ITG-APT to 1/4/x13 tag as-inline
from flex-inline
a-to-b ITG-APT
b-to-a same
tag 300
exit
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## Software version on which this output was taken: GigaVUE-OS 5.3.00 84054 2018-03-14 16:37:06
## Port level configurations
Tagless inline ssl ports

port 1/4/x1 params admin enable
port 1/4/x2 type inline-net
port 1/4/x2 params admin enable
port 1/4/x3 type inline-tool
port 1/4/x3 params admin enable
port 1/4/x4 type inline-tool
port 1/4/x4 params admin enable

Flexible inline ports

port 1/4/x5 type inline-net

port 1/4/x5 params admin enable
port 1/4/x6 type inline-net

port 1/4/x6 params admin enable
port 1/4/x7 type inline-tool

port 1/4/x7 params admin enable
port 1/4/x8 type inline-tool

port 1/4/x8 params admin enable
port 1/3/x9 type inline-tool

port 1/3/x9 params admin enable
port 1/3/x10 type inline-tool

port 1/3/x10 params admin enable

## Apps SSL configuration

apps inline-ssl profile alias issl-profile
certificate expired decrypt
certificate invalid decrypt
certificate revocation crl disable
certificate revocation ocsp disable
certificate self-signed decrypt
certificate unknown-ca decrypt
decrypt tcp inactive-timeout 5
decrypt tcp portmap default-out-port disable
decrypt tcp portmap override-port disable
decrypt tool-bypass disable
default-action no-decrypt
ha active-standby disable
network-group multiple-entry disable
no-decrypt tool-bypass disable
non-ssl-tcp tool-bypass disable
rule add ipv4 dst 126.1.3.0 mask 255.255.255.0 decrypt
session debug disable
url-cache miss action no-decrypt





exit
apps inline-ssl signing rsa for primary key primary_mitm

## Inline-network configurations

inline-network alias flex-in
pair net-a 1/4/x1 and net-b 1/4/x2
physical-bypass disable
traffic-path to-inline-tool
exit

inline-network alias flex-in-decrypt
pair net-a 1/4/x5 and net-b 1/4/x6
physical-bypass disable
traffic-path to-inline-tool
exit

## Inline-tool configurations

inline-tool alias flex-it-fiberLoopbk
pair tool-a 1/4/x3 and tool-b 1/4/x4
enable
exit

inline-tool alias cisco-ips
pair tool-a 1/4/x7 and tool-b 1/4/x8
enable
shared true
exit

inline-tool alias fe-apt
pair tool-a 1/3/x9 and tool-b 1/3/x10
enable
shared true
exit

## Gs params configurations

gsparams gsgroup flex_issl
cpu utilization type total rising 80
dedup-action drop
dedup-ip-tclass include
dedup-ip-tos include
dedup-tcp-seq include
dedup-timer 50000
dedup-vlan ignore
eng-watchdog-timer 60
erspan3-timestamp format none





flow-mask disable
flow-sampling-rate 5
flow-sampling-timeout 1
flow-sampling-type device-ip
generic-session-timeout 5
gtp-control-sample enable

gtp-flow timeout 48

gtp-persistence disable
gtp-persistence file-age-timeout 30
gtp-persistence interval 10
gtp-persistence restart-age-time 30
ip-frag forward enable

ip-frag frag-timeout 10

ip-frag head-session-timeout 30

Ib failover disable

Ib failover-thres It-bw 80

Ib failover-thres It-pkt-rate 1000

Ib replicate-gtp-c disable

Ib use-link-spd-wt disable

resource buffer-asf disable

resource cpu overload-threshold 90
resource hsm-ssl buffer disable
resource hsm-ssl packet-buffer 1000
resource hsm-ssl session-count 1
sip-media timeout 30

sip-session timeout 30
sip-tcp-idle-timeout 20

ssl-decrypt decrypt-fail-action drop
ssl-decrypt enable

ssl-decrypt hsm-pkcs11 dynamic-object enable
ssl-decrypt hsm-pkcs11 load-sharing enable
ssl-decrypt hsm-timeout 1000
ssl-decrypt key-cache-timeout 10800
ssl-decrypt non-ssl-traffic drop
ssl-decrypt pending-session-timeout 60
ssl-decrypt session-timeout 300
ssl-decrypt tcp-syn-timeout 20
ssl-decrypt ticket-cache-timeout 10800
tunnel-arp-timeout 600
tunnel-health-check action pass
tunnel-health-check disable
tunnel-health-check dstport 54321
tunnel-health-check interval 600
tunnel-health-check protocol icmp
tunnel-health-check rcvport 54321
tunnel-health-check retries 5
tunnel-health-check roundtriptime 1
tunnel-health-check srcport 54321
tunnel-ndp-timeout 600

exit

## Gsop configurations
gsop alias gsop_flex_issl inline-ssl issl-profile port-list flex_issl





## Vport configurations
vport alias vp_flex_issl gsgroup flex_issl
vport alias vp_flex_issl failover-action vport-bypass

## Traffic map connection configurations

map alias direct-all-traffic-to-GS
roles replace admin to owner_roles
rule add pass macsrc 00:00:00:00:00:00 00:00:00:00:00:00 bidir
to vp_flex_issl
from flex-in
exit

map alias issl-decrypt
roles replace admin to owner_roles
use gsop gsop_flex_issl
to flex-it-fiberLoopbk
from vp_flex_issl
exit

map alias flex-issl
type flexinline byRule
roles replace admin to owner_roles
rule add pass ipsrc 126.1.3.0 255.255.255.0 protocol tcp bidir
from flex-in-decrypt
a-to-b cisco-ips, fe-apt
b-to-a same
exit

map alias flex-collect
type flexinline collector
roles replace admin to owner_roles
from flex-in-decrypt
a-to-b cisco-ips
b-to-a same
exit
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## Port level configurations

port 1/4/x1 type inline-net

port 1/4/x1 params admin enable
port 1/4/x2 type inline-net

port 1/4/x2 params admin enable
port 1/4/x3 type inline-tool

port 1/4/x3 params admin enable
port 1/4/x4 type inline-tool

port 1/4/x4 params admin enable
port 1/4/x5 type inline-tool

port 1/4/x5 params admin enable
port 1/4/x6 type inline-tool

port 1/4/x6 params admin enable
port 1/4/x7 type inline-net

port 1/4/x7 params admin enable
port 1/4/x8 type inline-net

port 1/4/x8 params admin enable
port 1/3/x9 type inline-tool

port 1/3/x9 params admin enable
port 1/3/x10 type inline-tool

port 1/3/x10 params admin enable
port 1/3/x11 type inline-tool

port 1/3/x11 params admin enable
port 1/3/x12 type inline-tool

port 1/3/x12 params admin enable

## Inline-network configurations
inline-network alias flex-in
pair net-a 1/4/x1 and net-b 1/4/x2
physical-bypass disable
traffic-path to-inline-tool
exit

## Inline-tool configurations
inline-tool alias ssl-intercept-T1
pair tool-a 1/4/x3 and tool-b 1/4/x4
enable
shared true
exit

inline-tool alias ssl-intercept-T2
pair tool-a 1/4/x5 and tool-b 1/4/x6
enable
shared true
exit

inline-tool alias cisco-ips
pair tool-a 1/3/x9 and tool-b 1/3/x10
enable
shared true
exit

inline-tool alias fe-apt





pair tool-a 1/3/x11 and tool-b 1/3/x12
enable

shared true

exit

## Traffic map connection configurations
map alias flex_issl
type flexinline byRule
roles replace admin to owner_roles
rule add pass protocol tcp bidir
from flex-in
a-to-b ssl-intercept-T1,cisco-ips,fe-apt,ssl-intercept-T2
b-to-a ssl-intercept-T2,cisco-ips,fe-apt,ssl-intercept-T1
tag 160
exit

map alias flex_other
type flexinline collector
roles replace admin to owner_roles
from flex-in
a-to-b fe-apt
b-to-a same
tag 170
exit
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