G

Gigamon’

Deployment Guide:
Inline SSL

GigaVUE-0S 5.4



COPYRIGHT

Copyright © 2018 Gigamon. All Rights Reserved. No part of this publication may be reproduced, transmitted,
transcribed, stored in a retrieval system, or translated into any language in any form or by any means without
Gigamon’s written permission.

TRADEMARK ATTRIBUTIONS

Copyright © 2018 Gigamon. All rights reserved. Gigamon and the Gigamon logo are trademarks of Gigamon in the
United States and/or other countries. Gigamon trademarks can be found at http://www.gigamon.com/legal-trademarks.
All other trademarks are the trademarks of their respective owners

DOCUMENT REVISION - 9/5/2018


http://www.gigamon.com/legal-trademarks
http://www.gigamon.com/legal-trademarks
http://www.gigamon.com/legal-trademarks

Inline SSL Deployment Guide for GigaVUE-0S 5.4

Contents

DEPLOYMENT CHECKLIST ...ccuuuiiiiiiiiiiiuniiiiiiiieiiiennsiiiiisieesmasssiiiiesieesmsssssiissieesmsssssiissstesssssssssssssssssnsssssns 5
INTRODUCTION......cuiiiiiiiiiinnniiiiiiiiiiientseiiiisieeimaasssiiiesieetmasssssiissttesmmssssiisstteessssssiisssteesnssssssssssssssnssssssns 8
FLOWCHART FOR DEPLOYING THE INLINE SSL SOLUTION ........ccooiiiimmmmnnnniiiiiiennmnnnnsiiinnneeimmanseeennee. 12
USE CASES.....iiiiiieuiiiiiiiiiiieniiiiiinieiiiaesseiietieetmassssiiesieesmsssssiisstteemssssssiiestteenssssssssssssessnssssssssssssssnnssses 14
ENABLING HTTPS INSPECTION FOR INTERNAL APPLICATIONS ... uuuuuuuuuuuuuuuunuunnnnnennnnsnnnsssnssssssssssssssssssssesesesesererenen 15
ENABLING COMPLIANCE REQUIREMENTS ENFORCEMENT FOR DECRYPTED HTTPS TRAFFIC....uuuuieee 20
ENABLING HTTPS INSPECTION FOR INTERNET TRAFFIC WITH AN EXPLICT PROXY ...uuuuiiiiiiiiiiiiiiieeeeeeeeees 24
ENABLING HTTPS INSPECTION IN A HIGH-DENSITY DATA CENTER ....uuuuuuuuuuuuuunnunnnnnnnnnnnnnnnsesesnsesensesesssssenenenenenenen 29
ENABLING COMPLEX INLINE TOOL ARRANGEMENTS TO INSPECT INBOUND HTTPS TRAFFIC ...uuuee 42
ENABLING OUT-OF-BAND TOOLS TO INSPECT ALL INBOUND HTTPS TRAFFIC... .. 44
ENABLING INLINE TOOLS TO INSPECT BOTH INBOUND AND OUTBOUND HTTPS TRAFFIC ....ueiiiiiieeeeeeiieeeeee e 46
CONFIGURATION TASKS .cccuuuiiiiiiitiinnneiiiiiiiiieeneiiiiiiiieesseiiiiiitiisssessiiiitittessssssitttmessssssiisssteessssssss 48
USING THE INLINE SSL CONFIGURATION WORKFLOW .....uuuuiittteeeeeieiintteeeeesesineseeeeessesanneseneeesssannnreseeessesannnnnee 48
USING THE INLINE SSL IMAP WORKFLOW .....uuieitieteeeeeeeitrteeeeeesesunretteeeeeseaunseeeeaeesesannssneeeeeesesannnsneeeaesssannnsnnes 55
UPDATING INLINE NETWORK SETTINGS ..eetiiiiuuutteteeeeeaiautreeeeeesaaaunreseeeesssaausseeeeeessesanssseeeesssasannnsneeesessssnnnsseees 61
DEPLOYING APF ..ttt ettt ettt e e e e e s bbbttt e e e s e s aaa bbb et ee e e s nsba et e e e e e sananbraeeeeeesesnnrenneeas 62
VERIFICATION TASKS.....iiiiitititmiiiiniitiiiniiiiiiiieiiismiiiiiiiieiimmssssiiitietmmsssssiestettmsssssissttetrssssssssssssesnes 67
VERIFYING PORT STATUS ¢ttt tiuiiittteeeeesiitrtteee e e s ettt te e e e s sames et e e e e e s e s anbe bt e eeeesaansbeteeeessesannsrbteeeessanannneneeeeesns 67
VERIFYING INLINE NETWORK STATUS ..eiiiiiiiittteeeeesiiiietteee s s sttt et e e s e semsseteeesssesmnranteeesssanmsneeeeesssesannneneeeesens 67
VERIFYING IMIAP STATUS .teiiiiiiittiee e e e ettt et e s e s ettt e e e e s semt et ee e e s e s snb e et e e e e e saansbeeeeeesse s nnrrateeeessanannneneeeeesns 68
VERIFYING PORT STATISTICS ..uuvuuuvutuuururuunrnruussnssesessssseseseseseseseseseseseseseeeseeeeeeeeeteteteteseremereterererereeeterereeeeeeeeaeeens 69
VERIFYING IVIAP STATISTICS ..uvutuvuvuuurutusnsssnssssssssesesssesaseseseseseseseseseseseaesseseeeetetesesesesererereterererereeeseeeeeeeeeeseaeeens 69
VERIFYING GIGASMART GROUP STATISTICS ...uuuuuuuuuuuuurunurususnsssnssssesssssssesssesesssssssssssesseeseesemeeemememeetemmmmmmmmmemmmen 70
VERIFYING GIGASMART OPERATION STATISTICS ...uuuuuuuuuuusunununusunnsnsnsnsssnsssssssssssssssssssssssssssesssesemeremmeemememmemememeee 71
VERIFYING INLINE SSL SESSION STATISTICS ...uuuuuuuuuuuuuuusunnsnsunnsnsnssssssssssssesssesesssssesssssesessssesesesesememeemeeemmmeeemeeerene 72
TROUBLESHOOTING GUIDE .......cotttuuiiitinuniiniinniienieniintinniieetimsietisasiietesssiestesssiestssssstsssssestesssssssssssssses 73
GENERIC TROUBLESHOOTING STEPS.....cetttttttttettettterertterettteteeeeeaeaaeeaaaeaeaaaaaaeaaeeaasaaaeeaeeeaaesesssesesesesesssssssasssasaasans 73
HOW TO ittt e st e e e e s s s b et s e e e s s s bbb e e e e e s s s e sanrraaeee s 73
[SSL IMIONITOR IMODE ... e s sse s ss s s e s e ss s e s e sesesessenenenennnenennn 76

Contents 4



Inline SSL Deployment Guide for GigaVUE-0S 5.4

Deployment Checklist

Deploying the Inline SSL Solution on a Gigamon device requires significant groundwork. This
section provides a pre-deployment, deployment, and post-deployment checklist to help you
plan and complete your deployment.

Use these checklists to make sure that the deployment is successful.

Pre-deployment checklist

a
a

Q

Review Inline SSL Decryption Guide GigaVUE-OS 5.4 to get familiar with the feature.

Review the GigaVUE-OS Release Notes v5.4 for known issues that may impact your
use case.

Review the bandwidth (aggregate and SSL), latency, connections per second, and
concurrent connection requirements for the applications you plan to decrypt.

Analyze traffic flow by capturing pcaps with the existing set-up to identify packet
attributes for filtering-in the intended traffic for inspection.

Prioritize and deploy the Inline SSL Solution in phases and give a monitoring period
of at least 48 hours between phases before proceeding with the next phase.

For GigaVUE-HC2 devices, upgrade the GigaVUE-OS to 5.3.01.01 or later and the
U-Boot to 2011.06.09 or later. For GigaVUE-HC3 devices, upgrade the GigaVUE-OS
to 5.3.01.01 or later.

Install the Inline-SSL license on the intended GigaSMART® module.

Install or upgrade GigaVUE-FM to version 5.4 or later with the required licenses.
Ensure that the GigaVUE-FM version matches with the GigaVUE-OS version.
(GigaVUE-FM has workflow-based configurations to ease inline SSL deployment.)

Verify that the Network Time Protocol (NTP) is configured so that the timestamps in
the controller card logs are syncronized with the local time zone.

Verify that email notifications are configured for, at least, the following events:

systemreset: System Reset

modulechange: Module Change

linkspeedstatuschange: Link Status or Speed Change

watchdogreset: Watchdog Reset

processcrash: A process in the system has crashed
processexit: A process in the system unexpectedly exited
livenessfailure: A process in the system was detected as hung
cpuutilhigh: CPU utilization has risen too high

cpuutilok: CPU utilization has fallen back to normal levels
memusagehigh: Memory usage has risen too high
memusageok: Memory usage has fallen back to acceptable levels
interfaceup: An interface's link state has changed to up
interfacedown: An interface's link state has changed to down
switchcputemp: Switch CPU temperature notification

cputemp: CPU temperature notification

caviumcputemp: Cavium CPU temperature notification

Backup the existing configuration so the configuration can be restored if necessary.

Deployment Checklist 5
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Deployment checklist

O Peered devices connected to side-A and side-B inline network ports must be
operating at the same speed. Check the end-to-end connectivity across inline
network links by redirecting the traffic along the bypass path (before redirecting the
traffic to the inline tool).

Q Inline tools must be configured in transparent mode to seamlessly work with the
Inline SSL Solution.

NOTE: Heartbeat must be enabled for inline tools to trigger failover actions. If an
inline tool is deployed in a non-transparent mode, the heartbeat messages would not
be received. Hence, the inline tool will be deemed as operationally down.

O Verify that inline tool(s) can accept Q-in-Q (double-tagged) traffic or disable the
Inline Tool Sharing Mode option while configuring an inline tool.

NoOTE: While creating inline tools using the Inline SSL Map workflow in GigaVUE-FM,
the Inline Tool Sharing Mode option is enabled by default. This allows the Inline SSL
solution to add a VLAN tag to decrypted HTTPS traffic that is forwarded to inline
tool(s), and then strip the VLAN tag when forwarding encrypted traffic to the inline
network. However, if the inline network traffic were to be VLAN-tagged, the decrypted
HTTPS traffic would carry dual VLAN tags.

O When a network port is shared among different maps, traffic is redirected based on
the order in which the maps are configured or prioritized. As a best practice,
configure maps with more specific rules, first, before configuring maps with less-
specific or generic rules.

O If your network has IP fragments, make sure your first-level inline SSL map has a
rule to filter-in TCP-protocol traffic. This will prevent IP fragments from getting lost.

NoOTE: If the first-level map rule filters-in traffic based on the destination port, instead
of protocol, then the GigaSMART engine will receive only the first fragment, because
subsequent IP fragments will not carry TCP port information. As a result, the inline
SSL decryption would not be able to decrypt all the fragments.

O Before directing traffic to the GigaSMART module, make sure that the inline network
and inline tool links do not report any link errors or discards.

O Plan to have a laptop connected to a tool port on the Gigamon device. If inline
network traffic must be analyzed, inline network out-of-band map can be configured
with the tool port as the destination.

O Application owners should execute sanity tests and measure application response
times before and after deploying the solution. (Gigamon devices allow you to monitor
inline-ssl statistics, but not the health of the applications.) The network operations
team should ensure that the overall health of the network is maintained during the
deployment.

Post-deployment checklist

O As a best practice, back-up of the configuration after the deployment for reference in
case any issues are encountered later.

O Monitor traffic for at least 48 hours before proceeding with the next deployment.

Deployment Checklist 6
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Unsupported

* Inline SSL maps do not honor ingress-vian-tag configurations on the member ports of an
inline network group.

» Inline SSL does not support traffic-paths on inline network(s) to be set to monitoring mode.

= Inline SSL is not supported with Gigamon Resiliency for Inline Protection (GRIP).

Deployment notes
= Private key and certificate formats supported: PEM and PKCS #12.
=  MitM Private key and certificate type supported: RSA.
= Private key must be installed before installing the certificate.

= Aserver's certificate file that is installed in a GigaVUE device must be a complete certificate
chain and should include all of its intermediate CA certificates along with related trusted store
certificates (Inter CA, Root CA).

Deployment Checklist 7
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Introduction

This deployment guide provides instructions for deploying Inline SSL on GigaVUE-OS 5.4
within an enterprise network. The use cases and configuration examples in this document

are for illustration purposes only.
The Enterprise Network illustration in Figure 1 shows two diagrams:

¢ the Physical Topology diagram shows a user segment, a server farm, an internal
firewall, an external proxy, an external firewall, and a gateway;

o the Logical Topology diagram shows the network’s internal and external traffic flows.

Enterprise customers may want to inspect SSL traffic destined to internally-hosted
applications and/or remote applications hosted on the Internet.

Physical Topology Logical Topology
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Figure 1 Enterprise Network

GigaSECURE® Security Delivery Platform’s patented Flow Map® Technology coupled with
its prevention capabilities, such as the Inline Bypass and Inline SSL solutions, offers a
scalable model for enterprises to seamlessly inspect traffic as illustrated in Figure 2 .
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Even though intercepting inbound and outbound SSL sessions are illustrated separately,
they can be achieved at the same time using a single GigaSMART® module. SSL traffic
traversing server segments and links connecting to external networks can be intercepted at
the same time using a single device if the associated links are connected via the Gigamon

device.

Deploying the Inline SSL solution in server segments will enable intercepting the inbound
SSL sessions and the East-West traffic. Deploying the solution in links connecting to external
networks will enable intercepting the outbound SSL sessions and the North-South traffic.
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Figure 2 GigaSECURE® Security Delivery Platform’s enterprise network deployment

Solution Requirements
e Deployment mode:
e Network traffic:

e  Security Tools:

Setup (for illustration)
e Gigamon Device:
e Bypass Combo Module:
o  GigaSMART® module:

Inbound or Outbound inline SSL decryption/encryption.
Untagged or single VLAN tagged.

Cisco Firepower IPS, FireEye APT, Imperva WAF and/or
Splunk.

1 x GigaVUE-HC2
2 x BPS-HC0-D25B4G
2 X SMT-HCO0-X16 module
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¢ GigaVUE-OS: Version 5.4 GA release
e GigaVUE-FM: Version 5.4 GA release

NoTE: GigaVUE-HC3 can be used instead of GigaVUE-HC2 depending on the performance
requirements.

The above solution can also be deployed hierarchically in a high-density datacenter as
illustrated in Figure 3 .

e The GigaVUE-HC1 devices in the Edge Layer enable aggregating the inline traffic.

e The GigaVUE-HC2 devices in the Core Layer enable Inline SSL inspection by
directing the decrypted traffic to security tools.

e The cross links between the edge and core node provide node-level and link-level
resiliency.

o The cross links between the core nodes and the WAFs provide resiliency to the inline
tool.

In this setup, traffic steering to the inline tools is set as follows:
= aportion of the decrypted traffic is inspected by Intrusion Prevention System (IPS),
= aportion of the decrypted traffic is inspected by Web Application Firewall (WAF), and
= the rest of the decrypted traffic is inspected by both IPS and WAF.

1 wan tinks
1

Core Node
Core Node

IF% WA F

Figure 3 Two-tier hierarchical deployment of GigaSECURE® Security Delivery Platform
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Solution Requirements

Deployment mode: Inbound or Outbound inline SSL decryption/encryption.

Network traffic: Untagged or single VLAN tagged.

Security Tools: Imperva WAF and Cisco Firepower IPS. (tools should support
Q-in-Q if the network traffic is tagged)

Decrypted traffic: Portion of traffic to WAF, portion to IPS and the rest to both.

Traffic load sharing: Redundant core nodes and to the security tools.

Redundancy: Dual edge and core devices for high availability.

Setup (for illustration)

e Edge devices: 2 x GigaVUE-HC1 / GigaVUE-HC2s
e Core devices: 2 x GigaVUE-HC2s
o GigaSMART® modules: 2 x SMT-HCO0-X16 module with inline-ssl license
e GigaVUE-OS: Version 5.4 GA release
e GigaVUE-FM: Version 5.4 GA release
Benefits

Provides scalable architecture.
Works seamlessly for untagged or single tagged network traffic.
Provides option to bypass traffic that does not require inspection.

Protects existing investments: Selectively feeds traffic and/or load balances traffic among
multiple tools.

Caters to increase in performance requirements: GigaSMART® modules can be grouped to
meet increase in performance requirements. Up to five GigaSMART® modules can be
installed in a GigaVUE-HC2 device.

Caters to security and compliance requirements: Encrypted/decrypted traffic can be directed
to another GigaSMART® module for generating metadata or selectively masking Personally
Identifiable Information (PIl). Refer to the latest GigaVUE-OS Users Guide for more
information.

Provides tool failover action.

Allows adding/removing inline tools with minimal downtime.

Refer to the latest Inline SSL Decryption Guide for GigaVUE-OS for more details about
GigaSECURE® Inline SSL Solution. Deploying the Inline SSL Solution also requires good
understanding about Gigamon'’s Inline Bypass Solutions. Refer to the latest GigaVUE-OS
CLI Users Guide for more details.

The following section describes deploying the above solutions.

Introduction
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Flowchart for deploying the Inline SSL Solution

Review i55L deployment checklist.

Enable Physical Bypass for all infine network links.

Setup Keychain Password

Inline Metwork?

Configure Inline Network Group
Standalone

Supports tagged
inline Tool's and Q-in-0
VLAN support

TaglessiS5L | No O-in-Q

Serial

Enable Shared Mode

s Paralle!
Inline Tool

Arrangement?

Configure Inline Tool Serial Configure Inline Tool Group

Standalone

iS5L
Deployme nt
Maode?

Inbound Outbound

Install Mith key pair

Figure 4 Flowchart for deploying the Inline SSL Solution—~Part 1
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Inbound Configure 1550 Cutbound
profile

Configure keymap with the server key pair Configure Signing CA using the MM key pair

Configure Infine S5L flow maps

(Mot required for Tagless i55L) Configure Classic Inline Map

[optional) Configure Shared Collector Map

{optional) Configure out-of-band Map

Disable Physical Bypass for all inline network links

Monitor iSSL

Figure 5 Flowchart for deploying the Inline SSL Solution—Part 2
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Use Cases

This section describes the following use cases:

Enabling HTTPS inspection for internal applications

Enabling to enforce compliance requirements for decrypted HTTPS traffic
Enabling HTTPS inspection for Internet traffic

Enabling HTTPS inspection in a high-density datacenter

Enabling complex inline tool arrangements to inspect inbound HTTPS Traffic
Enabling an out-of-band tool to inspect all inbound HTTPS traffic

Enabling an Inline tool to inspect both inbound and outbound HTTPS traffic

Use Cases
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Enabling HTTPS Inspection for Internal Applications

Gigamon’s Inline SSL Solution can be deployed to enable inspecting HTTPS traffic destined
to internally hosted applications as illustrated below. It requires installing the intended server
key pair (i.e. certificate and private key) in the Gigamon device.

Internet

GW SWQ

VLAN 51

VLAN 51
BxT FVL-- ouT SW
[T T 1

EXT Proxy

APT
Y
Trunk =
‘4 A
.“"‘“:' | —
I = _

GigaVUE-HC2

%, VLAN 100
Clien‘[s\
A

Figure 6 GigaSECURE® inbound Inline SSL Solution Deployment.

Requirements

= Traffic flow. decryption/encryption is stateful. Let us review the traffic flow to identify packet
attributes for filtering-in intended traffic using Flow Map®.

o Without Inline SSL Solution: As illustrated above, the clients’ traffic is sent on VLAN 100 to
the Internal Firewall, which is the default gateway, via the Gigamon device. The firewall
forwards traffic destined to internal servers on VLAN 201 to the Load Balancer, which in
turn sends the traffic to the servers on VLAN 200.

Use Cases 15
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o With Inline SSL Solution: The clients’ traffic loops back at the Internal Firewall. The same
traffic traverses through the Gigamon device twice, but with different VLANs, 100 and 200
respectively. Hence, for intercepting the internal traffic, the rule set in Flow Map® must be
configured with server IP, VLAN 200 and protocol TCP. If VLAN is not included in the
map rule, the Gigamon device would drop the TCP connection upon receiving the
duplicate traffic from the firewall. As a result, the interception would fail.

The traffic that does not require inspection could either be bypassed or sent to inline tools.
This use case will filter in HTTP traffic and send it to the inline tool, and send the rest of
the traffic along the bypass path.

NOTE: The rule set for filtering-in the intended traffic could include the destination port of a
server. If the port number is included inadvertently and the application traffic were to be
prone to IP fragmentation, the Gigamon device would not be able to decrypt all fragments
since the TCP port number is carried only in the first fragment.

Inline network requirements: Two protected inline network links are required. The uplink and
the down link are port channels. Hence, the inline network links must be grouped to
aggregate traffic. Until the flow maps are configured, Physical Bypass must be enabled on
the protected inline networks to make sure that the network traffic is not affected.

Inline tool requirements: The decrypted traffic must be inspected by an Advance Persistent
Threat (APT) system, FireEye NX 2500. Since the inline network links are grouped, the
Gigamon device will insert additional VLAN tag in the decrypted traffic that is sent to the inline
tool. Since the network traffic is tagged, the decrypted traffic will be dual tagged. Since the
inline tool can handle Q-in-Q traffic, Shared Mode will be enabled for the corresponding inline
tool in the Gigamon device.

NOTE: If an inline tool cannot handle Q-in-Q, Shared Mode must remain disabled for the
corresponding inline tool in the Gigamon device.

Applications’ requirements: Business and compliance requirements dictate which
applications must be inspected. It is recommended to identify the list of applications to be
inspected and deploy them in batches by interleaving monitoring periods (at least 48 hours)
between the batches. This use case will demonstrate decrypting traffic that is destined to
https://s2.example.com; rest of the HTTPS traffic will not be decrypted.

If the server certificate were to expire, the traffic is expected to continue to be inspected until
the certificate is renewed.

Key pair requirements: Deploying inbound Inline SSL Solution requires installing keypairs of
intended applications in the Gigamon device. As seen below, https://s2.example.com
certificate has Example Root CA as the root CA and has Example Sub CA as the
intermediate CA.

The Example Root CA certificate is not included in the Inline SSL Trust Store, so the Trust
Store must be updated.

While installing a server certificate in the Gigamon device, its intermediate CA certificates
must also be provided. Hence, the server certificate and the Example Sub CA certificates
must be copied in to a single file for installing in the Gigamon device. (Refer to the attached:
Example Sub CA Certificate.)

Use Cases
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a' Certificate Viewer: “s2.example.com” ' O x
General | Details

Certificate Hierarchy
gVExampIe Root CA
| *Example Sub CA

s2.example.com

Figure 7 s2.example.com cetrtificate chain

Example Sub CA Certificate

£

ex-server2.pem

@ DOWNLOAD from PDF Attachments

Configuration

The following prerequisite tasks must be completed before deploying the Inline SSL Solution
in the Gigamon device.

Prerequisites:

1.

2
3.
4

Unlock the Keychain Password.

Update the Trust Store with the Root CA certificate of the server.
Install the server key pair and its certificate chain in the Key Store.
Create the inline SSL policy profile

a. Since no other traffic except that destined to https://s2.example.com must be decrypted, the
default action should be retained as no-decrypt.

b. Policy rule must be configured to decrypt traffic destined to the IP address corresponding to
https://s2.example.com.

c. Keymap must be configured with the key pair alias name corresponding to
https://s2.example.com.

NOTE: The Gigamon device checks whether a server certificate matches by comparing
its fingerprint with that of the one configured in the keymap. Hence, even if there were to
be more than one application sharing the same certificate, only one keymap entry would
suffice.

Inline SSL Configuration workflow in GigaVUE-FM walks through each of the above tasks.
To launch the workflow, select the device from GigaVUE-FM Navigation Pane > Physical
Nodes. From the device navigation pane, select: Workflows > Inline GigaSMART
Operations.

Refer to Using Inline SSL Configuration Workflow in the Configuration Tasks section for the
detailed steps.

Use Cases
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To deploy the Inline SSL Solution:
1. Configure Inline Network Group

NOTE: Physical Bypass should be enabled for the inline network links until the flow maps
are configured to ensure that the network traffic is not affected.

2. Configure Inline Tool

Since the inspected traffic must be inspected by the APT, a corresponding inline tool link
must be created in the Gigamon device.

Configure GigaSMART Group
Configure Virtual Port
Configure Inline SSL GigaSMART Operation

o o &~ »w

Configure flow maps: Based on the earlier observations, below flow maps must be configured.

a. Classic Inline Map: To filter in HTTP traffic from the inline network group and send it to the inline
tool.

NoTE: Classic Inline Map must not be created if Shared mode is disabled (Tagless
mode) for inline tool(s). All TCP traffic can be forwarded to the GigaSMART module
instead and Policy Rules can be configured in the inline-SSL profile to selectively
decrypt the traffic.

b. Inline First Level Map: To filter in the TCP traffic on VLAN 200 from the inline network group that
is destined to the intended server IP address and send it to the virtual port for decryption.

c. Inline Second Level Map: To decrypt traffic received on the virtual port by using Inline SSL
GigaSMART operation (GSOP) and send the decrypted traffic to the inline tool.

d. Shared Collector Map: To filter in the rest of the traffic from the inline network group and send it
along the bypass path.

Flow B in Inline SSL Map workflow in GigaVUE-FM walks through each of the above steps.

To launch the workflow:
1. Select the device from the GigaVUE-FM Navigation Pane > Physical Nodes.

2. From the device navigation pane, select: Workflows > Inline GigaSMART Operations. Refer to
Using Inline SSL Map Workflow in the Configuration Tasks section for the detailed steps.

3. After configuring the flow maps, the Physical Bypass must be disabled for the inline networks to allow
the traffic to flow through the Gigamon device. The traffic-path of the inline networks must be set to to-
inline-tool. Refer to Updating Inline Network Settings in the Configuration Tasks section of this
document for the detailed steps.

Use Cases 18
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Monitoring

Monitor the following to verify inline SSL decryption/encryption:

1.

2
3
4.
5
6
7

Ports’ health and statistics

Inline network health

Inline tool health

Map health and statistics

Virtual port or GigaSMART operation (GSOP) statistics
Inline SSL session summary

Inline SSL session runtime statistics

Refer to Verification Tasks section of this guide for the detailed steps.

NoTE: If the Gigamon device were to fail in intercepting the TCP connections, configure the
inline passall map between the inline network group and the inline tool. Capture the packet at
the inline tool and analyze the traffic flow. Review the packet attributes to filter in the
intended traffic. Deploy the Inline SSL Solution again and verify. Alternatively, the out-of-
band inline network map can be configured. Please refer the Deployment Checklist section
for details.
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Enabling Compliance Requirements Enforcement for Decrypted

HTTPS Traffic

For compliance purposes, the decrypted HTTPS traffic that is monitored out-of-band may
have to be modified before feeding to an out-of-band tool. Figure 8 illustrates deploying
GigaSECURE® Inline SSL Solution along with out-of-band GigaSECURE® Adaptive Packet
Filtering (APF) Solution to mask Personally Identifiable Information (PIl) from decrypted SSL
traffic to meet such requirements. Decrypted traffic is directed to a Hybrid port. The APF
GigaSMART operation (GSOP) is applied on the traffic that is looped back before forwarding

to the out-of-band tool.

Internet

GW SW

VLAN 51

EXTRW _ VLANSL gy
= OUT EXT Proxy

Trunk —

Figure 8 Compliant GigaSECURE® inbound Inline SSL Solution and out-of-band APF Deployment

Requirements

Most of the requirements discussed for Enabling HTTPS inspection for internal applications
apply to this use case as well, except for the following ones.

= Inline tool requirements: The decrypted traffic must be inspected by the IPS (Cisco ASA)
followed by the APT (FireEye NX 2500). Since the inline network links are grouped, the
Gigamon device will insert additional VLAN tag in the decrypted traffic that is sent to the inline
tool. Since the network traffic is tagged, the decrypted traffic will be dual tagged. Since both
inline tools can handle Q-in-Q traffic, Shared mode will be enabled for the corresponding
inline tools in the Gigamon device.

NOTE: When the decrypted traffic is required to be inspected by more than one inline tool,
even if one of the inline tools does not support Q-in-Q, Shared Mode must remain disabled
for all inline tools in the Gigamon device.
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Masking requirement: Identify which Plls must be masked and how they are formatted. This
use case will demonstrate masking gender, age, email, credit card number and password in

https://s2.example.com/login.html.

Login X |+

<) C® for

example.com,

First Name: l:arry
Last Name:|potter
Gender:male
Age:2a =
E-mails harry potter@email.com

Credit card no.: 123456789012 =

Username: hpotter

Password:| cooldude
|__Submit |

Figure 9 s2.example.com/login.html

Figure 10 provides packet capture of the decrypted HTTPS POST request. Notice the

! Wireshark » Follow HTTP Stream (tep.stream eq 0 ‘wwreshark_EdfG63A3-911D-4EEA-AECE-34AF§F56764[)_20190329020934_305540

format in which the PlIs are presented as highlighted at the bottom.

POST {loginhew.php HTTP/L.1

Host: 52, example. com

User-fgent: hozilla/S. (¥11; Ubuntu; Linux x66 64; rv:59.2) decko/20108101 Firefe/58.0
fecept: text/html, application/dhitmlaml,application/uml;=0.9,**;0=0.8
Accept -Language: en-US,en;0=0.5

fecept -Encoding: gzip, deflate, br

Referer: https://s2. example, com/Login, himl

Content-Type: application/x-wuw-form-urlencoded

Content-Length: 148

ONT: 1

Connection: keep-alive

Ungrade-Insecure-Requests: 1

}(irstName:Harry&lastName:Potter&gender:ﬁala&age=24&anai1=harry.potter%wwanail.com&creditCard=123456789@12&u5erName:hpotter&password:cooldude TTR/1.1 200 Ok

Figure 10

Wireshark® capture of the HTTPS POST request

GigaSMART module: Inline SSL GigaSMART operation (GSOP) cannot be combined with
other GSOPs. Hence, another GigaSMART module must be used for configuring APF.

Optical transceiver. Only an optical port can be configured as a hybrid port. SFP+ transceiver

should be plugged in one of the ports for the purpose.

Configuration

Please refer the Inline SSL Solution configuration described for “Enabling HTTPS Inspection
for Internal Applications.”

Use the following steps to mask the Plls using APF pattern matching. Refer to Deploying
APF in the Configuration Tasks section of this for the detailed steps.
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To mask the Pll using APF pattern matching:

1.

Configure the port connected to the SIEM as a tool port.

2. Create a copy of the decrypted HTTPS traffic.
3. Configure the port that has optical transceiver as a hybrid port.
4. Configure inline second level map to direct the decrypted HTTPS traffic from the existing virtual port to

the hybrid port using the existing inline SSL GigaSMART operation (GSOP) .

5. Configure the APF GSOP.

a. Create a GigaSMART group with the other GigaSMART® module.

b. Create a virtual port for the GigaSMART group.

c. Create the APF GigaSMART Operation.

6. Configure flow maps for applying the APF GSOP.

a. First Level Map: To filter in TCP traffic received from the hybrid port and send it to the new virtual
port for masking.

b. Second Level Map: To apply APF GSOP on the traffic received from the new virtual port for
masking PllIs using the following GigaSMART APF RegEXx rules and send the matching traffic to
the SIEM.

gsrule add pass pmatch mask 0x2a RegEx " (?<=gender\\=) [\\x20-

\\x7e] {4}" 45..1518

gsrule add pass pmatch mask 0x2a RegEx " (?<=age\\=) [\\x20-\\x7e]{2}"
45..1518

gsrule add pass pmatch mask 0x2a RegEx " (?<=emaill\\=) [\\x20-

\\x7e] {22}" 45..1518

gsrule add pass pmatch mask 0x2a RegEx " (?<=creditCard\\=) [\\x20-
\\x7e] {12}" 45..1518

gsrule add pass pmatch mask 0x2a RegEx " (?<=password\\=) [\\x20-
\\x7e]{8}" 45..1518

c. Shared Collector Map: To filter in rest of the traffic received from the new virtual port and send it
to the SIEM.

After configuring the flow maps, the Physical Bypass must be disabled on the inline network

links to allow the traffic to flow through the Gigamon device. The traffic-path of the inline

network links must be set to to-inline-tool.

Refer to Updating Inline Network Settings in the Configuration Tasks section of this for the

detailed steps.
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Gigamon device’s CLI configuration:

issl-in-with-APF-maski
ng-cfg.txt

@ DOWNLOAD from PDF Attachments

Monitoring
Monitor the following to verify inline SSL decryption/encryption:

1. Ports’ health and statistics
Inline network health

Inline tool health

2

3

4. Map health and statistics
5. Virtual port or GigaSMART operation (GSOP) statistics
6. Inline SSL session summary

7. Inline SSL session runtime statistics

The APF masking can be verified using packet capture as illustrated below

) Frame 14: 655 bytes on wire (5240 bits), 655 bytes captured (5240 bits)
) Ethernet 11, Src: Cisco 38:72:c6 (00:d7:3:38:72:c6), Dst: Vmware_Ga:fa:47 (00:0c:29:0a:70:47)
) Internet Protocol Version 4, Src: 192.168.100.2, Dst: 192.168.209.246
 Transmission Control Protocol, Src Port: 45978, Dst Port: 30, Seq: 1, Ack: 1, Len: 601
' Hypertext Transfer Protocol
4 HTHL Form URL Encoded: application/x-wa-form-urlencoded

) Form item: “firstiame” = "Harry"

> Form item: "lasthame” = "Potter”

) Form item: "gender” = "

> Form item: "age” = "**"

> Form item: "Email” = MhEERbREREbERbREREEREREAN

> Form item: “creditand” = "eesseEsRes

) Form item: “userName” = “hpotter”

) Form item: "password” = "HHHERREET

Figure 11 Wireshark® capture of the HTTPS POST request after APF masking

Refer to the Verification Tasks section of this for the detailed steps.
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Enabling HTTPS Inspection for Internet Traffic with an Explict
Proxy

Gigamon Inline SSL Solution can be deployed to enable the inspection of HTTPS Internet
traffic. As illustrated below, an Explicit Proxy is deployed to access the Internet. SSL
sessions are set up differently when an explicit proxy exists. Clients initiate the TCP
connection with the explicit proxy, which in turn initiates a TCP connection to a remote site.
After the TCP connection is established, clients send HTTP-connect to the explicit proxy for
initiating the SSL session with the remote site. The Gigamon device requires the startTLS
option to be set for intercepting such sessions.

NoTE: Typically, clients send SSL Client Hello after establishing the TCP connection to a
server. In this scenario, clients send SSL Client Hello after initiating HTTP connect to the
explicit proxy. Hence, startTLS must be enabled on the Gigamon device to wait a little longer
for intercepting the SSL session. If startTLS is not enabled, the Gigamon device will deem
the connection as non-SSL soon after receiving the HTTP connect.

Internet

GW SWQ

GigaVUE-HC2

GigaVUE-HC2

Load Balancer

Figure 12 GigaSECURE® Inline SSL Solution with explicit proxy.
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Requirements

Traffic flow: Inline SSL decryption/encryption is stateful. Let us review the traffic flow to
identify packet attributes for filtering-in intended traffic using Flow Map®.

o Without Inline SSL Solution: As illustrated above, the clients’ traffic is sent on VLAN 100 to
the Internal Firewall, which is the default gateway, via the Gigamon device. The firewall
forwards traffic destined to remote servers via the Gigamon device to the Explicit Proxy,
which in turn sends the traffic to the External Firewall. The External Firewall does PAT
(Port Address Translation) and forwards traffic to the remote servers.

o With Inline SSL Solution: Internal Firewall sends L3 traffic to the Explicit Proxy. Hence, for
intercepting the outbound traffic, the rule set in Flow Map® must be configured with
protocol TCP.

The traffic that does not require inspection could either be bypassed or sent to inline tools.
This use case will demonstrate filtering-in HTTP traffic and send it to the inline tool, and
sending the rest of the traffic to the inline tool.

¢ Inline network requirements: Two protected inline network links are required. The uplink
and the down link are port channels. Hence, the inline network links must be grouped to
aggregate traffic. Until the flow maps are configured, Physical Bypass must be enabled
on the protected inline networks to make sure that the network traffic is not affected.

Inline tool requirements: The decrypted traffic must be inspected by an Advance Persistent
Threat (APT) system, FireEye NX 2500. Since the inline network links are grouped, the
Gigamon device will insert additional VLAN tag in the decrypted traffic that is sent to the inline
tool. Since the network traffic is tagged, the decrypted traffic will be dual tagged. Since the
inline tool can handle Q-in-Q traffic, Shared mode will be enabled for the corresponding inline
tool in the Gigamon device.

NOTE: If an inline tool cannot handle Q-in-Q, Shared Mode must remain disabled for the
corresponding inline tool in the Gigamon device.

URL category requirements: Business and compliance requirements dictate which URL
categories must be inspected. It is recommended to identify the list of categories to be
inspected and deploy them in batches by interleaving monitoring periods (at least 48 hours)
between the batches. This use case will demonstrate decrypting all Internet traffic except for
few selected URL categories such as Finance, Healthcare and Legal.

Signing CA requirements: In SSL proxy mode, the Gigamon device spoofs valid server
certificates by re-signing it with the Primary Signing CA. If any Security Exceptions are
allowed, even the invalid certificates will be re-signed by the Primary Signing CA until and
unless the Secondary Signing CA is configured. In this use case, Security Exceptions are
retained with the default values. Hence, only the Primary Signing CA is required.

The Primary Signing CA certificate must be installed in clients’ browser so that it can validate
the certificate without reporting any warning.

NoTE: If the Primary Signing CA is not configured, the Gigamon device will operate as a TCP
proxy. As a best practice, install a Secondary CA, as well, to manage connections to sites
with invalid certificates.

Use Cases
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» Certificate Revocation Check requirements: Both CRL and OSCP certificate revocation
checks are supported by the Gigamon device. This use case will enable both CRL and
OCSP certificate revocation checks.The Gigamon device is expected to act as a TCP proxy
if the certification revocation check were to fail.

»  Network Access requirements: Since URL categorization and Certificate Revocation checks
are required, the GigaSMART engine must have connectivity to the Internet. This use case
will enable network access using DHCP.

NOTE: Alternately, user can assign static IP address to the GigaSMART engine.

Configuration

The following tasks must be completed before deploying Inline SSL Solution in the Gigamon
device.

Configuration prerequisites:

1. Unlock the Keychain Password.

N

Install a key pair in the Key Store.

NOTE: A self-signed key pair can also be generated on the Gigamon device for the purpose.
However, it is recommended to use the one provided by the InfoSec team.

3. Configure the Signing CA.
a. Map the installed key pair to the Primary Signing CA.

NOTE: As a best practice, install a Secondary CA, as well, to manage connections to sites with invalid
certificates.

4. Create the inline SSL policy profile.

a. Since all Internet traffic must be inspected except for few selected URL categories, the default
action should be changed to decrypt.

b. Enable OCSP and CRL certification revocation checks with the Hard fail option.

NoTE: When both OCSP and CRL certificate revocation checks are enabled, OCSP check will
be performed first. If a server certificate does not support OCSP, the certificate revocation check
will fall back to CRL. If the revocation check is unknown, the session will either be decrypted (Soft
fail) or TCP proxied (Hard fail) depending on the configured failover option. As a best practice, if
the revocation check is unknown, configure the TCP proxy (Hard fail) for those sessions.

c. StartTLS should be enabled for port 8080 (port number of the explicit proxy).

5. Set policy rules to “no-decrypt” for categories such as financial_services, health_and_medicine,
individual_stock_advice_and_tools, legal URL, and others as needed.

6. Configure the network access for the GigaSMART® engine interface by enabling DHCP.

The Inline SSL Configuration workflow in GigaVUE-FM walks through each of the
above tasks.

To launch the workflow:

1. Select the device from the GigaVUE-FM Navigation Pane > Physical Nodes.
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From the device navigation pane, select: Workflows > Inline GigaSMART Operations.

Refer to Using Inline SSL Configuration Workflow in the Configuration Tasks section for the detailed
steps.

Complete the following steps to deploy the Inline SSL Solution.

To deploy the Inline SSL Solution:

1.

2 O

Configure Inline Network Group

NOTE: Physical Bypass should be enabled for the inline network links until the flow maps
are configured to ensure that the network traffic is not affected.

Configure Inline Tool

Configure GigaSMART Group

Configure Virtual Port

Configure Inline SSL GigaSMART Operation

Configure flow maps: Based on the earlier observations, below flow maps must be configured.

a. Classic Inline Map: To filter in HTTP traffic from the inline network group and send it to the inline
tool.

NoOTE: If the shared mode is disabled for inline tool(s), do not create a Classic Inline
Map to filter traffic to the tools. Instead, send all the TCP traffic to the GigaSMART
engine, and then configure Policy Rules in the inline-SSL profile to selectively
decrypt the traffic.

b. Inline First Level Map: To filter in the TCP traffic from the inline network group and send it to the
virtual port for decryption.

c. Inline Second Level Map: To decrypt traffic received on the virtual port by using Inline SSL
GigaSMART operation (GSOP) and send the decrypted traffic to the inline tool.

d. Shared Collector Map: To filter in the rest of the traffic from the inline network group and send it to
the inline tool.

NOTE: When Shared Mode is disabled for inline tool(s), the inline SSL maps track flows
based on MAC address. Unlike the inline SSL Maps, the Shared Collector Map would
require an internal VLAN tag to track flows. Hence, the Shared Collector map cannot be
configured to direct traffic to inline tool(s). Instead, it can be configured to direct traffic
along the bypass path.

Flow A in the Inline SSL Map workflow in GigaVUE-FM walks through each of the above
steps.

To launch the workflow:

1.
2.
3.

Select the device from the GigaVUE-FM Navigation Pane > Physical Nodes.
Select the device navigation pane: Workflows > Inline GigaSMART Operations.

Refer to Using Inline SSL Configuration Workflow in the Configuration Tasks section for the detailed
steps.
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Complete the following steps to deploy the Inline SSL Solution.

Inline SSL Deployment Guide for GigaVUE-0S 5.4

After configuring the flow maps, the Physical Bypass must be disabled for the inline networks
to allow the traffic to flow through the Gigamon device. The traffic-path of the inline networks
must be set to to-inline-tool.

Refer to Updating Inline Network Settings in the Configuration Tasks section for the detailed
steps.

Gigamon device’s CLI configuration:

&

issl-out-startTLS-cfg.t
xt

@ DOWNLOAD from PDF Attachments

Monitoring

Monitor the following to verify inline SSL decryption/encryption:

1.

2
3
4,
5
6
7

Ports’ health and statistics

Inline network health

Inline tool health

Map health and statistics

Virtual port or GigaSMART operation (GSOP) statistics
Inline SSL session summary

Inline SSL session runtime statistics

Refer to Verification Tasks section for the detailed steps.

NoOTE: If the Gigamon device were to fail in intercepting the TCP connections, configure the
inline passall map between the inline network group and the inline tool. Capture the packet at
the inline tool and analyze the traffic flow. Review the packet attributes to filter in the
intended traffic. Deploy the Inline SSL Solution again and verify. Alternatively, the out-of-
band inline network map can be configured. Please refer the Deployment Checklist section
for details.
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Enabling HTTPS Inspection in a High-Density Data Center

Figure 13 illustrates deploying GigaSECURE® Security Delivery Platform in a two-tier
hierarchical architecture for aggregating traffic and enabling inline SSL inspection for traffic

destined to internally hosted applications in a high-density datacenter.

L WAN links
CoreNode
CoreNode
WLAMS V0LAMNs
ED0&S00 ED0&SD0

IP5 WAF WAF WAF WAF IPS

Two-tier hierarchical deployment of GigaSECURE® Security Delivery Platform

VLAN 5008600
—
I WAF
J.I-‘ —————————
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nline-tool-group
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i
[ WAF

Figure 13
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Logical topology of the two-tier hierarchical architecture

Figure 14
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Edge Layer Device Configuration

To configure the Edge layer devices:

1. Configure the inline network ports as illustrated below:

Ports : 1/2/x5

Alias
Comment:

Port Role:
V¥ Parameters

Admin Enable
Type Inline Network IZI
Speed | 10G B
Duplex @ Full © Half
Auto Negotiation [CJEnable

VLAN Tag

Egress Vlan Tag @ None Strip

Force Link Up [CJEnable

Figure 15  Configuring Inline Network Port

a. Theinline network ports can be protected or unprotected. If the uplinks to the firewalls / routers

are configured for resiliency, unprotected ports can be used. Inline network ports’ speed can be
either 1Gb or 10Gb.

b. Inline network group configuration adds distinct VLAN tags for the traffic that ingresses on each of
the inline network ports. For this solution, you must configure the same VLAN ID on the member
ports of an inline network. Different inline networks in an inline network group can be configured
with different VLAN tags.

2. Configure the inline networks as illustrated below:
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Inline Network default_inline_net_1_2_1

Inline Network Info

Alias default_inline_net_1_2_1

Comment Lomment
Paris.
Port Editar
Part A I 175 -
PortB [} 1/2/6 .
Configuration
Traffic Path | Ta Inline Tool »

<

Link Failure Propagation -=

Physical Bypass B

Redundancy Profile -

Figure 16  Configuring Inline Network

3. Configure the inline network groups as illustrated below:
Inline Network Group ING1
Inline Network Group Info
Alias  ING1
Comment Comment
Inline Network Links
Inline Network default_Inline_net_1_2_1 default_Inline_net_1_2 2
Figure 17 Configuring Inline Network Group
4. Configure the Inline Tools as illustrated below.
NOTE: Heartbeat is intentionally disabled by default, as indicated by the unselected
check box. The inline tool for an edge device is another Gigamon device, and heartbeat
between Gigamon devices is not supported. The inline tool failure action is triggered
when a peer port is physically down due to either link failure or device failure.
Use Cases
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Inline Tool IT1

Inline Tool Info

Alias  IT1
Comment  comment

Ports.

Port Editor
Port A | [ 1111 (HC2-1-T1A)
PortB | [ 111/x2(HC2-1-TIB)

Configuration

Enabled
Failover action | ToolByPass
Recovery Mode | sutomatic

Inline tool sharing mode Enable {Additional tags on the toal side)

Flex Traffic Path | To Infine Tool % =)

Heartbeats
Enable Regular Heartbeat
Regular Heartbeat Profile | default
HE IF Address A 0.0.0.0
HEIP Address B 0.0.0.0

Enable Negative Heartbeat

MNegative Heartbeat Profile | | v |

Figure 18  Configuring Inline Tool

Configure inline tool groups as illustrated below:

NOTE: Failover Action is set to Network Port Forced Down for enabling Physical Bypass on
protected inline network or for enabling the traffic on unprotected inline network to switchover

to the redundant path.
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Inline Tool Group ITG1

Inline Tool Group Info

Alias  ITG1

Comment  Comment

Ports
Inline Tools - - >
Inline Spare Tool -
Configuration
Enabled

Release Spare if Possible

Failover Action | MetworkPortForcedDown -
Failover Mode | Spread -
Minimum Healthy Group Size | 1 -

Hash | adwamced -

Flex Traffic Fath | Ta Inline Tool u

Figure 19 Configuring Inline Tool Group

6. Configure the Inline Maps:

a. Configure rule-based Inline Map for forwarding all traffic to the Core layer as illustrated below.
The same can be achieved by configuring pass-all map however a rule-based map provides
flexibility to filter in only the intended traffic.
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Edit Map: AllTraffic_to HC2

w Map Info

Enable

Type | inline [~

[«

Subtype | By Rule

TrafficPath | Norma!

~ Map Source and Destination

Port Editor |
Source NG1 =
Destination | i = -

GigaSMART Operations (GS0P) Mone

~ Map Rules

Quick Editor || Import || Add a Rule |

X Rule1 | Condition search = @ pasz @ prop [¥] gi-girectiona)
{Read Oriy)
Rule Comment  Commernt
MAC Source x

00-0:0000:00:00:00 ! 00:00:00:00:00:00

“ Map Order

Priority

i
]

1

Figure 20 Configuring Rule Based Inline Map

b. Configure the inline shared collector map, as illustrated below, to forward all other traffic along the
inline network.
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v Map Info

Map Alias bypass_rest e
Comments
Enable ¥
Type nline
Subtype Collector v
Traffic Path ByPass v

¥ Map Source and Destination

Port Editor

Source

Destination

GigaSMART Operations (GSOP)

Figure 21 Configuring Shared Collector Inline Map

7. Click Floppy-Disk icon in the top menu to save the device configuration to the nonvolatile memory.

Core Layer Device Configuration

As stated above, the devices in the Core layer can decrypt/encrypt inline SSL traffic as well
as steer and load balance decrypted traffic among inline tools.

Steering traffic to inline tools depends on how the inline tools are expected to inspect the
decrypted traffic. In the scenario described above, the decrypted traffic must be inspected by
the IPS followed by the WAF. Since there is more than one WAF, you should combine them
in to an inline tool group to enable the Gigamon device to load-balance decrypted traffic
among the WAFs.

To achieve this, the Gigamon device must be configured to forward decrypted traffic to the
IPS. The inspected traffic must also be physically looped back to another inline network on
the same device for forwarding the traffic to the WAF inline tool group, as illustrated in Figure
22.
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Figure 22  Traffic steering at a Gigamon device in the Core layer.

To configure the Core layer devices:
1. Configure inline network ports.

Ports : 1/4/x13

Alias  MNSUTA
Comment:
Port Role:
™ parameters

Admin

Type

Speed

Duplex

Auto Negotiation

VLAN Tag

Egress Vlan Tag

Force Link Up

~ Ports Discovery

Metwork Discovery &
Discovery Protocols

Gigamon Discovery &

~ Alarms

[Buffer Threshold (%) Rx 0
Utilization Threshold (%) High 0
Figure 23

Enable
inline Network [ ]

@ Ful © warr

D Enable

@ Hane Strip

D Enable

[Cznasie
Al LLop op

Enable

Configuring Inline Tool Port

T O

Low O
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NOTE: The inline network ports can be unprotected if the uplinks that are connected to the
edge Gigamon devices are configured for resiliency. The inline network ports’ speed can be
either 1Gb or 10Gb. Configure inline network ports as illustrated below.

2. Configure the inline networks as illustrated below.
Inline Network NSU1

Inline Metwork Info

Alias NS
Comment  Comment
Ports
Port Editor
Pore A 1413 (NSUA A
Port B 114 (NS B)Y
Configuration

Traffic Path | To Inline Tool -

Link Failure Propagation

Figure 24  Configuring Inline Network

3. Configure the inline network groups as illustrated below.
Inline Network Group ING1

Inline Network Group Info

Alias  [NG]

Comment  Comment
Inline Metwork Links

Inline Network Wz

N

Figure 25 Configuring Inline Network Group
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4. Configure the inline tools as illustrated below.

Inline Tool ISSL_IT

Inline Tool Info

Comment

Ports

Port A

Port B

Configuration

IS5LIT

comment

Port Editor

1144611 (IS5L_ITA}

[ 174512 (1S5LTB)

Enabled

Failover action

Recovery Mode

Inline tool sharing mode

Flex Traffic Path

Heartbeats

Enable Regular Heartheat

Regular Heartbeat Profile

HB IF Address A

HB IF Address B

Figure 26

NetworkPortForcedDown

automatic

Enable (Mo additional tags on the tool side)

| To Inline Toaol ®

default
0.0.00

0.0.0.0

Configuring Inline Tool

Inline SSL Deployment Guide for GigaVUE-0S 5.4
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5. Configure the inline tool groups as illustrated below.

Inline Tool Group Imperva_TG

Inline Tool Group Info

Alias  Impenva_ TG

Comment  Comment
Ports.
Inline Tools I — .
Inline Spare Tool
cConfiguration

Enabled
Release Spare if Possible

Failover Action | ToolByPass
Failover Mode | Spread
Minimum Healthy Group Size | 1

Hash | advanced

Flex Traffic Path | Ta Inline Tool x ]

Figure 27  Configuring Inline Tool Group

6. Configure Inline Maps:

Two sets of Inline Maps, one for feeding decrypted traffic to the IPS and the other for feeding
decrypted traffic to the WAF inline tool group, must be configured.

a. Configure the First Level Inline SSL Map for filtering-in the intended traffic and the Second Level
Inline SSL Map for feeding decrypted traffic to the IPS.

Map: AliTraffic_to_G5
ap: AllTraffic_to G Map: InterceptedTraffic

v Map info
¥ Map Info
Map Allss  ANTraffic_to_G5
Comments
Map Alias  InterceptedTraffic
Enable &
Comments
Type P v
Subtype | Ingress to Virual Por v Enable
~ Map Source and Destination Type Inline Second Level ¥
i Subtype | Egress from Virtual Port v

Source
v Map Source and Destination
Destination .

GigaSMART Operations (GSOP)

Port Editor
~ Map Rules
Source m
Quick Edmor || Import | Add a Rule
* Rube 1 o = | ®Paxs O Drop O Sedwecional Destination 0 s
Rule Commant an
MAL Source x

0 0000 000X 000, 0000 000K GigaSMART Operations (GSOP) ISSL-GSOP{ISSL) x [®

Figure 28  Configuring first level Inline SSL map — and — Configuring second level Inline SSL map
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b. Configure classic Inline Maps as illustrated below for feeding decrypted traffic to the WAF inline
tool group and bypassing rest of the traffic. Note that the map rules matching the inner VLAN tags
correspond to the network traffic.

Map: Imperva_Traffic

~ Map Infe

MapAlias Impens, Traffic

Comments
fnable

Type | inine v

Subrype | ByRue v

Traffic Fath | Noema v

w Map Source and Desonation
Purt Fefter
source

Destination | | [ ~pams s

GigaSMART Operations (CSOP)

W Map Rules

GQuick Edizor || impart || Add 2 fue

=fuled | Conditin seurch - | ® P O 0mp U Bicreaons
Hule Comment 0
Inner VLAN x
Hax
v
RRuiez Condtansanh - | ®pgze Gomp D Gkdrecionsl
Rract O
Nule Commenr  Comimert
wnner VLAN n
Min 600 Mas
Sumser v

Figure 29  Configuring Classic Inline Map for sending traffic to WAF inline tool group

Map: Imperva_Collector

¥ Map Info

Map Alias  Imperva_Collector

Comments
Enable ¥
Type | Inline X
Subtype Collector X
Traffic Path ByPass o

v Map Source and Destination

Port Editor

Source Imperva_IN

Destination | Select ports. T

GigaSMART Operations (GSOP) None

Figure 30  Configuring Classic Inline Map for bypassing all other traffic

Click Floppy-Disk icon in the top menu to save the device configuration to the nonvolatile memory.
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Gigamon device’s CLI configuration:

[ FOF | [ FOF | [ FOF | [ FOF |

o"il' 2 o"il' 2 o"il' 2 o"il' 2
issl-high-density-dc issl-high-density-dc issl-high-density-dc issl-high-density-dc
-CoreDevicel.cfg.pd -CoreDevice2.cfg.pd -EdgeDevicel.cfg.pc -EdgeDevice2.cfg.pc

@ DOWNLOAD from PDF Attachments

Monitoring
Monitor the following to verify inline SSL decryption/encryption:

1. Ports’ health and statistics
Inline network health

Inline tool health

2

3

4. Map health and statistics
5. Virtual port or GigaSMART operation (GSOP) statistics
6. Inline SSL session summary

7. Inline SSL session runtime statistics

Refer to VerificationTasks section for the detailed steps.
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Enabling Complex Inline Tool Arrangements to Inspect Inbound
HTTPS Traffic

Gigamon’s Inline SSL Solution can be deployed to enable the inspection of HTTPS traffic
destined to internally hosted applications with multiple tools connected in a series, as
illustrated in Figure 31 .

In-line Serial
pair

group

In-line APTl ﬂ N - )
tool P

Load Balancer

Clients

A
Figure 31 GigaSECURE® inbound Inline SSL Solution multiple tool in series.

Requirements

o Traffic flow: Requirements discussed in the use case — Enabling HTTPS Inspection
for Internal Applications* apply to this use case as well, additional requirements are
listed below.

e Inline tools requirements: The decrypted traffic must be inspected by tools that are
connected in a series that includes Advance Persistent Threat (APT) and FireEye NX
2500s in an inline tool group, and Imperva WAFs as inline tools connected in serial.
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Configuration

To inspect HTTPS Traffic and guide it through tools connected in series:

1. Configure tool group with both FireEye’s and enable advanced hashing.

2. Configure inline serial pair with inline-tool group, along with Imperva.
Refer to the Inline SSL Solution configuration described in the use-case “Enabling HTTPS
Inspection for Internal Applications.”

Gigamon device’s CLI configuration:

[ PDF |
S

Inline_serial.pdf

@ DOWNLOAD from PDF Attachments

Monitoring

Monitor the following to verify inline SSL decryption/encryption:
1. Ports’ health and statistics

. Inline network health

. Inline tool health

. Map health and statistics

. Virtual port or GigaSMART operation (GSOP) statistics

. Inline SSL session summary

N OO o AW N

. Inline SSL session runtime statistics

Refer to Verification Tasks Verification Tasks section of this guide for the detailed steps.

NOTE: If the Gigamon device were to fail in intercepting the TCP connections, enable SSL in
monitor mode, Please refer to ISSL Monitor mode for details. Capture the packet at the inline
tool and analyze the traffic flow. Review the packet attributes to filter in the intended traffic.
Deploy the Inline SSL Solution again and verify. Alternatively, the out-of-band inline network
map can be configured to send the traffic to out-of-band tool. Please refer the Deployment
Checklist section for details.
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Enabling Out-Of-Band Tools to Inspect All Inbound HTTPS Traffic

Gigamon’s Inline SSL Solution can be deployed to enable an out-of-band tool to inspect all
inbound HTTPS traffic, as illustrated in Figure 32 .

Internet

Gw SWQ

VLAN 51

GigaVUE-HC2

Figure 32  GigaSECURE® inbound Inline SSL Solution with SIEM

Requirements

e Most of the requirements discussed for ‘Enabling HTTPS Inspection for Internal
Applications’ apply to this use case as well, except for the following ones

e SIEM Tool Requirement. The SSL, non-SSL, non-TCP traffic sent to Splunk out-of-
band tool, since the inline network links are grouped.
Configuration

Please refer the Inline SSL Solution configuration described for “Enabling HTTPS Inspection
for Internal Applications.”
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To deploy SIEM:
1. Configure the port connected to the SIEM as a tool port.

2. Inline First Level Map: To filter in the TCP traffic from VLAN 100 from inline network
group and send it to the virtual port for decryption.

3. Inline Second Level Map: To decrypt traffic received on the virtual port by using Inline
SSL GigaSMART operation (GSOP) and send the decrypted traffic to the inline tool.

4. Inline Second Level OOB Map: To decrypt traffic received on the virtual port by using
Inline SSL GigaSMART operation (GSOP), non-SSL and non-TCP traffic from virtual
port to tool port (out-of-band tool).

5. Shared Collector Map: To filter in the rest of the traffic from the inline network group
and send it to the inline tool.

Gigamon device’s CLI configuration:

[ por |
il

Inline_SIEM.pdf

@ DOWNLOAD from PDF Attachments

Monitoring
1. Monitor the following to verify inline SSL decryption/encryption
Ports’ health and statistics
Inline network health

Inline tool health

2.

3

4

5. Map health and statistics
6. Virtual port or GigaSMART operation (GSOP) statistics
7. Inline SSL session summary

8. Inline SSL session runtime statistics

9

Verify on SIEM for decrypted,non-ssl, and non-tcp sessions.
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Enabling Inline Tools to Inspect both Inbound and Outbound
HTTPS Traffic

The Gigamon Inline SSL Solution can be deployed to use one GigaSMART engine to
decrypt both inbound and outbound traffic at the same time, as illustrated in Figure 33 .

Internet
GW SW

VLAN 51

VLAN 51

EXT FV&-- ouT sw
-

EXT Proxy
Imperva_WAF '

It

Figure 33  GigaSECURE® inbound and outbound Inline SSL deployment using the same GigaSMART

Requirements

Traffic flow: Most of the requirements discussed for “Enabling HTTPS Inspection for Internet
Traffic with an Explict Proxy” apply to this use case as well, except for the following ones.

Client traffic from VLAN 100 would be intercepted by a single GigaSMART engine for both
inbound and outbound connections.

Configuration

Please refer the Inline SSL Solution configuration described for “Enabling HTTPS Inspection
for Internet Traffic with an Explict Proxy”

To set-up inline tools to inspect both inbound and outbound HTTPS traffic:

1. Configure the GigaSMART Group (only single GigaSMART engine).

2. Configure the Virtual Port (single virtual port for both inbound and outbound).
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3. Configure the Inline SSL GigaSMART Operation.

4. Configure flow maps:

Inline SSL Deployment Guide for GigaVUE-0S 5.4

Based on the earlier observations, the following flow maps must be configured:

1. Inline First Level Map: configure to filter-in the TCP traffic from VLAN 100 in an inline
network group and send it to the virtual port for decryption.

2. Inline Second Level Map: configure to decrypt traffic received on the virtual port by
using the Inline SSL GigaSMART operation (GSOP) and sending the decrypted

traffic to the inline tool.

3. Shared Collector Map: configure to filter in the rest of the traffic from the inline

network group and send it to the inline tool.

Gigamon device’s CLI configuration:

[ eor |
e

Inline_single GS.pdf

@ DOWNLOAD from PDF Attachments

Monitoring

Monitor the following to verify inline SSL decryption/encryption:
1.

. Inline network health

N O g~ W N

Ports’ health and statistics

. Inline tool health

. Map health and statistics

. Virtual port or GigaSMART operation (GSOP) statistics
. Inline SSL session summary

. Inline SSL session runtime statistics

Refer to Verification Tasks section for the detailed steps.

NOTE: If the Gigamon device were to fail in intercepting the TCP connections, Enable SSL
in monitor mode, Please refer the ISSL Monitor mode Capture the packet at the inline tool
and analyze the traffic flow. Review the packet attributes to filter in the intended traffic.
Deploy the Inline SSL Solution again and verify. Alternatively, the out-of-band inline network
map can be configured to send the traffic to the out-of-band tool. Please refer the
Deployment Checklist section for details.
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Configuration Tasks

This section provides steps for the following tasks
= Using the Inline SSL Configuration Workflow
= Using the Inline SSL Map Workflow
= Updating Inline Network Settings
= Deploying APF

Using the Inline SSL Configuration Workflow

The Inline SSL Configuration workflow walks through the mandatory prerequisite steps
before configuring the forwarding paths between the inline network and the inline tool for
Inline SSL decryption.

To use the Inline SSL Configuration Workflow:

1. Configure the Keychain Password (Figure 34 )

NoOTE: Keychain Password must be configured to enable the Inline SSL Solution. Otherwise,
the Gigamon device will behave as a TCP Proxy.

a. Click Setup Keychain Password.

8 cigaVUEFM ronssan

Inline SSL Configuration: Keychain Password

Keychain password is mandatory for Inline S5L

5 i O Keychain Password
. O Key Store
O Signing CA
O Trust Store
O Policy Profile

O Network Access
Figure 34  Inline SSL Configuration Workflow: Keychain Password

b. Setthe password and click Submit from the top menu.

&) GigavUE-fv TBEE]

Inline SSL Keychain Password Setup

Keychain password is Mandatory o aCCesSing the Key SI0re and 00Ing Privale Keys. Please SeTIDyOUT J3SSWOME O Keychain Password

Password  coeesiens °
O Key Store

Confirm Passward e |
O Signing CA
O Trust Store

O Policy Profile

O Netwark Access

Figure 35  Inline SSL Configuration Workflow: Configuring Keychain Password
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2. Update the Key Store

NoOTE: The following steps illustrate uploading keypairs for configuring the Primary and
the Secondary Root CAs. However, the same steps can be followed for uploading a
server’s keypair for decrypting inbound SSL sessions.

a. Click Add Key Pair.

@) GigaVUE-FM 101158211

Inline SSL Configuration: Key Store

Inline SSL requires both private key and certificate Select or add a new Key Pair

@ Keychain Password
Key Pal Action :

QO Key Store
Add Key Pair
O signing CA

Q Trust Store
Q Policy Profile

O Network Access

Figure 36  Inline SSL Configuration Workflow: Key Store

b. Provide relevant details as illustrated below.

c. Click OK from the top menu to install the key pair.

&) GigaVUE-FM

Key Pair

@ Keyrhain Password
|
Type @ PEM 0 PKCSIZ O Key Store

O Signing CA

© Trust Store

© Policy Profile

install from Local Directory O Network Access

Password

MNota: Private Key and Carcificats are both required for Inline S5L

»

Figure 37 Inline SSL Configuration Workflow: Updating the Key Store

d. Click Prev from the top menu to install another key pair.

3. Configure the Signing CA

NOTE: Skip this step if the Inline SSL Solution were to be deployed for decrypting inbound
SSL sessions. Starting from GigaVUE-OS 5.2.00.3, Primary Root CA configuration is not
enforced for decrypting inbound SSL sessions.

a. Click Configure Signing CA.
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Configuration of Signing CA Is mandatory for nfine S5L

T Workflows ® Keychain Password
|
O Key Store
Signing CA - |
© Signing cA
O Trust Store
O Policy Profile

O Neiwork Access

Figure 38  Inline SSL Configuration Workflow: Signing CA

b. Select key pairs for Primary Root CA and Secondary Root CA.

c. Click OK from the top menu to configure the mapping.

Signing CA
w Frimary Root CA ® Keychain Password
ey Pair Alias | TIT_primary - Q© Key Store
econdary Root 4 il
w Secondary Reat & Signing CA
Key Peir Alias | mtm_seczdary
© TrustStore

© Folicy Prafile

O Nelwork Access
Figure 39  Inline SSL Configuration Workflow: Configuring Signing CA

4. Update the Trust Store:

a. Skip the test if the default Trust Store has the required certificates. If the Trust Store does not
have a root CA certificate, follow the following steps to update the Trust Store.

¢ Download the Trust Store from the device navigation pane: GigaSMART > Inline SSL >
Trust Store > Actions.

¢ Append the missing certificate in the file.

¢ Click Replace Trust Store and update the Trust Store.

& GigaVUEFM

Trust Store

ey PRsS
install from URL @ Install from Local Directory © Keychaln Password

File Name | Browse... | custom _trust_store.txt &
o @ Key Store

* Note: Trust store is already configured. Adding new trust store will replace the
existing one.

® Signing CA
@ Trust Store

O Policy Profile

O Network Access

Figure 40  Inline SSL Configuration Workflow: Updating the Trust Store

5. Configure the Inline SSL profile

a. Click Create.
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Inline S5L Configuration: Policy Profile

Select or create an Infine 5L Profile:
¥ workfiows © Keychain Password

|

O Key Stare

|

@ Signing CA
|

@ TrustStore

None faund . Create

O Palicy Profile

O Netwark Access

Figure 41 Inline SSL Configuration Workflow: Policy Profile

b. Select the Policy Configuration and the Security Exceptions as illustrated below.

@) GigaVUEFM 1011594

Inline SSL Profile: inline_SSL_sample_config

Alias *

) © Keychain Password
~ Policy Configuration |
—— e O Key Store
URL cache miss action © Decrypt @ No Decrypt O Defer
|
DefaultActlon ) pecrypr ® Mo Decrypt © Signing CA
Decrypt Tool bypass [ @ [
@ Trust Store
No Decrypt Tool bypess © @ :
Non-SSL TCP Traffic Tool bypass ([ @ O Policy Profile

High availability
O Network Access
Start TLS Port ) e

™ Security Exceptions

Self signed certificate ® Decrypt O Drop

Unknown CA certificate ® Decrypr O Drop
Invalid certificate ) Decrypr @ Drop
Expired certificate ) Decrypt ® Drop

Revocation CRL
Revocation OCSP %

Fail ® Sot O Hard »

Figure 42 Inline SSL Configuration Workflow: Configuring Policy configuration & Security Exceptions in the Policy Profile

c. Upload Whitelist and/or Blacklist as illustrated below

NOTE: Skip this step if it is not applicable.
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Qa ¢ & H Em e

oK | cancel

Alias®  inline_S5L_sample_config ® Keychain Password
|
¥ Policy Configuration O Key Siore
|
> Security Exceptions © Signing C*
+ Whitslist/Blacklisc !
@ Trust Store
Whitelisc |
O Policy Profile
Install from URL Inst rom L
pach® s inline_ssl_soludons whitelistoe @ O Network Access
password e
Blacklist ¥
® Install from URL  © install from Local Directory
pach* s W (]
password -

> Policy Rules
»

Figure 43 Inline SSL Configuration Workflow: Configuring Whitelist/Blacklist in the Policy Profile

d. Configure Policy Rules

¢ Click Add a Rule.

o Enable Decrypt option for the rule.

¢ Select Category from the drop-down menu.

¢ Select the bot_nets category.

¢ Repeat the above steps for adding the other categories as illustrated below.

NOTE: Rules can be defined based on other criteria as listed under the rule’s drop-down
menu.

101159411

Inline SSL Praofile: inline_SSL_sample_config

~ Policy Rules
© Keychain Password
I

O Key Store

V| ® Decrypt © No Decrypt
|
Category * © Signing CA
Vaue| bt ness 2

x Rule 1

% Rule 2 +| ® Decrypr @ No Decrypt © Trust Store
|
Category x O Policy Profile
Value| confirmed_spam_saurces
O Network Access
% Rule 3 +| ® Decrypt © NoDearypt
Category x
e| hack
*Ruled ~| ®IDecrypr @ No Decrypx
Category *
Value| key
% Rule 5 | ® Decrypr @ No Dearypt
Category x
Value| melware sites
XRule 6 = | ® Decrymt © No Deaym
Category x
e phismg and_omer_frouds »

Figure 44 Inline SSL Configuration Workflow: Configuring Policy Rules in the Policy Profile
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e. Configure Server Key Map

NOTE: Skip this step if inline SSL Solution were to be deployed for decrypting outbound
sessions.

o Click Add Server Key Map.
e Enter the IP address or domain name of the server.

¢ Select the key pair.

f.  Click OK from the top menu to configure the inline SSL profile.

@) GigaVUE-FM

Inline SSL Profile: inline_SSL_sample_config

@ Keychain Password

NNTP 563 119
O Key Store
HTTP 443 80 |
@ Signing CA
() pefautc Out Pore >

O Trust Store

Defauit Out Port

|
@ Policy Profile

O Network Access
~ TCP Timeout

TCP Inactive Timeout (minutes) 5
v Server Key Map

Add Server Key Map | Delete All

Server * | 192.168.200.246

Key Pair Alias * s2.examplez.com
>

Figure 45  Inline SSL Configuration Workflow: Configuring Key Map in the Policy Profile

6. Configure Network Access:

a. GigaSMART® module must have connectivity to the Internet for URL categorization and
Certificate Revocation checks.

NOTE: Skip this step if the Inline SSL Solution were to be deployed for decrypting inbound
SSL sessions.

b. Click Configure Network Access.

Inline SSL Configuration: Network Access

Each GigaSMART card requires IP address configuration for network access.

ow ® Keychair :
= O Key Store
\
@ Signing CA
® Trust Store
® Policy Proflie

© Network Access

Figure 46  Inline SSL Configuration Workflow: Network Access step

c. Enable DHCP or manually configure the IP address.
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Click OK from the top menu; exit the workflow.

0.115.94.1

Inline SSL Network Access
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Q C 4 B Em e
ERC

Each GigaSMART card requires IP address configuration for necwork access. @ Keychain Password
Network Access Configuration ® DHCP 1P Address Nane

O Key Stare
GigasMaRT 115 I DHEP Enabled |

© Signing CA
GigaSMART 172 | DHCP Enabled

@ Trust Store

Jolicy Profile

Figure 47

@ Network Access

Inline SSL Configuration Workflow: Configuring Network Access

Open the Quick View window for the GigaSMART engine interface from the device
navigation pane: Ports. Verify that the IP address is assigned to the GigaSMART engine
interface. Ping the default gateway to make sure that the connectivity exists.

Port: 1/5/el

~ Port Info

Mardware Address 0318 5180017
Fiteraa 8y Nene 1P Address 101153430
o i A sipes
2 e Netmask 25655 9200
@125
Gaceway 121153

o1z

ONSIB 10.10.120
e

WU 1500
@z

DHCP  Znatied
® 17210 <«

~ Ping Test
@111 g
@2z 1P Address (Host 10115851 Ping | clear
® 123
Ping Results

@12
@121
@1z
® et a

Figure 48  GigaSMART engine interface Quick View window

NoTE: Click Floppy-Disk icon in the top Right-hand corner to save the device configuration
to the nonvolatile memory.
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Using the Inline SSL Map Workflow

Inline SSL Map workflow guides user in configuring flow maps for setting up the forwarding
paths. Before proceeding, please review the traffic flow in the absence of the Gigamon
device, identify the packet attributes for filtering-in the intended traffic for decryption and
identify the traffic path for the un-intended traffic.

Depending on the required traffic flows, user can select one of the pre-defined traffic flows in
the Inline SSL Map workflow. For illustration purposes, Flow B is selected to send HTTP
traffic to inline tools, to send the intended traffic to the GigaSMART engine and to send the
rest of the traffic along the bypass path.

INA
ITA
GigaSMART
l 3> ITB
INB
Priority
1 | Direct Map — Tool

2

3

Figure 49 Inline SSL Map Workflow: Flow B

To use the Inline SSL Map Workflow:
1. Configure Inline Networks:

The use cases in this configuration guide require creating inline network group with two inline
network links.

a. Click Create Inline Network Group.

3 Inline S5L Map: Inline Network(s)

Warkflows O Inline Network(s)

s O Inline Tool(s)
O G5 Group
O Virtual Port
O GS Operation

Figure 50  Inline SSL Map Workflow: Inline Network
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b. Provide details as illustrated below and Click OK.

Inline Network Group ING-Core

Inline Network Group info Q Inline Network(s)
Allas  ING-Core O Inline Toolk(s)
Comment
O G5 Group

Inline Network Links
© Virtual Port

Inline Network st ol e 133 efauit i rer_1_3.4

O G5 Operation
Figure 51 Inline SSL Map Workflow: Creating inline network group

2. Configure Inline Tool

a. Click Create Inline Tool.

Inline S5 Map: inline Tool(s)

ws Sesect an Wdine Tool o7 Inine Tool Group of Inline Tool Serial,

QO Inline Tool(s)

Create Inting Tool Group
:;u.e Tl Tool Sevtal

© G5 Group

O Virwal Port

O G5 Cperation

Figure 52 Inline SSL Map Workflow: Creating inline tool

b. Click Port Editor and create inline tool ports.

Q Cc 4 B )
: (o Lo

nable

Inline Tool n Quick Port Editor

Inline Network

[¥ Enable

1118 Inline Network

Inline Tool Info

Hixla Inline Network | B Enabla
Alias
11520 Inline Network =] ¥ Enable
Comment o }
11621 T — 7 Enable
Ports e — T

11ix22 Inline Network | ¥ Enable
Port Editor 11123 ; Inline Network = ¥ Enable
1/11x24 Il ¥ Enable

e = Infine Network |=|
10201 Network [+] ~ Enable

Port B - —
102%2 Network |5 Enable
Configuration 12K PR % Enable
Enabled ¥ 121x4 ias Inline Tool - ¥ Enable
11265 5] 7 Enable

Fallover action  Tool Bypass - I Tool |

1/2/e1 NA gigasmart NA
Recovery Mode  aulomatic -
Showing 1-30 07 83 1 e

Figure 53 Inline SSL Map Workflow: Creating inline tool ports

c. Configure the inline tool as illustrated below.
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Inline Tool Cisco-ASA-IPS

Inline Tool Info @ Ini
Alias  Cisco-ASA-IPS O Inline Tool(s)
Comment © G5 Group
Parts O virtual Port
Port Edar O GS Operation
PortA

O Inline Rule Based Map
PortB 2d - © Inline First Level Map
Configuration O Inline Second Level Map
Enabled ¥/ O Collector Map (bypass)
Failover action | Too! Eypass

Recovery Mode  autamatic

Inline tool sharing mode ¥ £

Flex Traffic Path

Heartbeats

Enable Regular Heartbear »

Figure 54  Inline SSL Map Workflow: Configuring inline tool

3. Configure the GigaSMART Group:

a. Click Create.

b. Provide details as illustrated below and click OK from the top menu.

GigaSMART Group

~ GIgaSMART Group Info ®

Wias GG o

Port List n
O 65 Group

O Virtual Port

Enable Nesource Packet Buffer

Enable Resource CPU O Inline Rule Based Mag

457 (Application Session Filtering)

O Infine First Level Maj

w Dedup
©O Infine Second Level Map

Action

© Collector Map (bypass)

1P Teless =

Figure 55 Inline SSL Map workflow: Creating new GigaSMART Group

4. Configure Virtual Port:
a. Select Create.

b. Enter an alias name and click OK from the top menu.
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Virtual Ports

Nies 150 @
GIgESMART Group 1 ®
Mode - GIF Cueriag
Iniine Failover Action -4
ote: Default fail over actien for vport it Virtual part iypess O Virtual Port
O GS Operation
O Inline Rule Based Map
O Inline | May
O Inline vd L 1 M
O Collecto (bypass)

Figure 56  Inline SSL Map workflow: Creating new Virtual Port

5. Configure the GigaSMART operation
a. Click Create.

b. Enter an alias name, select the inline SSL profile and click OK from the top menu.

GigaSMART Operation (GSOP)

Aias outiss e
GgASMART Groups ®
GIGASMART Opséranons -
1G50P| @G
inlin 551 "
-]

O GS Operation

QO Inline Rule Based Map
O Infine First Level Map
QO Infine Second Level Map

O Collector Map (bypass)

Figure 57  Inline SSL Map workflow: Creating GigaSMART Operation

6. Configure the Inline Rule Based Map

a. Provide details as illustrated below and click OK.
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~ wap inf &
ap dns 2 T L ®
comments
L
Type
suntype - . [
Traffic Paen
[

w Map Source ard Destination

Inline Rule Based Map

O Inline First Level Mag
saur
o1 L A
Bescination ¥
GIAIMART Dpacations (530 © Col p (by
v Map Rues
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s
e Commans. C
brovae: B
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»

Figure 58  Inline SSL Map workflow: Creating Classic Inline Map

7. Configure the Inline First Level Map:

a. Provide details as illustrated below and click OK.

~ Map Info

]
Wap Alias
-]
Comments
@G |
Type v
Subtyps | v 1 . o
~ Mag Source and Destination
-
art £l
]
Sourc
© Inline Firsc Level Map
escnation [
O Inline Sec | Mag
GigaSMART Operatians (GSOP,
v W O r Map (bypass|
i arue
*Rule 1 v | #Pas GOp B Y
Rule Comment
Protocal x
»

Figure 59  Inline SSL Map workflow: Creating Inline First Level Map

8. Configure the Inline Second Level Map:

a. Enter an alias name and click OK.
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~ Map info ®
Map Alias el SSLIND 1. o |
Commants
-]
Toee
Subtype | Egeess from vimual f * oV
w Map Sowrce and Desunation ]
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Figure 60  Inline SSL Map workflow: Creating Inline Second Level Map

9. Configure the Collector Map:

a. Enter an alias name and click OK.

b. Click To Maps after completing the workflow.

w Map info o
Map Allas  bypass = ®
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w Map Order
Prisricy »

Figure 61 Inline SSL Map workflow: Creating the Shared Collector Map

c. Review the maps created by the workflow.
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Figure 62 Verifying the Maps

NoTE: Click Floppy-Disk icon in the top right-hand corner to save the device configuration to
the nonvolatile memory.

Updating Inline Network Settings

Use the following steps to allow traffic to be intercepted by the Gigamon device. Before proceeding,
make sure that flow maps are properly configured.

To update the Inline Network Settings:

1. Go to Physical Nodes and select the device.
a. SelectInline Bypass > Inline Networks.
b. Select the intended inline network.
c. Click Edit from the Inline Networks menu.
d. Select Traffic Path as To Inline Tool.

e. Disable Physical Bypass by deselecting the “Physical Bypass” check box and click OK from
the top menu.

NoTE: When the Physical Bypass is disabled, the optical protection switch is opened and the
associated links are made up. Any traffic coming in on these fibers is subject to the traffic
forwarding rules imposed by the current configuration as well as the current state of the inline
tools. Depending on how fast the neighboring devices react to the ethernet link-up event,
there may be a slight glitch in the traffic flow.
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Figure 63  Updating Inline Network

NoTE: Click Floppy-Disk icon in the top right-hand corner to save the device configuration to
the nonvolatile memory.

Deploying APF

To deploy APF:
1. Configure a GigaSMART group using the spare GigaSMART® module:
a. Go to the device navigation pane: Traffic > GigaSMART > GigaSMART Groups > New.

b. Provide details as illustrated below and click OK.

@ GigaVUE-FM 0115941

GigaSMART Group

v GIZaSMART Graup Info

) GigaSMART Parameters

Figure 64  Configuring GigaSMART Group

2. Configure a virtual port in the above GigaSMART group.
a. Go to the device navigation pane: Traffic > GigaSMART > Virtual Ports > New.

b. Provide details as illustrated below and click OK.
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Virtual Ports

Alias 20
GigaSMART Group  GSG2
Mode = GIF Overiap
Infine Failover Action | Virtual port bypas

Note: Default fail over action for vport is Virtual port bypass.

Figure 65  Configuring Virtual Port

3. Configure a Hybrid port.

a. Go to the device navigation pane: Traffic > Ports.

4. Select the port that must be configured as a hybrid port.

a. Click Edit from the Ports menu.

b. Provide details as illustrated below and click OK.

& GigaVUEFM

Ports : 1/1/x9

 Parameters

Buplex er
#uico Negotiation | Ena

ForeaLinkup - St
> alarms
? Flieer

¥ Permissions

Figure 66  Configuring hybrid port

5. Configure the out-of-band map with the above hybrid port as the destination

a. Go to the device navigation pane: Traffic > Maps.

b. Click New from the Maps menu.

c. Provide details as illustrated below and click OK.
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% Map Order

Figure 67  Configuring out-of-band map

6. Configure the APF GigaSMART Operation.

a. Go to the device navigation pane: Traffic > GigaSMART > GigaSMART Operations (GSOP) >
New.

b. Provide details as illustrated below and click OK.

&) Giga

A GigaSMART Operation (GSOP)

Alias  mask data
GigaSMART Group  G5G2

GigaSMART Operations
(GSOP)

APF (Adaptive Packet Filtering) x

Enabled

Figure 68  Configuring APF GigaSMART Operation

7. Configure rule-based First Level map with the above hybrid port and the virtual port as Source and
Destination respectively for filtering-in TCP traffic.

a. Go to the device navigation pane: Traffic > Maps.
b. Click New from the Maps menu.

c. Provide details as illustrated below and click OK.
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New Map

¥ Map Info

Subtype | 8y R

Traffic Type

~ Map Source and Destination

Port Editor
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~ Map Rules

Protacal

Value| TCP

Figure 69  Configuring rule-based first-level map for filtering in intended traffic for masking.

8. Configure regular shared collector map with the hybrid port and the tool port connected to the out-of-
band tool as Source and Destination respectively for filtering-in traffic that does not match the APF

rules.
a. Go to the device navigation pane: Traffic > Maps.
b. Click New from the Maps menu.

c. Enter the details as illustrated below and click OK.

& GigaVUE-FM

v Map Info

Map Alias  0on_miap_sca
Comments
Enable
Type | Regular

Subtyps  Collector

W Map Source and Destination

Source | @ine

Destination
GigaSMART Operations (GSOP)

~ Map Rules

v Map Order
Figure 70 Configuring regular shared collector map.

9. Configure rule-based Second Level map with the virtual port and the tool port connected to the out-of-
band tool as Source and Destination respectively for masking data based on pattern matching as
illustrated below to the nonvolatile memory.

Configuration Tasks

65



Inline SSL Deployment Guide for GigaVUE-0S 5.4

a. Go to the device navigation pane: Traffic > Maps.
b. Click New from the Maps menu.

c. Enter the details as illustrated below and click OK.

Edit Map: mask-pii

GigaSMART Oerations (650°) | mask_datalGSG2)

¥ Map fes

Figure 71 Configure rule-based second level map for applying APF GigaSMART operation (GSOP) .

NoTE: Click Floppy-Disk icon in the top right-hand corner to save the device configuration to
the nonvolatile memory.
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Verification Tasks

Verifying Port Status

To verify port status:

1. Go to the device navigation pane: Traffic > Ports > All Ports.
2. Filter in the ports under consideration.

3. All ports should be Enabled and their Link Status must be Up.

& cigavuem

Figure 72 Viewing Ports status

Verifying Inline Network Status

To verify Inline Network status:

1. Go to the device navigation pane: Traffic > Inline Bypass > Inline Networks.

2. Inline network links should have Forwarding State as “Normal’, Physical Bypass as “Disabled” and
Traffic Path as “To Inline Tool".

(&) GigaVUE-FI

Inline Netwarks

comment Link Fropagation

rocecte

Figure 73 Viewing Inline Network status
3. Inline tool status:
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a. Go to the device navigation pane: Traffic > Inline Bypass > Inline Tools.
b. Select Inline Tools and verify that the inline tool has the following status:

¢ Inline Tool Health Status: Green
¢ Inline Tool Status: Enabled
¢ Combined Heartbeat Status: Up

e Heartbeat Profile Status: Green

NOTE: Health Status depends on the member link status. If the Health Status is Red, the
Tool Tip displays the reason when the user scrolls the mouse over the legend.

Inline Tools

Combmesd Heartheat Stahus Hrartticat Profic

Tool Bypess up & default

Health Status Tt e 1 “Health Status

Figure 74  Viewing Inline Tool status

Verifying Map Status

To verify map status:
1. Go to the device navigation pane: Traffic > Maps
2. Inthe Maps tab, verify that the Health Status of all the maps is Green.

NOTE: Health Status depends on the associated ports’ (from and to ports) link status. If the
Health Status is Red, the Tool Tip displays the reason when user scrolls the mouse over the
legend.

@ GigaVUE-FM

Actess Leves

1 1 defaultirine_net_ [{E impsrvatol admin

defalt

-HTTP_IN_1_1_ defauiinine_net_ [ w50 admin

mspect_SSLIN111

" Health Status

Figure 75  Viewing Maps status
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Verifying Port Statistics

To verify port statistics:

1. Go to the device navigation pane: Traffic > Ports > Filter.

2. Filter in inline network, inline tool, tool and/or hybrid ports (if any), and verify that the ports are
receiving traffic.

& GigaVUE-FM
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Enate isanied
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Figure 76  Viewing Ports statistics

Verifying Map Statistics

To verify map statistics:
1. Verify stats reported from the device navigation pane: Traffic > Maps > Maps > Statistics.

NoTE: Statistics are not reported for second level inline-SSL map since they have no
rules defined.

& GigaVUE FM

Statistics

A Map alias Tiotal Counters Rules

e N1 11 By

parse HITP IN 11

ers, 9.97M Dyles 1

Total Items : 3

Figure 77  Viewing Map statistics

2. Click on a map to check its trending statistics.
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Figure 78  Viewing statistics for Classic Inline Map

Verifying GigaSMART Group Statistics

To verify GigaSMART group statistics:

1. Verify stats reported under the device navigation pane: Traffic > GigaSMART > GigaSMART
Groups > Statistics.

Cleor  upiaad

G5 Graup Alas Pt Packess T Packets R OaEs T Octets Packer Drops Packecs Recaned ETors Hearmeal stats of 2par Heartbeat Rx Packets Hearteat T Packers
@362 [ o o o 0 ] up 179076 79076
G565 3725z sz s3rE2Em 2529036714 0 0 up e

Figure 79  Viewing GigaSMART Group statistics

2. Click the GigaSMART Group Alias name to view the historical statistics.

Statistics

T Octets

G5 Graup Alas Pt Packess T Packets xS

@362 [ o

GG 3725279 305226 Z537ERAET] 2529036714

Figure 80  Viewing historical statistics of GigaSMART Group
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Verifying GigaSMART Operation Statistics

To verify GigaSMART operations statistics:

1. Verify stats reported under the device navigation pane: Traffic > GigaSMART > GigaSMART
Operations (GSOP) > Statistics.

2. Click the GigaSMART Operation alias name to view the historical statistics.

GIoP Al GSGroup Allss Mag Allas RxPackers  TwPackes  RoOmes  TeOomes  PackerDrops Padket Drogs Nonit Packets Tenminazed Fackers Parse Ermors G5 Operations

outissl 5565 Inspect SELIN_1.11 M 3T5M 2576 2366 o o o ] Iniing 58t

Figure 81 Viewing GigaSMART QOperation statistics
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Figure 82  Viewing historical statistics of GigaSMART Group
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Verifying Inline SSL Session Statistics

To verify Inline SSL session statistics:

1. Verify stats reported under the device navigation pane: Traffic > GigaSMART > Inline SSL >
Statistics.

Inline 551 Session Statistics
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Figure 83

2. Click Show Details to view more details.
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Viewing Inline SSL session summary

Inline SSL Session Statistics

v Summary

GIgASMUAT G5 GIoup 551 Sessians (AdtiverTodal)
Decrypied  Non
Decrypred
o e 51 Semsin Su

~ Session Statistics

SrcPort DsPorc SM

Number Inerface Srcip DstiP

<7.adelthis com

Figure 84

2 s wvegoa)
3 sl S7.a0dmis.am

W (= wwve goagle com

] et

5 Wil cmadgrcom

I i5ee1 WAWAMELOTE

ki el pozl advarmsing com
# sl webarama fr
#10 el

1 001 9276813  216.55.194.205

#12 1se] 9216813 041627235 51560 413 m.addthisedze.com

glegmanagercom o)

ol

L |
|

Session Details - 1/5/e1

Cauncer Name

Saurcs IF

Bestination IF

Source Port

Destination Part

(Y ¢ & BEm e

Watwork Servar

1921

624

51554

Prosecel 5L cutbourd
TCP State  MaEST NLAEST TalHIT ThrihaT
Decryption MO
Error HOLERA
SSLState  SS1_HVPASS
€25 5eaeus EST
s2csms £
Tool Staus  TOCL_BYFASS
Policy Verdice  NOLDECHYFT
Palicy Mateh Fieiss  DOMAIN
URL Catogary
URL Filcer Resulc
Interfece Peir Ho/Tih

Viewing Inline SSL session detail statistics

Verification Tasks

72



Inline SSL Deployment Guide for GigaVUE-0S 5.4

Troubleshooting Guide

Generic Troubleshooting Steps

In the event of encountering any issues, it is recommended to bypass traffic at various levels
in the Gigamon device (see below), and isolate the issue b/w the Gigamon device and the
inline tools.

1. Bypass traffic at the inline SSL policy level by enabling decrypt tool-bypass, no-decrypt tool-bypass or
non-ssl-tcp tool-bypass as required.

2. Bypass traffic at the GigaSMART® module by setting inline network(s) traffic-path to bypass.
3. Bypass the Gigamon device by enabling Physical Bypass on inline network(s).

If the issue were to be found with the Gigamon device, it is recommended to

1. Collect the Controller Card logs (optional; required for any chassis/module related issues).
2. Collect the GigaSMART® module logs by executing the following commands

a. file gs-fetch port <GigaSMART engine interface> file /var/log/messages

b. file debug-dump upload messages fftp://<ipAddress>/messages
3. Collect CLI response for the following

a. show diag detail

b. show apps inline-ssl session any

c. show apps inline-ssl stats detail

In addition to the above information, collect information about

1. Type of client (Desktop or Handheld device)

2. Version of the operating system and the browser used by clients

3. Screen captures of issues encountered at clients (including pcaps if necessary)
4. Type of application (browser hosted or app based)

5. Logs/reports/pcaps from application monitoring tools (required for analyzing response times) and
other inline tools deployed for inspection

How To...

How to verify certificate chain

Verify Authority Key Identifier (AKI) and Subject Key Identifier (SKI) extensions in the given
certificates as described below.

If a server certificate has two intermediate CAs, do the following:

Troubleshooting Guide 73



Inline SSL Deployment Guide for GigaVUE-0S 5.4

1. AKIlin a server certificate must match SKI in its issuer (that is first intermediate CA) certificate.
2. AKlin the first intermediate CA certificate must match SKIl in the second intermediate CA certificate.

3. AKIlin the second intermediate CA certificate must match SKI in the root CA certificate.

How to verify a server certificate that is installed on the Gigamon device

Verify that the Thumbprint (or Fingerprint) Property of the actual certificate matches with the
certificate installed on the Gigamon device.

How to find that private key and certificate match

Use the following openssl commands to verify the md5 hash of the keypairs.

openssl x509 -noout -modulus -in certificate.crt | openssl md5
openssl rsa -noout -modulus -in privateKey.key | openssl md5

How to extract keypairs from pfx to PEM format
Use the following commands to extract private key and certificate from a certificate in pfx
format.

openssl pkcsl2 -in yourcert.pfx -nocerts -out privatekey.pem -nodes
openssl pkcsl2 -in yourcert.pfx -nokeys -out publiccert.pem -nodes

How to remove passphrase from a RSA private key

Use the following openssl command to remove passphrase from a key (ex. prv_key.key).
openssl rsa -in prv_key.key -out new key.key

Open the new_key.key using the following command; openssl must not prompt for entering
the passphrase.

openssl rsa -text -in new key.key

How to flag Unknown CA or Invalid and Expired certificates while decrypting outbound SSL
sessions

By default, the Primary Signing CA certificate will be used for re-signing all certificates. As a
result, when a client browser is updated with the Primary Signing CA certificate, it shall not

flag invalid or expired certificates, or certificates issued by an unknown CA. To re-sign such
certificates with a different certificate, configure the Secondary Signing CA on the Gigamon
device. It is not recommended to install Secondary Signing CA certificate in client browsers
to enable them to flag such certificates.

How to change the SSL State from Bypass:no_config to Decrypting for outbound SSL sessions

SSL State for outbound SSL sessions is reported as Bypass:no config when either the
Primary Signing CA is not Configured or when the Keychain Password is locked. The
Keychain Password is not stored on the Gigamon device. If the node reboots, the Keychain
Password must be entered to unlock SSL functionality on the device.
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How to ensure that outbound inline SSL sessions are decrypted with Certificate Revocation
Check enabled

When certificate revocation check is enabled, the GigaSMART® module must have access
to the Internet to verify certificates. By default, outbound SSL sessions will be decrypted if
the certificate revocation check status is unknown.

Open the Quick View window for the GigaSMART engine interface from the device Navigation Pane >
Ports. Verify that the IP address is assigned to the GigaSMART engine interface. Ping the default
gateway to make sure that the connectivity exists.

@& GigaVUE-FIV

Port: 1/5/e1

Hardware Address 001230180017
ifrad By : None 1P Address 101153430
Metmask 256 265 22800
Gaceway 1111538
ONSIP 1010120
MU 1500

DHCP  Enatiec
~ Ping Test
2z 1P Address /Host  10.115.85.1 Ping | Clear
a

Ping Results

GigaSMART engine interface Quick View window

How to verify if SSL sessions are bypassed because of performance or resource constraints

SSL sessions will be bypassed if performance limits are exceeded for Connections per
Second or Concurrent sessions. Memory resource constraints may also force SSL sessions
to be bypassed. Check with your Sales Engineer for the performance metrics. To find
whether SSL sessions are bypassed because of the said issues, execute “show apps
inline-ssl stats resource” hidden CLI command and check whether Overload No-

decrypt condition is enabled. An excerpt of the CLI resonse is provided below for reference.

The Gigamon device will automatically disable Overload No-decrypt as and when the
performance falls back to the supported range or when the memory resource constraints are
resolved.

HC2-Inline-SSL (config) # show apps inline-ssl stats resource

Overload No-decrypt = Disabled

Concurrent connections = 0 (max:0)
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TCP Proxy CPS = 0/26/10/2000 (ls/max/10ms
burst/limit)

CPU usage = %/0 % (ls/5s)

Num SSL flow bypassed

| -— Max CPS reached

| -— Max conn reached

| -— FPA pool exhausted

| -— Heap exhausted

Il
o o o o o o o

| -— Max CPU reached

How to verify if the GigaSMART module has crashed

Execute “show apps inline-ssl stats crashinfo” hidden CLI command to check
whether the GigaSMART module has crashed.

ISSL Monitor mode

ISSL Monitor mode is enabled from the inline-ssl app global settings. After the inline ssl
configuration, if monitor mode is enabled, the inline ssl app does not the terminate the
session. Instead monitor app collects the info and forwards the packets. The packets are
forwarded to the tool or network port depending on non-ssl-tcp tool bypass configuration. For
any Monitor mode enable/disable should be done seamlessly without any other configuration
changes.

For the packets coming from the network port, the monitor app collects packet flow info. In
the first version, monitor app collects the following information:
Monitor Summary:

e Total Incomplete TCP handshake: Have not seen all the TCP handshake messages,
but the data packets are seen

o Total TCP established sessions: All handshake packets seen (SYN/SYN-ACK/ACK)
e Total Sessions with multiple vlan ids:

e All the outer VLAN IDs used in the network

e Allinner VLAN IDs used in the network

o All the network interfaces the traffic is seen

e Duplication SYN counters

e Duplicate SYNACKs

e Totals SYN/SYNACK

Per session info
e The <srcip, src port, dst ip dst port>
e Session state (SYN/ SYNACK/ EST)
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e VLAN ID used in the session

e Network interface used in this session

Cases analyzed by the iSSL functionality:

o Asymmetrical Routing: This process identifies and analyzes when a session has
packets coming from multiple inline network pairs or if the GigaSMART engine
cannot capture all the TCP and handshake messages.

o Duplicate SYN Counter: This process provides a count of duplicate SYN events
found in the monitored traffic. A duplicate SYN event is when more than one TCP
SYN packet is received before the SYN ACK packet is received in a given TCP
session.

¢ In addition to the above, the following information can also be identified: max CPS of
the traffic, current CPS, total number of sessions, total encrypted traffic, IP fragments
(Ipfrags).

To enable ISSL monitor mode via GigaVUE-FM, Navigation plane > Navigate to
GigaSMART - Inline Bypass - Global Defaults > check the checkbox on “Enable
SSL session monitor”.

@) GigaVUE-FM

Inline 351 Defaults
]
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Mote: 351 Sessions Resumprion enly Tor debugging purpese as this will affect performance
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Inline SSL Session Monitor
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How to verify configurations in the CLI

Execute the following CLlIs for verifying the configurations:

show inline-network

NoTE: Physical Bypass should be disabled, Traffic Path should be to-inline-tool and
Forwarding Status should be Normal.

show inline-network-group

show inline-tool

NOTE: Inline-Tool Enable should be true, Shared Mode should be true (if set), Operational
State should be up, Tool A/B Status should be up, Heart-Beat Enable should be true and
Heart-Beat Status should be up.

show inline-tool-group

NOTE: Enable should be true.

show port params port-list <>

NoTE: Admin should be enabled, Link status should be up and Duplex should be full.
show map all

show gsgroup all

show vport all

NOTE: Status should be up.

show gigasmart engine details [optional for inbound]

NOTE: Status should be up and up IP addresses should be assigned.

show gigasmart engine arp [optional for inbound]
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NOTE: IP Address should be assigned.
= show gsop alias <>
* show apps keystore all
" show apps inline-ssl trust-store all
NoTeE: Certificate chain of destination servers should be installed.
* show apps inline-ssl global

* show apps inline-ssl profile all

How to monitor statistics in the CLI
Execute the following CLIs for monitoring traffic:
= show port stats port-list <>
" show map stats all
"= show gsop stats all
= show gsgroup stats all
= show vport stats all
= show gigasmart engine stats [optional]
* show apps inline-ssl session summary
®= show apps inline-ssl session any

NOTE: Protocol should be TLS/SSL, Decryption should be YES, Error should be NO_ERR,
SSL State should be Decrypting.

®* show apps inline-ssl session match hostname <>

® show apps inline-ssl stats detail

Monitor Mode statistics in CLI
Use the following commands to display monitor mode statistics:
e show apps inline-ssl monitor summary

e show apps inline-ssl monitor session any

show apps inline-ssl monitor session match ipv4d-src <src ip>
|ipv4d-dst <dst ip> | lé4port-src <sport> | ldport-dst <dport>
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See Inside Your Network™
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#i
## Apps SSL configuration
#i
apps inline-ssl caching persistence disable
apps inline-ssl profile alias issl-in-out-profile
certificate expired drop
certificate invalid drop
certificate revocation crl disable
certificate revocation ocsp disable
certificate self-signed decrypt
certificate unknown-ca decrypt
decrypt tcp inactive-timeout 5
decrypt tcp portmap default-out-port 55555
decrypt tcp portmap override-port 55555
decrypt tool-bypass disable
default-action decrypt
ha active-standby disable
keymap add server 192.168.200.246 key s2.example2.com
keymap add server 192.168.200.247 key s3.example.com
keymap add server 192.168.200.249 key s7.example.com
no-decrypt tool-bypass disable
non-ssl-tcp tool-bypass disable
rule add category financial _services no-decrypt
rule add category health_and_medicine no-decrypt
rule add category individual stock advice and tools no-decrypt
rule add category legal no-decrypt
starttls add 14port 8080
url-cache miss action no-decrypt
exit
apps inline-ssl signing rsa for primary key root _ca

#i

## Gsgroup configurations

#i

gsgroup alias gsg2 port-list 1/2/el

#i

## Gs params configurations

#i

gsparams gsgroup gsg2
cpu utilization type total rising 80
dedup-action drop
dedup-ip-tclass include
dedup-ip-tos include
dedup-tcp-seq include
dedup-timer 50000
dedup-vlan ignore
eng-watchdog-timer 60
erspan3-timestamp format none
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flow-mask disable

flow-sampling-rate 5
flow-sampling-timeout 1
flow-sampling-type device-ip
generic-session-timeout 5
gtp-control-sample enable

gtp-flow timeout 48

gtp-persistence disable
gtp-persistence file-age-timeout 30
gtp-persistence interval 10
gtp-persistence restart-age-time 30
ip-frag forward enable

ip-frag frag-timeout 10

ip-frag head-session-timeout 30

Ib failover disable

Ib failover-thres It-bw 80

Ib failover-thres Ilt-pkt-rate 1000

Ib replicate-gtp-c disable

Ib use-link-spd-wt disable

resource buffer-asf disable

resource cpu overload-threshold 90
resource hsm-ssl buffer disable
resource hsm-ssl packet-buffer 1000
resource packet-buffer overload-threshold 80
resource xpkt-pmatch num-flows 0O
sip-media timeout 30

sip-session timeout 30
sip-tcp-idle-timeout 20

ssl-decrypt decrypt-fail-action drop
ssl-decrypt enable

ssl-decrypt hsm-pkcsll dynamic-object enable
ssl-decrypt hsm-pkcsll load-sharing enable
ssl-decrypt hsm-timeout 1000
ssl-decrypt key-cache-timeout 10800
ssl-decrypt non-ssl-traffic drop
ssl-decrypt pending-session-timeout 60
ssl-decrypt session-timeout 300
ssl-decrypt tcp-syn-timeout 20
ssl-decrypt ticket-cache-timeout 10800
tunnel-arp-timeout 600
tunnel-health-check action pass

tunnel-health-check
tunnel-health-check
tunnel-health-check
tunnel-health-check
tunnel-health-check
tunnel-health-check
tunnel-health-check
tunnel-health-check

disable

dstport 54321
interval 600
protocol icmp
rcvport 54321
retries 5
roundtriptime 1
srcport 54321
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tunnel-ndp-timeout 600
xpkt-pmatch disable
exit

#i

## Gsop configurations

#i

gsop alias Gsop ISSL inline-ssl issl-in-out-profile port-list gsg2

#i

## Vport configurations

#i

vport alias VP2 gsgroup gsg2

vport alias VP2 failover-action vport-bypass

#it
## Negative Heartbeat profile configurations
#it
nhb-profile alias Nhb
custom-packet NHB 1.1 2.1 8100 V4000.pcap
period 300
recovery-time 10
exit

#i

## Inline-network configurations

#i

inline-network alias default_inline net 1 1 1
pair net-a 1/1/x17 and net-b 1/1/x18
physical-bypass enable
traffic-path bypass
exit
inline-network alias default_inline net 1 1 2
pair net-a 1/1/x19 and net-b 1/1/x20
physical-bypass enable
traffic-path bypass
exit

inline-network alias default_inline_ net 1 1 3
pair net-a 1/1/x21 and net-b 1/1/x22
no Ifp enable
physical-bypass disable
traffic-path to-inline-tool
exit

inline-network alias default_inline net 1 1 4
pair net-a 1/1/x23 and net-b 1/1/x24
no Ifp enable
physical-bypass disable
traffic-path to-inline-tool
exit
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inline-network alias default_inline net 1 3 1
pair net-a 1/3/x17 and net-b 1/3/x18
physical-bypass disable
traffic-path to-inline-tool
exit
inline-network alias default_inline_net 1 3 2
pair net-a 1/3/x19 and net-b 1/3/x20
physical-bypass enable
traffic-path bypass
exit
inline-network alias default_inline_net 1 3 3
pair net-a 1/3/x21 and net-b 1/3/x22
no Ifp enable
physical-bypass enable
traffic-path to-inline-tool
exit
inline-network alias default_inline_net 1 3 4
pair net-a 1/3/x23 and net-b 1/3/x24
no Ifp enable
physical-bypass enable
traffic-path to-inline-tool
exit
inline-network alias flex-inline
pair net-a 1/4/x1 and net-b 1/4/x2
physical-bypass disable
traffic-path bypass

exit
#i
## Inline-network-group configurations
#i

inline-network-group alias ING-Core
network-list default_inline_net 1 3 3,default _inline net 1 3 4
exit

inline-network-group alias ING_Access
network-list default_inline_net 1 1 3,default _inline net 1 1 4
exit

#i
## Inline-tool configurations
#i
i
inline-tool alias IMPERVA
pair tool-a 1/2/x7 and tool-b 1/2/x8
enable
heart-beat
exit
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#i
## Timestamp configuration
#i
timestamp time-source ntp

#i

## Gigasmart configurations

#i

gigasmart engine 1/2/el interface dhcp

#it
## Traffic map connection configurations
#it
map alias ISSL_F1
roles replace admin to owner_roles
rule add pass vlan 100
to VP2
from ING_Access
exit
map alias ISSL_DECRYPT
roles replace admin to owner_roles
use gsop Gsop_ ISSL
to IMPERVA
from VP2
exit
map alias SSL_OOB
roles replace admin to owner_roles
use gsop Gsop_ ISSL
to 1/2/x5
from VP2
exit
map-scollector alias SCOL
roles replace admin to owner_roles
from ING_Access
collector bypass
exit

#

#i

## E-mail configuration

#i

# email auth password ********

# email autosupport auth password ***x*x*x**x*
email notify event caviumcputemp

email notify event cpu-util-high

email notify event cpu-util-ok

email notify event cputemp
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email notify event gspacketdrop
email notify event interface-down
email notify event interface-up
email notify event linkspeedstatuschange
email notify event liveness-failure
email notify event memusage-high
email notify event memusage-ok
email notify event modulechange
email notify event process-crash
email notify event process-exit
email notify event switchcputemp
email notify event systemreset
email notify event watchdogreset
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#i

## Gigastream hash configurations

#i

gigastream advanced-hash slot 1/ccl default

#i
## Apps SSL configuration
#i
apps inline-ssl caching persistence disable
apps inline-ssl profile alias issl-in-out-profile
certificate expired drop
certificate invalid drop
certificate revocation crl disable
certificate revocation ocsp disable
certificate self-signed decrypt
certificate unknown-ca decrypt
decrypt tcp inactive-timeout 5
decrypt tcp portmap default-out-port 55555
decrypt tcp portmap override-port 55555
decrypt tool-bypass disable
default-action decrypt
ha active-standby disable
keymap add server 192.168.200.246 key s2.example2.com
keymap add server 192.168.200.247 key s3.example.com
network-group multiple-entry disable
no-decrypt tool-bypass disable
non-ssl-tcp tool-bypass disable
rule add category financial _services no-decrypt
rule add category health_and_medicine no-decrypt
rule add category individual stock advice and tools no-decrypt
rule add category legal no-decrypt
starttls add 14port 8080
url-cache miss action no-decrypt
exit
apps inline-ssl signing rsa for primary key Fortigate Prim

#i

## Gsgroup configurations

#i

gsgroup alias gsg2 port-list 1/2/el
gsgroup alias gsgrp_APF port-list 1/4/el

#i

## Gs params configurations

#i

gsparams gsgroup gsg2
cpu utilization type total rising 80
dedup-action drop
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dedup-ip-tclass include

dedup-ip-tos include

dedup-tcp-seq include

dedup-timer 50000

dedup-vlan ignore

eng-watchdog-timer 60

erspan3-timestamp format none

flow-mask disable

flow-sampling-rate 5

flow-sampling-timeout 1

flow-sampling-type device-ip

generic-session-timeout 5

gtp-control-sample enable

gtp-flow timeout 48

gtp-persistence disable

gtp-persistence file-age-timeout 30

gtp-persistence interval 10

gtp-persistence restart-age-time 30

ip-frag forward enable

ip-frag frag-timeout 10

ip-frag head-session-timeout 30

Ib failover disable

Ib failover-thres It-bw 80

Ib failover-thres Ilt-pkt-rate 1000

Ib replicate-gtp-c disable

Ib use-link-spd-wt disable

resource buffer-asf disable

resource cpu overload-threshold 90

resource hsm-ssl buffer disable

resource hsm-ssl packet-buffer 1000

resource packet-buffer overload-threshold 80

resource xpkt-pmatch num-flows 0O

sip-media timeout 30

sip-session timeout 30

sip-tcp-idle-timeout 20

ssl-decrypt decrypt-fail-action drop

ssl-decrypt enable

ssl-decrypt hsm-pkcsll dynamic-object enable

ssl-decrypt hsm-pkcsll load-sharing enable

ssl-decrypt hsm-timeout 1000

ssl-decrypt key-cache-timeout 10800

ssl-decrypt non-ssl-traffic drop

ssl-decrypt pending-session-timeout 60

ssl-decrypt session-timeout 300

ssl-decrypt tcp-syn-timeout 20

ssl-decrypt ticket-cache-timeout 10800

tunnel-arp-timeout 600

tunnel-health-check action pass
‘[7mlines 302-344 -[27m-[K
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‘[K tunnel-health-check disable
tunnel-health-check dstport 54321
tunnel-health-check interval 600
tunnel-health-check protocol icmp
tunnel-health-check rcvport 54321
tunnel-health-check retries 5
tunnel-health-check roundtriptime 1
tunnel-health-check srcport 54321
tunnel-ndp-timeout 600
xpkt-pmatch disable
exit

#i

## Gsop configurations

#i

gsop alias Gsop ISSL inline-ssl issl-in-out-profile port-list gsg2

#i

## Vport configurations

#i

vport alias VP2 gsgroup gsg2

vport alias VP2 failover-action vport-bypass

#it
‘[7mlines 388-430 -[27m-[K
[K## Negative Heartbeat profile configurations
#it
nhb-profile alias Nhb
custom-packet NHB 1.1 2.1 8100 V4000.pcap
period 300
recovery-time 10
exit

#i

## Inline-network configurations

#i

inline-network alias default_inline net 1 1 1
pair net-a 1/1/x17 and net-b 1/1/x18
physical-bypass enable
traffic-path bypass
exit

inline-network alias default_inline net 1 1 2
pair net-a 1/1/x19 and net-b 1/1/x20
physical-bypass enable
traffic-path bypass
exit

inline-network alias default_inline_ net 1 1 3
pair net-a 1/1/x21 and net-b 1/1/x22
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no Ifp enable
physical-bypass disable
traffic-path to-inline-tool
exit
inline-network alias default_inline net 1 1 4
pair net-a 1/1/x23 and net-b 1/1/x24
no Ifp enable
physical-bypass disable
traffic-path to-inline-tool
exit
inline-network alias default_inline net 1 3 1
pair net-a 1/3/x17 and net-b 1/3/x18
physical-bypass disable
traffic-path bypass
exit
inline-network alias default_inline _net 1 3 2
pair net-a 1/3/x19 and net-b 1/3/x20
physical-bypass enable
traffic-path bypass
exit
‘[7mlines 431-473 -[27m-[K
([Kinline-network alias default_inline_net 1 3 3
pair net-a 1/3/x21 and net-b 1/3/x22
no Ifp enable
physical-bypass enable
traffic-path to-inline-tool
exit
inline-network alias default_inline_net 1 3 4
pair net-a 1/3/x23 and net-b 1/3/x24
no Ifp enable
physical-bypass enable
traffic-path to-inline-tool
exit
inline-network alias flex-inline
pair net-a 1/4/x1 and net-b 1/4/x2
physical-bypass disable
traffic-path bypass

exit
#i
## Inline-network-group configurations
#i

inline-network-group alias ING-Access
network-list default_inline_net 1 1 3,default _inline net 1 1 4
exit

inline-network-group alias ING-Core
network-list default_inline_net 1 3 3,default _inline net 1 3 4
exit
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#i
## Inline-tool configurations
#i
inline-tool alias APF
pair tool-a 1/1/x1 and tool-b 1/1/x2
enable
shared true
exit
inline-tool alias Cisco ASAl
pair tool-a 1/2/x1 and tool-b 1/2/x2
enable
nhb-profile Nhb
exit
inline-tool alias Fire-Eyel
pair tool-a 1/1/x5 and tool-b 1/1/x6
‘[7mlines 474-516 -[27m-[K
‘[K enable
heart-beat
exit
inline-tool alias Fire-eye2
pair tool-a 1/4/x4 and tool-b 1/4/x5
enable
exit
inline-tool alias IMP
pair tool-a 1/2/x7 and tool-b 1/2/x8
enable

heart-beat
shared true
exit

inline-tool alias Serial_Tool
pair tool-a 1/1/x7 and tool-b 1/1/x8
enable
shared true
exit
inline-tool alias Splunk_tool
pair tool-a 1/3/x1 and tool-b 1/3/x2
enable
shared true

exit
#i
## Inline-tool-group configurations
#i

inline-tool-group alias IT-Group
tool-list Fire-Eyel,Fire-eye2
enable
exit

H#H
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## Timestamp configuration
#i
timestamp time-source ntp

#i

## Gigasmart configurations

#i

gigasmart engine 1/2/el interface dhcp

## Traffic map connection configurations
#it
map alias Traffic_to GS
roles replace admin to owner_roles
rule add pass protocol tcp vlan 100
to VP2
from ING-Access
exit
map alias Classic-inline-map
type inline byRule
roles replace admin to owner_roles
rule add pass protocol tcp
to Serial _Tool
from ING-Access
exit
map alias Gs_To_Inline_Ser
roles replace admin to owner_roles
use gsop Gsop_ ISSL
to Serial _Tool
from VP2
exit
map-scollector alias Classic_collector
roles replace admin to owner_roles
from ING-Access
collector bypass
exit

#i

## E-mail configuration

#i

email notify event cpu-util-high
email notify event cpu-util-ok
email notify event cputemp

email notify event gspacketdrop
email notify event interface-down
email notify event interface-up
email notify event linkspeedstatuschange
email notify event liveness-failure
email notify event memusage-high
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email
email
email
email
email
email

notify
notify
notify
notify
notify
notify
notify

event
event
event
event
event
event
event

memusage-ok
modulechange
process-crash
process-exit
switchcputemp
systemreset
watchdogreset
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## Gigastream hash configurations

H#H

gigastream advanced-hash slot 1/ccl default

H#H

## Apps SSL configuration

H#H

apps inline-ssl caching persistence disable
apps inline-ssl profile alias issl-in-out-profile
certificate expired drop
certificate invalid drop
certificate revocation crl disable
certificate revocation ocsp disable
certificate self-signed decrypt
certificate unknown-ca decrypt
decrypt tcp inactive-timeout 5
decrypt tcp portmap default-out-port 55555
decrypt tcp portmap override-port 55555
decrypt tool-bypass disable
default-action decrypt
ha active-standby

keymap add
keymap add
keymap add
keymap add
keymap add
keymap add

server
server
server
server
server
server

disable

192.168.200.246 key s2.example2.com
192.168.200.247 key s3.example.com
192.168.200.249 key s7.example.com
s4._example.com key s4.example.com
sb.example.com key s5.example.com
s6.example.com key s6.example.com

network-group multiple-entry disable
no-decrypt tool-bypass disable

non-ssl-tcp tool-bypass disable

category
category
category
category

rule add
rule add
rule add
rule add
rule add
rule add
rule add
rule add
rule add
rule add
rule add
rule add
starttls

exit

ipv4
ipv4
ipv4
ipv4
ipv4
ipv4
ipv4
ipv4

dst
dst
dst
dst
dst
dst
dst
dst

financial _services no-decrypt
health_and medicine no-decrypt

individual _stock_advice_and_tools no-

legal no-decrypt

192.168.200.246 mask 255.255.255.255
192.168.200.247 mask 255.255.255.255
192.168.200.248 mask 255.255.255.255
192.168.200.249 mask 255.255.255.255
192.168.200.251 mask 255.255.255.255
192.168.200.252 mask 255.255.255.255
192.168.200.253 mask 255.255.255.255
192.168.200.254 mask 255.255.255.255

add 14port 8080
url-cache miss action no-decrypt

decrypt

decrypt
decrypt
decrypt
decrypt
decrypt
decrypt
decrypt
decrypt

apps inline-ssl signing rsa for primary key Fortigate Prim
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## Gsgroup configurations
#i
gsgroup alias gsg2 port-list 1/2/el

#i

## Gs params configurations

#i

gsparams gsgroup gsg2
cpu utilization type total rising 80
dedup-action drop
dedup-ip-tclass include
dedup-ip-tos include
dedup-tcp-seq include
dedup-timer 50000
dedup-vlan ignore
eng-watchdog-timer 60
erspan3-timestamp format none
flow-mask disable
flow-sampling-rate 5
flow-sampling-timeout 1
flow-sampling-type device-ip
generic-session-timeout 5
gtp-control-sample enable
gtp-flow timeout 48
gtp-persistence disable
gtp-persistence file-age-timeout 30
gtp-persistence interval 10
gtp-persistence restart-age-time 30
ip-frag forward enable
ip-frag frag-timeout 10
ip-frag head-session-timeout 30
Ib failover disable
Ib failover-thres It-bw 80

failover-thres It-pkt-rate 1000
Ib replicate-gtp-c disable
Ib use-link-spd-wt disable
resource buffer-asf disable
resource cpu overload-threshold 90
resource hsm-ssl buffer disable
resource hsm-ssl packet-buffer 1000
resource packet-buffer overload-threshold 80
resource xpkt-pmatch num-flows 0
sip-media timeout 30
sip-session timeout 30
sip-tcp-idle-timeout 20
ssl-decrypt decrypt-fail-action drop
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ssl-decrypt enable
ssl-decrypt hsm-pkcsll dynamic-object enable
ssl-decrypt hsm-pkcsll load-sharing enable
ssl-decrypt hsm-timeout 1000
ssl-decrypt key-cache-timeout 10800
ssl-decrypt non-ssl-traffic drop
ssl-decrypt pending-session-timeout 60
ssl-decrypt session-timeout 300
ssl-decrypt tcp-syn-timeout 20
ssl-decrypt ticket-cache-timeout 10800
tunnel-arp-timeout 600
tunnel-health-check action pass
tunnel-health-check disable
tunnel-health-check dstport 54321
tunnel-health-check interval 600
tunnel-health-check protocol icmp
tunnel-health-check rcvport 54321
tunnel-health-check retries 5
tunnel-health-check roundtriptime 1
tunnel-health-check srcport 54321
tunnel-ndp-timeout 600
xpkt-pmatch disable
exit

#i

## Gsop configurations

#i

gsop alias Gsop ISSL inline-ssl issl-in-out-profile port-list gsg2

#i

## Vport configurations

#i

vport alias VP2 gsgroup gsg2

vport alias VP2 failover-action vport-bypass

#it
## Negative Heartbeat profile configurations
#it
nhb-profile alias Nhb
custom-packet NHB 1.1 2.1 8100 V4000.pcap
period 300
recovery-time 10
exit

#i

## Inline-network configurations

#i

inline-network alias default_inline net 1 1 1
pair net-a 1/1/x17 and net-b 1/1/x18
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physical-bypass enable
traffic-path bypass
exit
inline-network alias default_inline net 1 1 2
pair net-a 1/1/x19 and net-b 1/1/x20
physical-bypass enable
traffic-path bypass
exit
inline-network alias default_inline_ net 1 1 3
pair net-a 1/1/x21 and net-b 1/1/x22
no Ifp enable
physical-bypass disable
traffic-path to-inline-tool
exit
‘[7mlines 421-455 -[27m-[K
([Kinline-network alias default_inline net 1 1 4
pair net-a 1/1/x23 and net-b 1/1/x24
no Ifp enable
physical-bypass disable
traffic-path to-inline-tool
exit
inline-network alias default_inline net 1 3 1
pair net-a 1/3/x17 and net-b 1/3/x18
physical-bypass disable
traffic-path to-inline-tool
exit
inline-network alias default_inline net 1 3 2
pair net-a 1/3/x19 and net-b 1/3/x20
physical-bypass enable
traffic-path bypass
exit
inline-network alias default_inline_net 1 3 3
pair net-a 1/3/x21 and net-b 1/3/x22
no Ifp enable
physical-bypass enable
traffic-path to-inline-tool
exit
inline-network alias default_inline_net 1 3 4
pair net-a 1/3/x23 and net-b 1/3/x24
no Ifp enable
physical-bypass enable
traffic-path to-inline-tool
exit
inline-network alias flex-inline
pair net-a 1/4/x1 and net-b 1/4/x2
physical-bypass disable
traffic-path bypass
exit
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#i
## Inline-network-group configurations
#i
inline-network-group alias ING-Access
network-list default_inline_net 1 1 3,default _inline net 1 1 4
exit
inline-network-group alias ING-Core
network-list default_inline_net 1 3 3,default _inline net 1 3 4
exit

#i
## Inline-tool configurations
#i

inline-tool alias IMPERVA
pair tool-a 1/2/x7 and tool-b 1/2/x8
enable
heart-beat

#i
## Timestamp configuration
#i
timestamp time-source ntp

#i

## Gigasmart configurations

#i

gigasmart engine 1/2/el interface dhcp

#i
## Traffic map connection configurations
### Traffic map connection configurations
#i
map alias Traffic_to GS
roles replace admin to owner_roles
rule add pass protocol tcp vlan 100
to VP2
from ING-Access
exit
map alias Classic-inline-map
type inline byRule
roles replace admin to owner_roles
rule add pass protocol tcp

to IMPERVA
from ING-Access
exit

map alias Gs_To _Inline Tool
roles replace admin to owner_roles
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use gsop Gsop_ ISSL
to IMPERVA
from VP2
exit
map-scollector alias Classic_collector
roles replace admin to owner_roles
from ING-Access
collector bypass
exit

#i

## E-mail configuration

#i

# email auth password ********

# email autosupport auth password ***x*x*x**x*
email notify event caviumcputemp
email notify event cpu-util-high
email notify event cpu-util-ok
email notify event cputemp

email notify event gspacketdrop
email notify event interface-down
email notify event interface-up
email notify event linkspeedstatuschange
email notify event liveness-failure
email notify event memusage-high
email notify event memusage-ok
email notify event modulechange
email notify event process-crash
email notify event process-exit
email notify event switchcputemp
email notify event systemreset
email notify event watchdogreset
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MIIEWTCCAO0GgAWIBAQIQKetX8TKXJEOIyJ1cvXRg8zANBgkghkiGOWOBAQSFADAS
MQswCQYDVQQGEwWJIJVUzEUMBIGA1IUECgwWLRXhhbXBsZSBJbmMxFzAVBgNVBAMMDkV4
YW1wbGUgU3VIIENBMB4XDTE4MDIYNJEWNDUzMIoXDTES5MDIyNjJEWNDUzMIlowVzEL
MAKGA1UEBhMCVVMxCzAJBgNVBAgMAKNBMRQWEQYDVQQKDAtFeGFtcGXIIEIuYzZEM
MAO0GALIUECWWDUIZEMRcwWFQYDVQQDDA5zMi5leGFtcGXILMNVbTCCASIwWDQY JKoZI
hvcNAQEBBQADggEPADCCAQo0CggEBALDbylldU/YJRNDtkgH2LrtC0i17MIlaXMq8fz
yzAltwonXtgKh2Q/ccMpk+1d8NY5V)pVIXS/wf2neSsbB+/TLQzISj/VkPP32R1b
r4q5]Y4UTnusyE880q9/XdI0OwWBjWM4P0QpUQY XxitrondjkSwLBxebnZ6FmwzSC2
zZMV8iIWKSBMEUfGTD6RbXEt80mwMywvqgDUgHZwWSzAzREJ6JQiylA3AQal3AhBCY
ODGIE8ZYdn6cTz3rGTu+T9Esg6S0jTiXULKjdJUiUedFZjoDEwpX1o8otFyjaEt]
On5QCEIhXn90BCWS5dusAVIEZIHMFRCgxg96gnfwKmyVVAfZDKrsCAWEAAaOCATow
99E2ZMH0GCCsGAQUFBWEBBG4wbDA2BggrBgEFBQcwA0Y qaHROCDovL2VALXN1Yilj

Y S5leGFtcGXILmNvbS9leC1zdWItY2EuY3JOMDIGCCsGAQUFBzABhiZodHRwOIi8v
b2NzcC5leC1zdWItY2EuZXhhbXBsZS5jb2060TA4AMTAIBgNVHSMEGDAW(gBQK/PJ1
oKImp9EmMUpSr7dxufAib7DAMBgNVHRMBAFSEAJAAMDsSGALUdHWQOMDIWMKAuU0CyG
KmhOdHAGLY91leC1zdWItY2EuZXhhbXBsZS5jb20vZXgtc3VILWNhLmMNybDAJBgNV
HSUEFjAUBggrBgEFBQCcDAgY IKwYBBQUHAWEWDgYDVROPAQH/BAQDAgWgMBOGA1Ud
DgQWBBSyBpgOuzGIAGZVbMD1UJhPkZFh/JANBgkghkiGOWOBAQSFAAOCAQEAL.ias
161ynLiilSHIBdh60B1B+zgzppbdnNH2zb34KliagpvbxJxyOdMylGAEOP2PEg4N

pmGDVY XV05GOpXVEW/mMN86VWYIgZYWson6aCNOOkuTjdvb3/6LYj8eFkyGpHAL6T
+kNBsPuWth3pEL2Ckpb6p2B21vpAibKPuJyXxWm9eh/OZ6BZ3BWGZhrmvB1R7pHX
Q8Ke9NPrTgllyp2aU50XX0O03ITmtQIX48na7loNj/Pxx/wMcW60Y O9kTDu3YHOst
eXTjInMKkyaNmnxxs3h07GWmY xdvQDpv/SnJfOTQhWd3cvDVfAwuua4ESRVVS51XG
7gngTem8UwiCayhQUA==

----- END CERTIFICATE-----

MIIEqDCCAS5CgAWIBAgIRAJed7p3Wm9aZ0F5QLfQIlof8BWDQY JKoZIhveNAQELBQAwW
PTELMAKGA1IUEBhMCVVMxFDASBgNVBAoOMCOV4YW1wbGUgSW5jMRgwFgYDVQQDDA9F
eGFtcGxIIFIvb3QgQOEWHhcNMTgwMjl2MDczMTESWhecNMTkwMjl2MDczMTESWjA8
MQswCQYDVQQGEwWJIJVUzEUMBIGA1IUECgwWLRXhhbXBsZSBJbmMxFzAVBgNVBAMMDkV4
YW1wbGUgU3VIIENBMIIBIJANBgkghkiGOWOBAQEFAAOCAQSAMIIBCgKCAQEALvtt
6S+iJeJIIWBG6FI3fyu9adbbajlF6BrfMMfTumYVdBgewAkeToKEowxnenz3J/qtx
MOugxDhLIXdyqOHYeNIlanMHP/+sIA8CiKwBxUiUNZgF7u+LWzbrWyMLmGEtbCJYC
rgdub05hvrl14RgT1DtKHLbN7CQXLCywDyT1T2NWprK|jTrj720ci66gDVEqWwdP2Q
fYgWCbCMKbBbJYmj7aqrWwOeO0LI8fwY GWF6XUxpbg/06fSMgHmMdoxsYzXulw2trRu
UrrpZAaqi+1Y/dRiZUNHelwiXynFf/ViTRibAfrjZXmmR05gqUwjiY40BO16GSh7
7MzycHTmudcs9QLIHQIDAQABO041BojCCAZAWFQYIKwWYBBQUHAQEECTBVMDgGCCsG
AQUFBzAChixodHRwOIi8vZXgtcm9vdC1jY S5leGFtcGxILmNvbS9leC1lyb290LWNh
LmNydDAzBggrBgEFBQcwWAYYnaHROcDovL29jc3AuZXgtcm9vdC1jY S5leGFtcGxl
LmNvbTo5MDgwMB8GA1UdIwQYMBaAFJqGrztjyd/m73ktPZUT6YzU8gKaMBIGA1Ud
EWEB/WQIMAYBAfSCAQAWPQYDVROfBDYWNDAyoDCgLoYsaHROcDovL2V4LXJvb3Qt
Y2EuZXhhbXBsZS5jb20vZXgtcm9vdC1jY S5jcmwwHQYDVROIBBYWFAYIKwYBBQUH
AwlGCCsGAQUFBWMBMA4GA1UdDWEB/WQEAwWIBBjBbBgNVHR4EVDBS0B4wDY ILZXhh
bXBsZS5jb20wDY ILZXhhbXBsZS5vcmehMDAKhwgAAAAAAAAAADAIhYAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAADAIBGNVHQAEFgQUCVYzydaCpZgfRIIKU
g+3cbnwim+wwDQY JKoZIhveNAQELBQADggEBAHWK298sCwVnTcJUYb80O/iob5bQ2
tiBxns92/9QxKUgU48j0BIOP/Ifs9djEhi2EIOKQ2F7KE4Fpsvt3X7otUpCjOI8N
cKzMv7CBHODLRFjgogD4rVg+4CfeSPfMwLYyU31x4i0Z0aj8f4S+gt8 AoJXI129rD5
czUEO040C8bxjVbdhBQgKKPCSaRz1eOuF6JYykWQ0galEDPhdY 3rmsRdbMkRx50R
hATToJSa6PZcvNe2GKpliuwhsldrhuY IjnUUxtwZV Tx+tbycwa8u002+gMwl/6Ei
47EbYRMtiegUUJhf8AQT1SxqBfwnQPO2rvtt68FlIoA4HOWs7eCwgZKIY0Gs=

----- END CERTIFICATE-----
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H
## Apps SSL configuration
H
apps inline-ssl caching persistence disable
apps inline-ssl profile alias Issl-profilel
certificate expired decrypt
certificate invalid decrypt
certificate revocation crl disable
certificate revocation ocsp disable
certificate self-signed decrypt
certificate unknown-ca decrypt
decrypt tcp inactive-timeout 5
decrypt tcp portmap default-out-port disable
decrypt tcp portmap override-port disable
decrypt tool-bypass disable
default-action decrypt
ha active-standby disable
no-decrypt tool-bypass disable
non-ssl-tcp tool-bypass disable
url-cache miss action no-decrypt
exit
apps inline-ssl signing rsa for primary key primary_mitm

#HH#

## Gsgroup configurations

#Hi#

gsgroup alias ISSL port-list 1/4/el

H

## Gs params configurations

H

gsparams gsgroup ISSL
cpu utilization type total rising 80
dedup-action drop
dedup-ip-tclass include
dedup-ip-tos include
dedup-tcp-seq include
dedup-timer 50000
dedup-vlan ignore
eng-watchdog-timer 60
erspan3-timestamp format none
flow-mask disable
flow-sampling-rate 5
flow-sampling-timeout 1
flow-sampling-type device-ip
generic-session-timeout 5
gtp-control-sample enable
gtp-flow timeout 48
gtp-persistence disable
gtp-persistence file-age-timeout 30
gtp-persistence interval 10
gtp-persistence restart-age-time 30
ip-frag forward enable





ip-frag frag-timeout 10

ip-frag head-session-timeout 30

Ib failover disable

Ib failover-thres It-bw 80

Ib failover-thres It-pkt-rate 1000

Ib replicate-gtp-c disable

Ib use-link-spd-wt enable

resource buffer-asf disable

resource cpu overload-threshold 90
resource packet-buffer overload-threshold 80
sip-media timeout 30

sip-session timeout 30
sip-tcp-idle-timeout 20

ssl-decrypt decrypt-fail-action drop
ssl-decrypt enable

ssl-decrypt key-cache-timeout 10800
ssl-decrypt non-ssl-traffic drop
ssl-decrypt pending-session-timeout 60
ssl-decrypt session-timeout 300
ssl-decrypt tcp-syn-timeout 20
ssl-decrypt ticket-cache-timeout 10800
tunnel-arp-timeout 600

exit

H

## Gsop configurations

H

gsop alias ISSL-GSOP inline-ssl Issl-profilel port-list ISSL

#Hi#

## Vport configurations

#HH#

vport alias vpl gsgroup ISSL

vport alias vpl failover-action network-port-forced-down

Ht

## Inline-network configurations

Ht

inline-network alias FireEye IN
pair net-a 1/4/x7 and net-b 1/4/x8
physical-bypass disable
traffic-path to-inline-tool
exit

inline-network alias Imperva_IN
pair net-a 1/4/x9 and net-b 1/4/x10
physical-bypass disable
traffic-path to-inline-tool
exit

inline-network alias NSU1
pair net-a 1/4/x13 and net-b 1/4/x14
physical-bypass disable
traffic-path to-inline-tool
exit

inline-network alias NSU2





pair net-a 1/4/x15 and net-b 1/4/x16
physical-bypass disable
traffic-path to-inline-tool
exit

inline-network alias default_inline_net 1 2 1
pair net-a 1/2/x17 and net-b 1/2/x18
physical-bypass enable
traffic-path bypass
exit

inline-network alias default_inline_net 1 2 2
pair net-a 1/2/x19 and net-b 1/2/x20
physical-bypass enable
traffic-path bypass
exit

inline-network alias default_inline_net 1 2 3
pair net-a 1/2/x21 and net-b 1/2/x22
physical-bypass enable
traffic-path bypass
exit

inline-network alias default_inline_net 1 2 4
pair net-a 1/2/x23 and net-b 1/2/x24
physical-bypass enable
traffic-path bypass
exit

H
## Inline-network-group configurations
Ht
inline-network-group alias ING1
network-list NSU1,NSU2
exit

#Hi#

## Inline-tool configurations

H

inline-tool alias FireEye IT
pair tool-a 1/4/x5 and tool-b 1/4/x6
enable
heart-beat
exit

inline-tool alias ISSL_IT
pair tool-a 1/4/x11 and tool-b 1/4/x12
enable
failover-action network-port-forced-down
exit

inline-tool alias Imperval
pair tool-a 1/4/x1 and tool-b 1/4/x2
enable
heart-beat
exit

inline-tool alias Imperva2
pair tool-a 1/4/x3 and tool-b 1/4/x4
enable
heart-beat





exit

H

## Inline-tool-group configurations

H

inline-tool-group alias Imperva_TG
tool-list Imperval,iImperva2
enable
exit

H
## Traffic map connection configurations
H
map alias AllTraffic_to_GS
roles replace admin to owner_roles
rule add pass macsrc 0000.0000.0000 0000.0000.0000
to vpl
from ING1
exit
map alias FireEye_ Traffic
type inline byRule
roles replace admin to owner_roles
rule add pass inner-vlan 600
rule add pass inner-vlan 700
to FireEye IT
from FireEye_IN
exit
map alias Imperva_Traffic
type inline byRule
roles replace admin to owner_roles
comment " *
rule add pass inner-vlan 500
rule add pass inner-vlan 600
to Imperva_TG
from Imperva_IN
exit
map alias InterceptedTraffic
roles replace admin to owner_roles
use gsop ISSL-GSOP
to ISSL_IT
from vpl
exit
map-scollector alias FireEye_Collector
roles replace admin to owner_roles
from FireEye_IN
collector bypass
exit
map-scollector alias Imperva_Collector
roles replace admin to owner_roles
from Imperva_IN
collector bypass
exit

H#





## X.509 certificates configuration

H

#

# Certificate name system-self-signed, ID e4306a4a68606b4f53a45ef2d63287713602508f
# (public-cert config omitted since private-key config is hidden)

#

## Web configuration

i

# web proxy auth basic password ********

#H

## E-mail configuration

#

# email auth password ****x#*x*

# email autosupport auth password ********

NSEC1 (config) #
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H
## Apps SSL configuration
H
apps inline-ssl caching persistence disable
apps inline-ssl profile alias Issl-profilel
certificate expired decrypt
certificate invalid decrypt
certificate revocation crl disable
certificate revocation ocsp disable
certificate self-signed decrypt
certificate unknown-ca decrypt
decrypt tcp inactive-timeout 5
decrypt tcp portmap default-out-port disable
decrypt tcp portmap override-port disable
decrypt tool-bypass disable
default-action decrypt
ha active-standby disable
no-decrypt tool-bypass disable
non-ssl-tcp tool-bypass disable
url-cache miss action no-decrypt
exit
apps inline-ssl signing rsa for primary key PrimaryMITM

#HH#

## Gsgroup configurations

#Hi#

gsgroup alias issl-gsgl port-list 1/2/el

H

## Gs params configurations

H

gsparams gsgroup issl-gsgl
cpu utilization type total rising 80
dedup-action drop
dedup-ip-tclass include
dedup-ip-tos include
dedup-tcp-seq include
dedup-timer 50000
dedup-vlan ignore
eng-watchdog-timer 60
erspan3-timestamp format none
flow-mask disable
flow-sampling-rate 5
flow-sampling-timeout 1
flow-sampling-type device-ip
generic-session-timeout 5
gtp-control-sample enable
gtp-flow timeout 48
gtp-persistence disable
gtp-persistence file-age-timeout 30
gtp-persistence interval 10
gtp-persistence restart-age-time 30
ip-frag forward enable





ip-frag frag-timeout 10

ip-frag head-session-timeout 30

Ib failover disable

Ib failover-thres It-bw 80

Ib failover-thres It-pkt-rate 1000

Ib replicate-gtp-c disable

Ib use-link-spd-wt disable

resource buffer-asf disable

resource cpu overload-threshold 90
resource packet-buffer overload-threshold 80
sip-media timeout 30

sip-session timeout 30
sip-tcp-idle-timeout 20

ssl-decrypt decrypt-fail-action drop
ssl-decrypt enable

ssl-decrypt key-cache-timeout 10800
ssl-decrypt non-ssl-traffic drop
ssl-decrypt pending-session-timeout 60
ssl-decrypt session-timeout 300
ssl-decrypt tcp-syn-timeout 20
ssl-decrypt ticket-cache-timeout 10800
tunnel-arp-timeout 600

exit

H

## Gsop configurations

H

gsop alias gsop-gsgl inline-ssl Issl-profilel port-list issl-gsgl

#Hi#

## Vport configurations

#HH#

vport alias vpl gsgroup issl-gsgl

vport alias vpl failover-action network-port-forced-down

Ht

## Inline-network configurations

Ht

inline-network alias FireEye IN
pair net-a 1/2/x7 and net-b 1/2/x8
physical-bypass disable
traffic-path to-inline-tool
exit

inline-network alias Imperva_IN
pair net-a 1/2/x9 and net-b 1/2/x10
physical-bypass disable
traffic-path to-inline-tool
exit

inline-network alias NSU1
pair net-a 1/2/x15 and net-b 1/2/x16
physical-bypass disable
traffic-path to-inline-tool
exit

inline-network alias NSU2





pair net-a 1/2/x13 and net-b 1/2/x14
physical-bypass disable
traffic-path to-inline-tool
exit

inline-network alias default_inline_net 1 4 1
pair net-a 1/4/x17 and net-b 1/4/x18
physical-bypass enable
traffic-path bypass
exit

inline-network alias default_inline_net 1 4 2
pair net-a 1/4/x19 and net-b 1/4/x20
physical-bypass enable
traffic-path bypass
exit

inline-network alias default_inline_net 1 4 3
pair net-a 1/4/x21 and net-b 1/4/x22
physical-bypass enable
traffic-path bypass
exit

inline-network alias default_inline_net 1 4 4
pair net-a 1/4/x23 and net-b 1/4/x24
physical-bypass enable
traffic-path bypass
exit

H
## Inline-network-group configurations
Ht
inline-network-group alias ING1
network-list NSU1,NSU2
exit

#Hi#

## Inline-tool configurations

H

inline-tool alias FireEye IT
pair tool-a 1/2/x5 and tool-b 1/2/x6
enable
heart-beat
exit

inline-tool alias ISSL_IT
pair tool-a 1/2/x11 and tool-b 1/2/x12
enable
failover-action network-port-forced-down
exit

inline-tool alias Imperval
pair tool-a 1/2/x1 and tool-b 1/2/x2
enable
heart-beat
exit

inline-tool alias Imperva2
pair tool-a 1/2/x3 and tool-b 1/2/x4
enable
heart-beat





exit

H

## Inline-tool-group configurations

H

inline-tool-group alias Imperva_TG
tool-list Imperval,iImperva2
enable
exit

H

## Gigasmart configurations

H

gigasmart engine 1/2/el interface dhcp

Ht
## Traffic map connection configurations
Ht
map alias AllTraffic_to_GS
roles replace admin to owner_roles
rule add pass macsrc 0000.0000.0000 0000.0000.0000
to vpl
from ING1
exit
map alias FireEye_Traffic
type inline byRule
roles replace admin to owner_roles
rule add pass inner-vlan 600
rule add pass inner-vlan 700
to FireEye IT
from FireEye_IN
exit
map alias Imperva_Traffic
type inline byRule
roles replace admin to owner_roles
rule add pass inner-vlan 500
rule add pass inner-vlan 600
to Imperva_TG
from Imperva_IN
exit
map alias InterceptedTraffic
roles replace admin to owner_roles
use gsop gsop-gsgl
to ISSL_IT
from vpl
exit
map-scollector alias FireEye_Collector
roles replace admin to owner_roles
from FireEye_IN
collector bypass
exit
map-scollector alias Imperva_Collector
roles replace admin to owner_roles
from Imperva_IN





collector bypass
exit

Ht

## SNMP configuration

#Hi#

no snmp-server host 10.115.94.12 disable

snmp-server host 10.115.94.12 traps port 162 version 2c public
snmp-server traps event snmp-authtrap

i

## X.509 certificates configuration

#Hi#

#

# Certificate name system-self-signed, ID db11c766cdcfbf929511celd85b7bc9c9197069b
# (public-cert config omitted since private-key config is hidden)

crypto certificate generation default email-addr admin

#

## Web configuration

i

# web proxy auth basic password ********

#H

## E-mail configuration

#

# email auth password ****x#*x*

# email autosupport auth password ********

NSEC?2 (config) #

System shutdown initiated -- logging off.
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HH

## Apps SSL configuration

H

apps inline-ssl caching persistence disable
Ht

## Inline-network configurations

Ht

inline-network alias default_inline_net 1 2 1
pair net-a 1/2/x5 and net-b 1/2/x6
physical-bypass disable
traffic-path to-inline-tool
exit

inline-network alias default_inline_net 1 2 2
pair net-a 1/2/x7 and net-b 1/2/x8
physical-bypass disable
traffic-path to-inline-tool
exit

Ht

## Inline-network-group configurations

Ht

inline-network-group alias ING1
network-list default_inline_net 1 2 1 default_inline_net 1 2 2
exit

H
## Inline-tool configurations
H
inline-tool alias IT1
pair tool-a 1/1/x1 and tool-b 1/1/x2
enable
shared true
exit
inline-tool alias 1T2
pair tool-a 1/1/x3 and tool-b 1/1/x4
enable
shared true
exit

H
## Inline-tool-group configurations
H
inline-tool-group alias ITG1
tool-list IT1,1T2
enable
failover-action network-port-forced-down
exit

#Hi#

## Traffic map connection configurations
#HH#

map alias AllTraffic_to HC2





type inline byRule
roles replace admin to owner_roles
comment " *
rule add pass protocol tcp
to ITG1
from ING1
exit
map-scollector alias bypass_rest
roles replace admin to owner_roles
from ING1
collector bypass
exit

Ht

## SNMP configuration

Ht

no snmp-server host 10.115.94.12 disable

snmp-server host 10.115.94.12 traps port 162 version 2c public
snmp-server traps event snmp-authtrap

#Hi

## X.509 certificates configuration

i

#

# Certificate name system-self-signed, 1D 92239e02a8248d56a4148a5bcd8a74dbe5hdha09
# (public-cert config omitted since private-key config is hidden)

crypto cert-reg-msg generation default email-addr admin
crypto certificate generation default email-addr admin

H

## Web configuration

H

# web proxy auth basic password ********

##

## E-mail configuration

##

# email auth password *****#*x*

# email autosupport auth password ****xx**

NSUL1 (config) #

NSUL1 (config) #
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HH

## Apps SSL configuration

H

apps inline-ssl caching persistence disable
Ht

## Inline-network configurations

Ht

inline-network alias default_inline_net 1 2 1
pair net-a 1/2/x5 and net-b 1/2/x6
physical-bypass disable
traffic-path to-inline-tool
exit

inline-network alias default_inline_net 1 2 2
pair net-a 1/2/x7 and net-b 1/2/x8
physical-bypass disable
traffic-path to-inline-tool
exit

Ht

## Inline-network-group configurations

Ht

inline-network-group alias ING1
network-list default_inline_net 1 2 1 default_inline_net 1 2 2
exit

H
## Inline-tool configurations
H
inline-tool alias IT1
pair tool-a 1/1/x1 and tool-b 1/1/x2
enable
shared true
exit
inline-tool alias 1T2
pair tool-a 1/1/x3 and tool-b 1/1/x4
enable
shared true
exit

H
## Inline-tool-group configurations
H
inline-tool-group alias ITG1
tool-list IT1,1T2
enable
failover-action network-port-forced-down
exit

#Hi#

## Traffic map connection configurations
#HH#

map alias AllTraffic_to HC2





type inline byRule
roles replace admin to owner_roles
rule add pass protocol tcp
to ITG1
from ING1
exit
map-scollector alias IBP_Collector
roles replace admin to owner_roles
from ING1
collector bypass
exit

H

## SNMP configuration

H

no snmp-server host 10.115.94.12 disable

snmp-server host 10.115.94.12 traps port 162 version 2c public
snmp-server traps event snmp-authtrap

Ht

## X.509 certificates configuration

Ht

#

# Certificate name system-self-signed, ID 105684c6d5b21279482429e13h9e63bb030747ac
# (public-cert config omitted since private-key config is hidden)

crypto cert-req-msg generation default email-addr admin
crypto certificate generation default email-addr admin

#HH#

## Web configuration

#HH#

# web proxy auth basic password ********

##

## E-mail configuration

##

# email auth password ********

# email autosupport auth password *****xxx*

NSU2 (config) #
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H
Ht
## Apps SSL configuration
Ht
apps inline-ssl caching persistence disable
apps inline-ssl profile alias issl-in-profile
certificate expired decrypt
certificate invalid drop
certificate revocation crl disable
certificate revocation ocsp disable
certificate self-signed drop
certificate unknown-ca drop
decrypt tcp inactive-timeout 5
decrypt tcp portmap default-out-port disable
decrypt tcp portmap override-port disable
decrypt tool-bypass disable
default-action no-decrypt
ha active-standby disable
keymap add server 192.168.200.246 key s2.example.com
network-group multiple-entry disable
no-decrypt tool-bypass disable
non-ssl-tcp tool-bypass disable
rule add ipv4 dst 192.168.200.246 mask 255.255.255.255 decrypt
session debug disable
url-cache miss action no-decrypt
exit

#HH#

## Gsgroup configurations

#Hi#

gsgroup alias gsg2 port-list 1/2/el

H

## Gs params configurations

H

gsparams gsgroup gsg2
cpu utilization type total rising 80
dedup-action drop
dedup-ip-tclass include
dedup-ip-tos include
dedup-tcp-seq include
dedup-timer 50000
dedup-vlan ignore
eng-watchdog-timer 60
erspan3-timestamp format none
flow-mask disable
flow-sampling-rate 5
flow-sampling-timeout 1
flow-sampling-type device-ip
generic-session-timeout 5
gtp-control-sample enable
gtp-flow timeout 48
gtp-persistence disable





gtp-persistence file-age-timeout 30
gtp-persistence interval 10
gtp-persistence restart-age-time 30
ip-frag forward enable

ip-frag frag-timeout 10

ip-frag head-session-timeout 30

Ib failover disable

Ib failover-thres It-bw 80

Ib failover-thres It-pkt-rate 1000

Ib replicate-gtp-c disable

Ib use-link-spd-wt disable

resource buffer-asf disable

resource cpu overload-threshold 90
resource hsm-ssl buffer disable
resource hsm-ssl packet-buffer 1000
resource hsm-ssl session-count 1
sip-media timeout 30

sip-session timeout 30
sip-tcp-idle-timeout 20

ssl-decrypt decrypt-fail-action drop
ssl-decrypt enable

ssl-decrypt hsm-pkcs11 dynamic-object enable
ssl-decrypt hsm-pkcs11 load-sharing enable
ssl-decrypt hsm-timeout 1000
ssl-decrypt key-cache-timeout 10800
ssl-decrypt non-ssl-traffic drop
ssl-decrypt pending-session-timeout 60
ssl-decrypt session-timeout 300
ssl-decrypt tcp-syn-timeout 20
ssl-decrypt ticket-cache-timeout 10800
tunnel-arp-timeout 600
tunnel-health-check action pass
tunnel-health-check disable
tunnel-health-check dstport 54321
tunnel-health-check interval 600
tunnel-health-check protocol icmp
tunnel-health-check rcvport 54321
tunnel-health-check retries 5
tunnel-health-check roundtriptime 1
tunnel-health-check srcport 54321
tunnel-ndp-timeout 600

exit

#HH#

## Gsop configurations

#Hi#

gsop alias issl-in inline-ssl issl-in-profile port-list gsg2

H

## Vport configurations

H

vport alias vp2 gsgroup gsg2

vport alias vp2 failover-action vport-bypass





H

## Inline-network configurations

H

inline-network alias default_inline_net 1 1 1
pair net-a 1/1/x17 and net-b 1/1/x18
physical-bypass enable
traffic-path bypass
exit

inline-network alias default_inline_net 1 1 2
pair net-a 1/1/x19 and net-b 1/1/x20
physical-bypass enable
traffic-path bypass
exit

inline-network alias default_inline_net 1 1 3
pair net-a 1/1/x21 and net-b 1/1/x22
Ifp enable
physical-bypass disable
traffic-path to-inline-tool
exit

inline-network alias default_inline_net 1 1 4
pair net-a 1/1/x23 and net-b 1/1/x24
Ifp enable
physical-bypass disable
traffic-path to-inline-tool
exit

inline-network alias default_inline_net 1 3 1
pair net-a 1/3/x17 and net-b 1/3/x18
physical-bypass enable
traffic-path bypass
exit

inline-network alias default_inline_net 1 3 2
pair net-a 1/3/x19 and net-b 1/3/x20
physical-bypass enable
traffic-path bypass
exit

inline-network alias default_inline_net 1 3 3
pair net-a 1/3/x21 and net-b 1/3/x22
Ifp enable
physical-bypass enable
traffic-path bypass
exit

inline-network alias default_inline_net 1 3 4
pair net-a 1/3/x23 and net-b 1/3/x24
Ifp enable
physical-bypass enable
traffic-path bypass
exit

H

## Inline-network-group configurations

H

inline-network-group alias ING-Access
network-list default_inline_net_1 1 3,default_inline_net 1 1 4
exit





#Hit
## Inline-tool configurations
#Hi
inline-tool alias APT-FE
pair tool-a 1/2/x3 and tool-b 1/2/x4
enable
heart-beat
shared true
exit

H
## Traffic map connection configurations
H
map alias issl-in-parse-http
type inline byRule
roles replace admin to owner_roles
rule add pass portdst 80 protocol tcp bidir
to APT-FE
from ING-Access
exit
map alias issl-in-parse-tcp
roles replace admin to owner_roles
rule add pass protocol tcp vlan 200
to vp2
from ING-Access
exit
map alias issl-in-decrypt
roles replace admin to owner_roles
use gsop issl-in
to APT-FE
from vp2
exit
map-scollector alias issl-in-scol
roles replace admin to owner_roles
from ING-Access
collector bypass
exit

H

## Time/NTP configuration

H

clock timezone America North United_States Pacific
no ntp disable

no ntp server 10.115.1.55 disable

ntp server 10.115.1.55 key 1

no ntp server 10.115.1.55 keys enable

ntp server 10.115.1.55 version 4

H

## E-mail configuration

H

# email auth password ******x**
email dead-letter enable





email mailhub smtp.mail.outlook.com
email notify event interface-down
email notify event interface-up

email notify event modulechange
email notify event systemreset

email notify event watchdogreset
email notify event linkspeedstatuschange
email notify event processcrash

email notify event processexit

email notify event livenessfailure
email notify event cpuutilhigh

email notify event cpuutilok

email notify event memusagehigh
email notify event memusageok
email notify event switchcputemp
email notify event cputemp

email notify event caviumcputemp
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H
## Apps SSL configuration
H
apps inline-ssl caching persistence disable
apps inline-ssl profile alias issl-in-profile
certificate expired decrypt
certificate invalid drop
certificate revocation crl disable
certificate revocation ocsp disable
certificate self-signed drop
certificate unknown-ca drop
decrypt tcp inactive-timeout 5
decrypt tcp portmap default-out-port disable
decrypt tcp portmap override-port disable
decrypt tool-bypass disable
default-action no-decrypt
ha active-standby disable
keymap add server 192.168.200.246 key s2.example.com
network-group multiple-entry disable
no-decrypt tool-bypass disable
non-ssl-tcp tool-bypass disable
rule add ipv4 dst 192.168.200.246 mask 255.255.255.255 decrypt
session debug disable
url-cache miss action no-decrypt
exit

H

## Gsgroup configurations

H

gsgroup alias gsg2 port-list 1/2/el
gsgroup alias gsg4 port-list 1/4/el

H

## Gs params configurations

H

gsparams gsgroup gsg2
cpu utilization type total rising 80
dedup-action drop
dedup-ip-tclass include
dedup-ip-tos include
dedup-tcp-seq include
dedup-timer 50000
dedup-vlan ignore
eng-watchdog-timer 60
erspan3-timestamp format none
flow-mask disable
flow-sampling-rate 5
flow-sampling-timeout 1
flow-sampling-type device-ip
generic-session-timeout 5
gtp-control-sample enable
gtp-flow timeout 48
gtp-persistence disable





gtp-persistence file-age-timeout 30
gtp-persistence interval 10
gtp-persistence restart-age-time 30
ip-frag forward enable
ip-frag frag-timeout 10
ip-frag head-session-timeout 30
Ib failover disable
Ib failover-thres It-bw 80
Ib failover-thres It-pkt-rate 1000
Ib replicate-gtp-c disable
Ib use-link-spd-wt disable
resource buffer-asf disable
resource cpu overload-threshold 90
resource hsm-ssl buffer disable
resource hsm-ssl packet-buffer 1000
resource hsm-ssl session-count 1
sip-media timeout 30
sip-session timeout 30
sip-tcp-idle-timeout 20
ssl-decrypt decrypt-fail-action drop
ssl-decrypt enable
ssl-decrypt hsm-pkcs11 dynamic-object enable
ssl-decrypt hsm-pkcs11 load-sharing enable
ssl-decrypt hsm-timeout 1000
ssl-decrypt key-cache-timeout 10800
ssl-decrypt non-ssl-traffic drop
ssl-decrypt pending-session-timeout 60
ssl-decrypt session-timeout 300
ssl-decrypt tcp-syn-timeout 20
ssl-decrypt ticket-cache-timeout 10800
tunnel-arp-timeout 600
tunnel-health-check action pass
tunnel-health-check disable
tunnel-health-check dstport 54321
tunnel-health-check interval 600
tunnel-health-check protocol icmp
tunnel-health-check rcvport 54321
tunnel-health-check retries 5
tunnel-health-check roundtriptime 1
tunnel-health-check srcport 54321
tunnel-ndp-timeout 600
exit

gsparams gsgroup gsg4
cpu utilization type total rising 80
dedup-action drop
dedup-ip-tclass include
dedup-ip-tos include
dedup-tcp-seq include
dedup-timer 50000
dedup-vlan ignore
eng-watchdog-timer 60
erspan3-timestamp format none
flow-mask disable
flow-sampling-rate 5





flow-sampling-timeout 1
flow-sampling-type device-ip
generic-session-timeout 5
gtp-control-sample enable

gtp-flow timeout 48

gtp-persistence disable
gtp-persistence file-age-timeout 30
gtp-persistence interval 10
gtp-persistence restart-age-time 30
ip-frag forward enable

ip-frag frag-timeout 10

ip-frag head-session-timeout 30

Ib failover disable

Ib failover-thres It-bw 80

Ib failover-thres It-pkt-rate 1000

Ib replicate-gtp-c disable

Ib use-link-spd-wt disable

resource buffer-asf disable

resource cpu overload-threshold 90
resource hsm-ssl buffer disable
resource hsm-ssl packet-buffer 1000
resource hsm-ssl session-count 1
sip-media timeout 30

sip-session timeout 30
sip-tcp-idle-timeout 20

ssl-decrypt decrypt-fail-action drop
ssl-decrypt enable

ssl-decrypt hsm-pkcs11 dynamic-object enable
ssl-decrypt hsm-pkcsl1l load-sharing enable
ssl-decrypt hsm-timeout 1000
ssl-decrypt key-cache-timeout 10800
ssl-decrypt non-ssl-traffic drop
ssl-decrypt pending-session-timeout 60
ssl-decrypt session-timeout 300
ssl-decrypt tcp-syn-timeout 20
ssl-decrypt ticket-cache-timeout 10800
tunnel-arp-timeout 600
tunnel-health-check action pass
tunnel-health-check disable
tunnel-health-check dstport 54321
tunnel-health-check interval 600
tunnel-health-check protocol icmp
tunnel-health-check rcvport 54321
tunnel-health-check retries 5
tunnel-health-check roundtriptime 1
tunnel-health-check srcport 54321
tunnel-ndp-timeout 600

exit

i

## Gsop configurations

#t

gsop alias gsop-APF apf set port-list gsgrp_APF

gsop alias issl-in inline-ssl issl-in-profile port-list gsg2





H

## Vport configurations

H

vport alias vp2 gsgroup gsg2

vport alias vp2 failover-action vport-bypass
vport alias vp4 gsgroup gsgrp_APF

vport alias vp4 failover-action vport-bypass

H

## Inline-network configurations

H

inline-network alias default_inline_net 1 1 1
pair net-a 1/1/x17 and net-b 1/1/x18
physical-bypass enable
traffic-path bypass
exit

inline-network alias default_inline_net 1 1 2
pair net-a 1/1/x19 and net-b 1/1/x20
physical-bypass enable
traffic-path bypass
exit

inline-network alias default_inline_net 1 1 3
pair net-a 1/1/x21 and net-b 1/1/x22
Ifp enable
physical-bypass disable
traffic-path to-inline-tool
exit

inline-network alias default_inline_net 1 1 4
pair net-a 1/1/x23 and net-b 1/1/x24
Ifp enable
physical-bypass disable
traffic-path to-inline-tool
exit

inline-network alias default_inline_net 1 3 1
pair net-a 1/3/x17 and net-b 1/3/x18
physical-bypass enable
traffic-path bypass
exit

inline-network alias default_inline_net 1 3 2
pair net-a 1/3/x19 and net-b 1/3/x20
physical-bypass enable
traffic-path bypass
exit

inline-network alias default_inline_net 1 3 3
pair net-a 1/3/x21 and net-b 1/3/x22
Ifp enable
physical-bypass enable
traffic-path bypass
exit

inline-network alias default_inline_net 1 3 4
pair net-a 1/3/x23 and net-b 1/3/x24
Ifp enable
physical-bypass enable





traffic-path bypass
exit

Ht

## Inline-network-group configurations

Ht

inline-network-group alias ING-Access
network-list default_inline_net 1 1 3,default_inline_net 1 1 4
exit

#Hi
## Inline-tool configurations
#Hit
inline-tool alias Cisco-ASA-IPS
pair tool-a 1/2/x3 and tool-b 1/2/x4
enable
heart-beat
shared true
exit
inline-tool alias APT-FE
pair tool-a 1/1/x5 and tool-b 1/1/x6
enable
heart-beat
shared true
exit

H

## Inline-tool-group configurations

H

inline-tool-group alias IPS-APT
tool-list Cisco-ASA-IPS,APT-FE
enable
exit

H
## Traffic map connection configurations
H
map alias in-ssl-first-level-decrypted-traffic-filtering
type firstLevel byRule
roles replace admin to owner_roles
rule add pass protocol tcp
to vp4d
from 1/1/x3
exit
map alias issl-in-parse-http
type inline byRule
roles replace admin to owner_roles
rule add pass portdst 80 protocol tcp bidir
to IPS-APT
from ING-Access
exit
map alias issl-in-parse-tcp
roles replace admin to owner_roles
rule add pass protocol tcp vlan 200





to vp2
from ING-Access
exit
map alias issl-in-decrypt
roles replace admin to owner_roles
use gsop issl-in
to IPS-APT
from vp2
exit
map alias issl-in-oob-hybrid
roles replace admin to owner_roles
use gsop issl-in
to 1/1/x3
from vp2
exit
map alias mask-pii
type secondLevel byRule
roles replace admin to owner_roles
use gsop gsop-APF
gsrule add pass ethertype any value 0x0800
gsrule add pass pmatch mask Ox2a RegEx "(?<=gender\\=)[\\x20-\\x7e]{4}" 45..1518
gsrule add pass pmatch mask 0x2a RegEx "(?<=age\\=)[\\x20-\\x7e]{2}" 45..1518
gsrule add pass pmatch mask Ox2a RegEx "(?<=email\\=)[\\x20-\\x7e]{22}" 45..1518
gsrule add pass pmatch mask 0x2a RegEx "(?<=creditCard\\=)[\\x20-\\x7e]{12}" 45..1518
gsrule add pass pmatch mask 0x2a RegEx "(?<=password\\=)[\\x20-\\x7e]{8}" 45..1518
to 1/1/x10
from vp4
exit
map-scollector alias issl-in-scol
roles replace admin to owner_roles
from ING-Access
collector bypass
exit
map-scollector alias scol
roles replace admin to owner_roles
from vp4
collector 1/1/x10
exit

Ht

## Time/NTP configuration

H

clock timezone America North United_States Pacific
no ntp disable

no ntp server 10.115.1.55 disable

ntp server 10.115.1.55 key 1

no ntp server 10.115.1.55 keys enable

ntp server 10.115.1.55 version 4

#i

## E-mail configuration

#Hi

# email auth password *****x*x
email dead-letter enable





email mailhub smtp.mail.outlook.com
email notify event interface-down
email notify event interface-up

email notify event modulechange
email notify event systemreset

email notify event watchdogreset
email notify event linkspeedstatuschange
email notify event processcrash

email notify event processexit

email notify event livenessfailure
email notify event cpuutilhigh

email notify event cpuutilok

email notify event memusagehigh
email notify event memusageok
email notify event switchcputemp
email notify event cputemp

email notify event caviumcputemp
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H
## Apps SSL configuration
H
apps inline-ssl caching persistence disable
apps inline-ssl profile alias issl-out-profile
certificate expired drop
certificate invalid drop
certificate revocation crl enable
certificate revocation ocsp enable
certificate self-signed drop
certificate unknown-ca drop
decrypt tcp inactive-timeout 5
decrypt tcp portmap default-out-port disable
decrypt tcp portmap override-port disable
decrypt tool-bypass disable
default-action decrypt
ha active-standby disable
network-group multiple-entry disable
no-decrypt tool-bypass disable
non-ssl-tcp tool-bypass disable
rule add category financial_services no-decrypt
rule add category health_and_medicine no-decrypt
rule add category individual_stock _advice_and_tools no-decrypt
rule add category legal no-decrypt
session debug disable
starttls add I4port 8080
url-cache miss action no-decrypt
exit
apps inline-ssl signing rsa for primary key mitim_primary

H

## Gsgroup configurations

H

gsgroup alias gsgb port-list 1/5/el

Ht

## Gs params configurations

Ht

gsparams gsgroup gsg5
cpu utilization type total rising 80
dedup-action drop
dedup-ip-tclass include
dedup-ip-tos include
dedup-tcp-seq include
dedup-timer 50000
dedup-vlan ignore
eng-watchdog-timer 60
erspan3-timestamp format none
flow-mask disable
flow-sampling-rate 5
flow-sampling-timeout 1
flow-sampling-type device-ip
generic-session-timeout 5





gtp-control-sample enable

gtp-flow timeout 48

gtp-persistence disable
gtp-persistence file-age-timeout 30
gtp-persistence interval 10
gtp-persistence restart-age-time 30
ip-frag forward enable

ip-frag frag-timeout 10

ip-frag head-session-timeout 30

Ib failover disable

Ib failover-thres It-bw 80

Ib failover-thres It-pkt-rate 1000

Ib replicate-gtp-c disable

Ib use-link-spd-wt disable

resource buffer-asf disable

resource cpu overload-threshold 90
resource hsm-ssl buffer disable
resource hsm-ssl packet-buffer 1000
resource hsm-ssl session-count 1
sip-media timeout 30

sip-session timeout 30
sip-tcp-idle-timeout 20

ssl-decrypt decrypt-fail-action drop
ssl-decrypt enable

ssl-decrypt hsm-pkcs11 dynamic-object enable
ssl-decrypt hsm-pkcs11 load-sharing enable
ssl-decrypt hsm-timeout 1000
ssl-decrypt key-cache-timeout 10800
ssl-decrypt non-ssl-traffic drop
ssl-decrypt pending-session-timeout 60
ssl-decrypt session-timeout 300
ssl-decrypt tcp-syn-timeout 20
ssl-decrypt ticket-cache-timeout 10800
tunnel-arp-timeout 600
tunnel-health-check action pass
tunnel-health-check disable
tunnel-health-check dstport 54321
tunnel-health-check interval 600
tunnel-health-check protocol icmp
tunnel-health-check rcvport 54321
tunnel-health-check retries 5
tunnel-health-check roundtriptime 1
tunnel-health-check srcport 54321
tunnel-ndp-timeout 600

exit

H

## Gsop configurations

H

gsop alias issl-out inline-ssl issl-out-profile port-list gsg5

#HH#
## Vport configurations
#HH#





vport alias vp5 gsgroup gsg5
vport alias vp5 failover-action vport-bypass

Ht

## Inline-network configurations

H

inline-network alias default_inline net 1 1 1
pair net-a 1/1/x17 and net-b 1/1/x18
physical-bypass enable
traffic-path bypass
exit

inline-network alias default_inline_net 1 1 2
pair net-a 1/1/x19 and net-b 1/1/x20
physical-bypass enable
traffic-path bypass
exit

inline-network alias default_inline_net 1 1 3
pair net-a 1/1/x21 and net-b 1/1/x22
Ifp enable
physical-bypass enable
traffic-path bypass
exit

inline-network alias default_inline_net 1 1 4
pair net-a 1/1/x23 and net-b 1/1/x24
Ifp enable
physical-bypass enable
traffic-path bypass
exit

inline-network alias default_inline_net 1 3 1
pair net-a 1/3/x17 and net-b 1/3/x18
physical-bypass enable
traffic-path bypass
exit

inline-network alias default_inline_net 1 3 2
pair net-a 1/3/x19 and net-b 1/3/x20
physical-bypass enable
traffic-path bypass
exit

inline-network alias default_inline_net 1 3 3
pair net-a 1/3/x21 and net-b 1/3/x22
Ifp enable
physical-bypass disable
traffic-path to-inline-tool
exit

inline-network alias default_inline_net 1 3 4
pair net-a 1/3/x23 and net-b 1/3/x24
Ifp enable
physical-bypass disable
traffic-path to-inline-tool
exit

Ht
## Inline-network-group configurations
H





inline-network-group alias ING-Core
network-list default_inline_net 1 3 3,default_inline_net 1 3 4
exit

#Hit
## Inline-tool configurations
#Hi
inline-tool alias APT-FE
pair tool-a 1/2/x3 and tool-b 1/2/x4
enable
heart-beat
shared true
exit

H

## Gigasmart configurations

H

gigasmart engine 1/5/el interface dhcp

Ht
## Traffic map connection configurations
Ht
map alias issl-out-parse-http
type inline byRule
roles replace admin to owner_roles
rule add pass portdst 80 protocol tcp bidir
to APT-FE
from ING-Core
exit
map alias issl-out-fl
roles replace admin to owner_roles
rule add pass protocol tcp
to vp5
from ING-Core
exit
map alias issl-out-sl
roles replace admin to owner_roles
use gsop issl-out
to APT-FE
from vp5
exit
map-scollector alias issl-out-scol
roles replace admin to owner_roles
from ING-Core
collector APT-FE
exit

Ht

## Time/NTP configuration

Ht

clock timezone America North United_States Pacific
no ntp disable

no ntp server 10.115.1.55 disable

ntp server 10.115.1.55 key 1





no ntp server 10.115.1.55 keys enable
ntp server 10.115.1.55 version 4

Ht

## E-mail configuration

H

# email auth password ****x**x*
email dead-letter enable

email mailhub smtp.mail.outlook.com
email notify event interface-down
email notify event interface-up
email notify event modulechange
email notify event systemreset
email notify event watchdogreset
email notify event linkspeedstatuschange
email notify event processcrash
email notify event processexit
email notify event livenessfailure
email notify event cpuutilhigh
email notify event cpuutilok

email notify event memusagehigh
email notify event memusageok
email notify event switchcputemp
email notify event cputemp

email notify event caviumcputemp
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