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FlowVUE
Gigamon’s FlowVUE™ application is a new subscriber-based IP sampling paradigm that helps carriers turn Big Data into manageable data.
FlowVUE allows for active sampling of a subscriber’s device (known as a user endpoint IP or UE IP) across GTP-u tunnels. The integrity of
the subscriber flows is preserved by forwarding all the flows associated with the sampled UE IP to the probes and analysis tools.

In contrast, traditional methods randomly sample packets without any correlation to the flows which provides limited visibility into
subscriber behavior and experience. FlowVUE is able to intelligently reduce the amount of traffic, while keeping the integrity of the data
flows intact, but at a lower speed feed within a smaller pipe, understanding subscriber usage patterns.
Flow-aware sampling is typically executed across GTP user plane sessions due to the high volume of data traffic generated by the
subscriber devices. Intelligent sampling enabled by FlowVUE can be used for understanding usage patterns. This can be extremely
useful in deriving pricing strategies. By leveraging the patented Flow Mapping® technology, operators can also get visibility in to the
subscribers QoE by forwarding all the GTP control sessions to the monitoring tools. In the example below, a group of subscriber
devices are identified based on their UE IP and sampled to forward all the traffic related to a subset of these subscribers to one or more
analytic tools.
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Sample a Subset of Subscribers
• Sample on GTP-u traffic where 10% of the subscribers are forwarded
# Configure ports
no traffic all noconfirm
port 1/1/x3 type network
port 1/1/x4 type tool
port 1/1/x1 type tool
# configure gigasmart gsops
gsgroup alias gsg1 port-list 1/1/e1
gsop alias gsfvue flow-ops flow-sampling port-list gsg1
gsparams gsgroup gsg1 flow-sampling-device-ip-ranges add ip4addr 1.1.1.0 255.255.255.0
gsparams gsgroup gsg1 flow-sampling-rate 10
# forward GTP-u traffic to 2’nd level map
map alias to_tool
use gsop gsfvue
to 1/1/x1
from 1/1/x3
# forward GTP-u traffic to vp1
rule add pass portsrc 2152
exit

Sample a Subset of Subscribers and Send a Subset of Traffic Related to the Sampled Set of Subscribers
to the Monitoring Tools
• Sample on GTP-u traffic where 10% of the subscribers are forwarded
• Further reduce the traffic by filtering and forwarding HTTP traffic
# Configure ports
no traffic all noconfirm
port 1/1/x3 type network
port 1/1/x4 type tool
port 1/1/x1 type tool
# configure gigasmart gsops
gsgroup alias gsg1 port-list 1/1/e1
gsop alias gsfvue_apf flow-ops flow-sampling apf set port-list gsg1
gsparams gsgroup gsg1 flow-sampling-device-ip-ranges add ip4addr 1.1.1.0 255.255.255.0
gsparams gsgroup gsg1 flow-sampling-rate 10
# configure vport.
vport alias vp1 gsgroup gsg1
# forward GTP-u traffic to 2’nd level map
map alias to_vp
to vp1
from 1/1/x3
# forward GTP-u traffic to vp1
rule add pass portsrc 2152
exit
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# configure 2’nd level map to filter on HTTP
map alias m1
use gsop gsfvue_apf
to 1/1/x1
from vp1
gsrule add pass l4port dst pos 2 value 80
gsrule add pass l4port src pos 2 value 80
exit

Derive Application-Usage Patterns
FlowVUE can be used to intelligently reduce traffic to the monitoring tools. By combining FlowVUE with other GigaSMART functions like
adaptive packet filtering, the traffic can be further reduced by filtering on specific Layer 4 application ports that the operator is interested
in monitoring. In the example illustrated below, we are sampling on a subset of subscribers and forwarding only HTTP traffic related to
the sampled subscriber set of devices.
# Configure ports
no traffic all noconfirm
port 1/1/x3 type network
port 1/1/x4 type tool
port 1/1/x1 type tool
# configure gigasmart gsops
gsgroup alias gsg1 port-list 1/1/e1
gsop alias gsfvue_apf flow-ops flow-sampling apf set port-list gsg1
gsparams gsgroup gsg1 flow-sampling-device-ip-ranges add ip4addr 1.1.1.0 255.255.255.0
gsparams gsgroup gsg1 flow-sampling-rate 10
# configure vport.
vport alias vp1 gsgroup gsg1
# forward GTP-u traffic to 2’nd level map
map alias to_vp
to vp1
from 1/1/x3
# forward GTP-u traffic to vp1
rule add pass portsrc 2152
exit
# configure 2’nd level map to filter on HTTP
map alias m1
use gsop gsfvue_apf
to 1/1/x1
from vp1
gsrule add pass l4port dst pos 2 value 80
gsrule add pass l4port src pos 2 value 80
exit

Copyright © 2013 Gigamon. All rights reserved.

3

APPlication NOTE // FlowVUE

Common Debug Commands Used to Verify Configuration
# Map Statistics #
show map stats alias <map-name>
# Port Statistics #
show port stats port-list <port-list>
# GigaSMART Statistics #
show gsop stats all
show vport stats all
show gsgroup stats all
show gsgroup flow-ops-report alias <gs-group> type flow-filtering any summary
show gsgroup flow-ops-report alias <gs-group> type flow-filtering gtp-imsi-pattern * upload
tftp://192.168.6.37/IMSI_list1

About Gigamon
Gigamon provides an intelligent Visibility Fabric™ architecture to enable the management of increasingly complex networks.
Gigamon technology empowers infrastructure architects, managers and operators with pervasive visibility and control of traffic
across both physical and virtual environments without affecting the performance or stability of the production network.
Through patented technologies, centralized management and a portfolio of high availability and high density fabric nodes, network
traffic is intelligently delivered to management, monitoring and security systems. Gigamon solutions have been deployed globally
across enterprise, data centers and service providers, including over half of the Fortune 100 and dozens of government and state
and local agencies.
For more information about the Gigamon Visibility Fabric architecture visit: www.gigamon.com
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