Visibility for Multi-Cloud
Migrations
As businesses increasingly embrace hybrid
and multi-cloud models, it’s more important
than ever for IT teams to have complete
visibility into the security, compliance and
performance of their multi-cloud workloads.
Unfortunately, as cloud infrastructures
become more complex, IT teams ﬁnd
themselves overburdened and underinformed.
Pulse, a division of Gartner, and Gigamon surveyed 266 IT and InfoSec leaders to
understand their multi-cloud challenges.

Data collection: December 21, 2021 - January 11, 2022

Respondents: 266 technology leaders

IT leaders require deeper security insights to
conﬁdently manage multi-cloud workloads.
The majority of respondents in both North America and EMEA indicate there is
room for improvement in their visibility to ensure security, compliance and
performance of their hybrid and multi-cloud workloads.
How conﬁdent are you that you have total visibility
to ensure your hybrid and multi-cloud workloads are
secure, compliant, and performing as needed?

No conﬁdence

1-10%

51-75%

Less
than 1%

11-25%

76-99%

Security

26-50%

100% conﬁdent

Less
than 1%

Compliance

6%

1%
2%

13%

24%

22%

50%

41%

40%

31%

32%

0%

Performance

4%

33%

0%

1%

What other insights would you like to have access to
in order to ensure security and compliance for your
applications and workloads? (n = 24)

“I would love an easy-to-view dashboard that includes
security, vulnerability/patching and compliance”
- Director, Software (5,001-10,000 employees, North America)

“AI/ML powered analytics that identify or shut down
malicious activity including data leakage.”
- Director, Software (10,001+ employees, North America)

“Logs were used in earlier days and now if they could
give the dashboards for all metrics will help a lot.”
- Director, Finance (10,001+ employees, EMEA)

Visibility remains a key theme in cloud security as well, ranking as the top security
factor for respondents globally. EMEA-based respondents ranked visibility, access
and control between 20 and 30 points higher than their US-based counterparts.

Please rank the cloud security factors below from
MOST to LEAST important to your organization.

Visibility into cloud
data-in-motion
Access to cloud
data and
applications

1

Control over
cloud datain-motion

2

3

Compliance

4

Data
breaches

5

Misconﬁgurations

6

Increasing cost and complexity have hindered tech
leaders in their attempts to migrate and scale
workloads in the cloud.
To what extent do you agree or disagree with
the following statement:

Strongly
disagree

Disagree

Neutral

Strongly
Agree

Agree

Lack of visibility into integration points between
cloud environments has prevented me from
migrating to cloud infrastructure

1%

13%

32%

46%

8%

High cloud costs have impeded my ability to move
workloads and applications to the cloud as quickly as
the business requires
Less
than
1%

8%

26%

58%

9%

Cost is also a key issue for leaders in EMEA. 78% of

78%

respondents in the region agree that high cloud
costs have impeded their ability to migrate
workloads and applications to the cloud (n=66).

Additionally, 96% of respondents indicate that network bottlenecks or complex
cloud troubleshooting efforts have slowed down their cloud migration efforts.

Have network bottlenecks or complex cloud
troubleshooting efforts slowed down your
hybrid / multi-cloud migration?

4%

2%
Yes, substantially

No

25%
Yes, a bit

0%

69%

Unsure

Yes, somewhat

Escalating complexity and cost in the cloud are
getting in the way of successfully managing multicloud infrastructures.
99% of respondents indicated that their team missed or failed application/
workload SLAs due to issues caused by overly complex cloud infrastructure.

How frequently do issues resulting from the
complexity of cloud infrastructure cause you or your
team to miss or fail application/workload SLAs?

74%
Sometimes

16%
Rarely

9%
Often

1%

1%

Never

Always

0%

Unsure

In addition to impacting SLAs, the cost and complexity of cloud infrastructure is
eating through resources for other projects and applications, and frustrating
already overburdened IT employees. When looking at the North America data, IT
employee frustration came in a close second to less budget for necessary
applications. Given the lack of industry cloud skills and the fact that employee
frustration can lead to attrition, it’s important to consider what cloud processes
and tools can help reduce complexity and improve employee satisfaction.

Have the costs and complexity of cloud
infrastructure had any of the following
impacts on your organization?

Less budget for
other necessary
applications

61%

Less budget for
other necessary
projects

57%

IT employee
frustration

51%

Less time for other
necessary projects

48%

Non-IT employee
frustration due to
longer SLAs

27%
4%

None of these

0%

Other

IT leaders want to streamline their cloud approach
to ensure the security and performance of
workloads across multiple cloud environments.
Speciﬁcally, they want to consolidate visibility into a single resource that allows
them to track and troubleshoot issues in one location, regardless of cloud or
vendor. 82% indicate they prefer best of breed third-party monitoring tools; 66%
strongly agree/agree they prefer a single source of visibility.

To what extent do you agree or disagree with
each of the following statements:

Strongly
Agree

Agree

Neutral

Strongly
Disagree

Disagree

When it comes to securing workloads in the cloud, I prefer
best of breed third-party security monitoring tools over
cloud platform provider tools

5%

77%

15%

3% 0%

When managing the security of my workloads across hybrid
cloud / multi-cloud, I prefer a single source of visibility
across my entire environment vs. a siloed approach

14%

52%

29%

5% 0%

Dealing with multiple cloud providers
makes it difﬁcult to identify bottlenecks
and troubleshoot/ﬁx issues

58%

11%

28%

3% 0%

If troubleshooting issues in the cloud were a
simpler streamlined process, then cloud
migrations would be more successful

12%

70%

16%

3% 0%

Respondent Breakdown

REGION
North America 71%

EMEA 29%

TITLE

COMPANY SIZE

Director
C-Suite

35%

32%
VP
21%

10,001+
employees

Manager
11%

Insights powered by

52%

48%

5,001-10,000
employees

