Network Visibility
and Ransomware
Ransomware attacks become an inevitability, but
many organizations aren’t leveraging network
visibility for early-stage ransomware detection,
leaving themselves overexposed and underprepared.
Gartner Peer Insights and Gigamon surveyed 300 IT and InfoSec leaders responsible
for their organization’s ransomware defense to uncover their ransomware defense
and network visibility strategies.
Data collection: February 25 - May 14, 2022

Respondents: 300 IT and InfoSec leaders

An overreliance on endpoint protection could be
putting organizations at higher risk of ransomware
86% of respondents say that ransomware activity has increased signiﬁcantly or
somewhat at their organization over the past 12 months.

79%

How has ransomware activity
changed at your organization
over the last 12 months?

Increased somewhat

12%
No change

7%

1%

Increased signiﬁcantly

Decreased signiﬁcantly

0.3%

1%

Unsure

Decreased somewhat

n=300

Additionally, nearly all respondents (97%) say they have either implemented
endpoint detection and response (EDR) already or plan to in the future.
Have you implemented endpoint detection
and response to protect against ransomware?

75%
Yes

22%
No, but we plan to

2%
No, and we do
not plan to

1%
n=300

Unsure

However, in the APAC region far fewer respondents have actually implemented
endpoint detection.
Have you implemented endpoint detection
and response to protect against ransomware?

66%
Yes

29%
No, but we plan to

5%
0% Unsure

No, and we do
not plan to

APAC, n=100

Of those who have already implemented EDR (n=226), 83% say it is the most
important tool in their arsenal against ransomware.
Do you consider endpoint detection and
response to be the most important tool
in your arsenal against ransomware?

?

13%

83%

Yes

4%

No

Unsure

n = 226

EDR is especially important for those working in Information Security. 96% of
respondents with InfoSec titles say they consider endpoint detection and
response to be the most important tool to combat ransomware.

Do you consider endpoint
detection and response to
be the most important
tool in your arsenal
against ransomware?

4%

96%

InfoSec, n = 26
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However, despite a reliance on endpoint detection, only 3% of respondents
globally say they’re very comfortable with the risk of unmanaged devices on
their networks.

3%

How comfortable are
you with the risk of
unmanaged devices
on your network?

Very comfortable

67% Somewhat comfortable

n = 300

11%

Neutral

13%

Somewhat
uncomfortable

6%

Very uncomfortable

1%

We don’t have
unmanaged devices on
our network that I know of

Organizations lack conﬁdence they are fully
prepared for the next ransomware attack
59% of respondents expect that their organization will experience a ransomware
attack in the next 12 months.
How likely is it that your organization will experience
a ransomware attack in the next 12 months?

3%

56%

Very Likely

32%

Likely

5%

Unlikely

3%

Very
Unsure
Unlikely

Overall, n = 300

Among respondents in EMEA, ransomware attacks seem even more likely. 75% say
they expect a ransomware attack in the next year.
How likely is it that your organization will experience a
ransomware attack in the next 12 months?

1%

74%

Very Likely

23%

Likely

1%

Unlikely

Very Unlikely

EMEA, n = 68

However, those in APAC are more conﬁdent that their organizations are safe from
attack. Only 52% say they expect to experience a ransomware incident within the
next 12 months.
How likely is it that your organization will experience
a ransomware attack in the next 12 months?

3%

49%

Very Likely

40%

Likely

5%

Unlikely

3%

Very
Unsure
Unlikely

APAC, n=100

Despite the pressing danger of a ransomware attack, only 60% of respondents
globally say they know where most or all of their network blindspots are.
Do you know where
all your network
blind spots are?

54%
We know where
most of them are

34%
We know where
some of them are

5%

6%

We know where a few of them are

Yes, we know where all of them are

1%
We don’t know where any of them are

1%
Unsure

n=300

In addition to indicating a higher risk of attack, respondents in EMEA are also less
conﬁdent in their awareness of their network blindspots. Only half (50%) say they
know where most or all of their blindspots are.
Do you know where
all your network
blind spots are?

43%
EMEA

49%

We know where
some of them are

n=68

We know where
most of them are

6%

1%

We know where a few of them are

Yes, we know where all of them are
0% We don’t know where any of them are,
0% Unsure

Do you know where
all your network
blind spots are?

North America

56%

30%

n=132

We know where
most of them are

We know where
some of them are

5%

8%

We know where a few of them are

1%

Yes, we know where all of them are

We don’t know where any of them are

2%

Unsure

Do you know where
all your network
blind spots are?
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0% Unsure

We don’t know where any of them are

In the face of these risks and blindspots, only 4% of respondents overall are very
conﬁdent that their organization is fully prepared for a ransomware attack.
How conﬁdent are you that your organization
is fully prepared for a ransomware attack?

85%
Somewhat conﬁdent

8%
Neutral

4%

3%

Very conﬁdent

Somewhat
insecure

0% Very insecure

Network visibility and threat detection are
foundational to a holistic ransomware defense
Network visibility is a crucial component of ransomware defense; 83% of
respondents overall agree or strongly agree that having visibility into lateral
threat movement is critical to rapid ransomware detection and response.
However, respondents in EMEA place even more emphasis on lateral threat
visibility, with 92% indicating it’s a critical component to ransomware detection
and response.
To what extent do you agree or
disagree with the following:
Having visibility into lateral threat
movement is critical to rapid
ransomware detection and response.

Strongly Agree

Disagree

Agree

Strongly disagree

Neutral

12%

Overall
n=300

71%

14%

2%
1%

6%
EMEA
n=68

0%

86%

4%
4%

15%

North America
n=132

71%

13%

1%
0%

11%

APAC
n=100

62%

23%

2%
2%

77% of respondents from all geographies either agree or strongly agree that
being able to detect threats hidden in encrypted trafﬁc is critical to rapid
ransomware detection and response. However, this capability appears to be
more integral to North American respondents; over a third (35%) say they
strongly agree that being able to detect threats hidden in encrypted trafﬁc is
critical to ransomware detection.
To what extent do you agree or
disagree with the following:
Being able to detect threats hidden in
encrypted trafﬁc is critical to rapid
ransomware detection and response.

Strongly Agree

Disagree

Agree

Strongly disagree

Neutral

23%

Overall
n=300

1%

54%

18%

4%

16%
EMEA
n=68

62%

22%

0%
0%

35%

North America
n=132

16%

4%

0%

44%

12%

APAC
n=100

17%

6%

2%
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Similarly, 86% of global respondents agree or strongly agree that an effective
ransomware defense must include Network Detection and Response (NDR) tools.
However, when we drill down to regional data, 30% of North American
respondents strongly agree with this statement, while only 12% of respondents in
EMEA say the same.
To what extent do you agree or
disagree with the following:
An effective ransomware defense
must include Network Detection
and Response tools.

Strongly Agree

Disagree

Agree

Strongly disagree

Neutral

19%

Overall
n=300

60%

17%

2%
1%

12%
EMEA
n=68

70%

19%

0%
0%

30%

North America
n=132

57%

13%

0%
0%

11%

APAC
n=100

21%

8%

2%

58%

Organizations consider proactive threat hunting with
NDR and Network Visibility as a best practice for
ransomware defense
Nearly two-thirds of respondents in North America and EMEA (65%) say they
handle proactive threat hunting by using a combination of in-house and
outsourced resources.
How does your
organization proactively
hunt for threats?

60%
Combination of
both in-house
and outsourced

30%
Entirely
outsourced

9%

1%

Entirely in-house
n=200

We do not do any proactive
threat hunting

0% Other

However, respondents in APAC are much more likely to outsource their threat
hunting entirely; over a third of respondents (36%) say outsourcing is their only
method of threat hunting.
How does your
organization proactively
hunt for threats?

50%
36%

Combination of
both in-house
and outsourced

Entirely
outsourced

12%

2%

Entirely in-house

We do not do any proactive
threat hunting

0% Other

APAC, n=100

Alternatively when looking speciﬁcally at responses from InfoSec leaders globally,
nearly three-quarters of respondents (71%) say their threat hunting is
accomplished using both internal and outsourced labor.
How does your
organization proactively
hunt for threats?

71%
Combination of
both in-house
and outsourced

20%
Entirely
outsourced
0% Other
0% We do not do any
proactive threat hunting

9%
Entirely in-house

InfoSec, n = 35

Despite utilizing multiple resources to threat hunt, 92% of respondents are only
slightly to moderately conﬁdent in their ability to proactively identify threats.
How conﬁdent are you in your
ability to proactively ﬁnd threats?

1%

75%

Not conﬁdent
at all

Slightly
conﬁdent

17%

7%

Moderately
conﬁdent

0%

Completely
conﬁdent

Mostly
conﬁdent

n = 300

EDR (83%), Security information and event management (SIEM) (70%), and NDR
(60%) are the most popular ransomware defense tools among respondents in
North America and EMEA.
What tools are you using for your
ransomware defense strategy?

Endpoint detection and
response (EDR)

83%

Security information and event
management (SIEM)

70%

Network detection and
response (NDR)

60%
54%

Web application ﬁrewall (WAF)

50%

Firewall
Intrusion prevention/detection
system (IPS/IDS)

47%
38%

Network visibility

0%

Other

EMEA, North America, n=200

However in APAC, EDR (75%), NDR (67%), and Intrusion prevention/detection
system (IPS/IDS) (57%) are the top choices for ransomware defense.
What tools are you using for your
ransomware defense strategy?

Endpoint detection and
response (EDR)

75%

Network detection and
response (NDR)

67%

Intrusion prevention/detection
system (IPS/IDS)

57%

Security information and event
management (SIEM)

54%
52%

Web application ﬁrewall (WAF)

49%

Firewall

17%

Network visibility

Other

0%

APAC, n=100

Organizations estimate ransomware would
signiﬁcantly disrupt their business
53% of respondents estimate their business would be disrupted for a day or
more if impacted by a successful ransomware attack.
How long do you think your business
would be disrupted if it was impacted
by a successful ransomware attack?

2%

45%

No disruption
at all

31%

Less than 1 day

14%

1 day

2%

3%

3%

A few About More Unsure
days a week than a
week

Additionally, 85% agree or strongly agree that they are worried they will face
professional ramiﬁcations if their business was disrupted due to ransomware.
To what extent do you agree or
disagree with the following statement:
“I’m worried that I will face professional
ramiﬁcations if the business gets
disrupted due to ransomware.”

5%

80%

Strongly agree

13%

Agree

Neutral

2%

Disagree

0%

Strongly
disagree

Respondent Breakdown

REGION

North America 44%

APAC 33%

EMEA 23%

Director

TITLE

54%

COMPANY SIZE

VP

0.3%
201-500 employees
0.3%
501-1,000 employees
6%
1,001-5,000
employees

38%

C-Suite

52%
10,001+
employees

9%

41%
5,001 10,000
employees
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