Gigamon FAQs

G I g a m 0 N Intelligent Data Access Networking™

How does the GigaVUE handle MPLS frames?

Answer: The GigaVUE-MP™ and GigaVUE-420™ will forward all MPLS tagged
Ethernet packets from input to output ports. However, the MPLS tags does impact their
ability to perform packet filtering using the pre-defined filters such as IP addresses,
application ports, etc, since they cannot automatically skip over the MPLS tags to filter
on the layer 3 and higher parameters.

There is a workaround using user defined filters which provides a manual method to
handle some types of packets with MPLS tags. A unicast MPLS packet has ethertype
value of 0x8847 and a multicast MPLS packet has ethertype value of 0x8848. One can
use the ethertype filter together with a user defined filter with the proper offset to filter on
a MPLS packets with a particular IP address or any parameters that fits inside the two 16-
byte (GV-420) or 4 byte (GV-MP) data fields of the user defined filter.
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Offsets:

The value of the offset for the user defined filter is dependent on the number of MPLS
labels inside the packet. Each MPLS label is four bytes. For a frame containing a single
MPLS label, the IP Source Address will be at an offset of 30. For a frame containing two
MPLS labels, the IP Source Address offset is increased by 4 bytes to 34, etc. The
following diagrams shows a frame containing a single MPLS label in which the IP
Source Address field begins at offset 30 (Ox1E).
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2 0.000000%00  10.176,13.19 10.184,13.14 LDAP Msgld =l B1nd Resu?

3 0.000020600  216.220.218.21  10.130.156.40 GTP <7 [TCP segment of a reassembled POU]

4 0,00002719%  10.130.162.126 216,220,209.23 GTP <T [TCP segment of a reassembled POU]

5 0.000027800  10.172.219.230 00,135, 39, 78 GTP <T 4616 » http [ACK] Seq=0 Ack=0 Win=41678 Len=0

6 0.000062300  10.110.233.103 216,220.209,23 GTP <T 2545 » 7375 [ACK] Seq=0 Ack=0 Win=32720 Len=0 TSv=114944453 TSER=322444783

B Ethernet 11, Src: Clsco_feshbbicO (00:16:0¢:6e:hhicd), Dst: Cisco 6d:26:40 (00:16:9¢:6d:26:40)
E multiProtocal Label Switching Header, Label: 784, Exp: 0, 501, T7L: €1
MPLS Label: 764
MPLS Experimental Bits: 0
MPLS Bottom of Label Stack: 1
MPLS TTL: 6l
= Internet Protocol, src: 10.176.13.22 (10.176.13.220, Dst: 10.184.13.14 (10.184.13.14)
version: 4
Header Tength: 20 bytes
® Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECH: 0x00)
Total Length: &4
Identification: 0x768h (30347) OﬁsetSO(decimaD
¥ Flags: 0x04 (Don't Fragment)
Fragment offset: 0
Time to Tive: &2
protocol; TCP (0x08)
# Header checksum: 0x96a1 [correct]
Sorce: 10,176,

Destingtian: 1018413, 14 (10. 184 13 14)
& Transmission Cantrol Pratocol, Src Port: Tdap (389), Dst Port: 42173 (421730, Seq: O, Ack: 0, Lem: 0

0000 00 16 9C 6d 26 40 00 16 9c Ge hb cO 88 47 00 2 ...méd.. G/

0010 <1 3d 45 00 00 40 76 8b 40 00 3¢ 06 96 4l -E Ly, @ > I

0020 m QahB0dQeCl8 ahdelbdfobeelfde M.......a..0

0030 B0 2005 a8 04 ed 0000 QL OLOB Q247 01 7ovvvvns vvvnn, G

0040 BF 3817 46 22 45 0L 0L 05 Qa &F 0e 37 &3 6f 02 .A.F'E.. ..0.7.0.

0050 37 fedd 54 84 5F Pl o

jSuurce (ip.src), 4 bkes |P: BI74D: B17T4M: 0
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NOTE: According to RFC 3032, the last tag in an MPLS frame will have the S bit set to
a one. This can also be filtered on to verify the position of the last tag in an MPLS frame.

0 1 2 3
0123456789 01234567890123456789°01
+—t—t—F—F—t—F—F—t—F—+—F—F—F—F—F—t+—F—+—F+—F—+—F+—+—+—+—+—+—+—+—+—+—+ Label
\ Label | Exp |S| TTL | Stack
+—+—+—+—F+—+—+—F—F+—+—F+—F+—+—+—F+—F+—+—+—F+—+—+—F+—+—+—+—+—+—+—+—+—+—+—+ Entry

Label: Label Value, 20 bits

Exp: Experimental Use, 3 bits
S: Bottom of Stack, 1 bit
TTL: Time to Live, 8 bits

For a frame with one MPLS label, the S bit is at offset 14 (0xE), bit 00-00-01-00
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0000006900 10.176.13.10 10.184.13.14 LDAP  MspId=l Bind Result

0.000020600  216,220.218.21 10.130,156.40 GTP <T [TCP segment of a reassemhled POU]

0,000027199  10.130.162.126 216,220,209, 23 QTR <7 [TCP segment of & reassemhled POU]
0.

0.

0.

Q00027800 10.172.7218.230 76,135,349, 78 GTP <T 4618 » http [ACk] 5eg=0 Ack=0 Win=41678 Len=0
000062300 10.110,233.163 216.220.209,23 GTP <T 2545 » 7375 [ACK] 5eg=0 Ack=0 Win=32720 Len=0 TSv=114844453 TSER=522444783
000071599 10.178.57.145 10,162.134.11 TCP [TCP segment of & reassembled ROU]

0,000070199  10.176.13.17 10.184.13.14 LDAP  MspId=l Bind Result

§0.000079500  PAISEIASS0 10174177138 TP <T RORN » 5547 Tack] sens0 ack=0 Win<27RA0 | en=0
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@ Frame 1 (86 fytes on wire, 88 hytes captured)
® Ethernet 1T, Src: Cisco_fe:bbicO (00:16:9c:8e:hhic), Dst: Cisco fd:26:40 (00:16:9c:6d:26:40)

B ultirrotoco] Label switching neader, Label:
MPLS Lahel: 764
MPLS Experimental Bits: O
WPLS Bottom of Lahel Stack: 1
MPLS TTL: 6L
B Internet Protocol, Src: 10.176.13.22 (10.176.13.22), Dst: 10.184.13.14 (10.184.13.14)
version: 4
Header length: 20 bytes
® Differentiated services Field: Ox00 (DSCP Ox00: Default; ECN: 0x00)
Tatal Length: 64
Identification: 0x768b (3047) Offset 14 {deciml)
# Flags: 0x04 (Don't Fragment)
Fragment offset: 0
Time to Tive: &2
Protocol: TCP (0x06)

¥ Haarer chacksims AvaRal Tearract]

0000 16 6 &6d 26 40 00 16 Gc fe hh c0 B8 47 .. MEE.. ...l
0010 45 00 00 40 76 8 40 00 3 06 96 al (a n0  JBE..Gv. &o.....
0020 6 0ah80d0e 0185 af bd 61 hd 9 he 6F 02 .eeess o ...
0030 37 fa h010 05 aB 04 84 0000 0L OL OB 0247 01 7.vvvvvn weenn. G.
0040 &F 38717 46 22 45 01 01 05 Ca &F Oe 37 &3 6f 0e  .8.F'E.. ..0.7.0
0050 37 fe dé 54 84 5F e i
Shit
.Vlult\ProtocoI Labe| Switching Header (mpls), 4 bytes Fi 8174 D 817410
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Notes on User Defined Filters:

Note 1: In the GigaVUE-420 the UDA offset value is defined in decimal and must align
on a four byte boundary. The offset boundary begins at byte 2 and may increment as 6,
10, 14, etc, up to byte 110. Therefore the UDA can examine up to the first 126 bytes in a
packet.

Note 2: In the GigaVUE-MP the UDA offset value is defined in hexadecimal and must
align on a four byte boundary. The offset boundary begins at byte 0 and may increment
as 4, 8, 12, etc, up to decimal value of 72. The UDF can examine up to the first 76 bytes
in a packet.

Note 3: A difference between the User Defined Attributes for the GigaVUE-420 and the
User Defined Filters for the GigaVUE-MP is the way the offsets are defined. In the
GigaVUE-420 the two UDA offsets are global for all the User Defined Filters. In the
GigaVUE-MP each User Defined Filter has its own User Defined Offset associated with
that filter.

Note 4: In the GigaVUE-MP the UDF data field is 4 bytes long and in the GigaVUE-420
the UDA data field is 16 bytes long.
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Example #1A: Here is an example of a mapping script for the GigaVUE-420 which will
filter and forward traffic to and from IP network 10.98.0.0 for frames which have one
MPLS label. The udal filter will be used to filter on the S bit and the uda2 filter will be
used to filter on the IP Source and Destination Addresses.

config uda udal_offset 14

config uda uda2_offset 30

config map type st alias mplsl

#unicast MPLS and IP source network 10.98.0.0

config map-rule mpls1 rule ethertype 8847 udal_data 00000100-00000000-
00000000-00000000 udal_mask 00000100-00000000-00000000-00000000 uda2_data
02620000-00000000-00000000-00000000 uda2_mask ffff0000-00000000-00000000-
00000000 tool 1

#unicast MPLS and IP destination network 10.98.0.0

config map-rule mplsl1 rule ethertype 8847 udal_data 00000100-00000000-
00000000-00000000 udal_mask 00000100-00000000-00000000-00000000 uda2_data
00000000-02620000-00000000-00000000 uda2_mask 00000000-ffff0000-00000000-
00000000 tool 1

#multicast MPLS and IP source network 10.98.0.0

config map-rule mpls1 rule ethertype 8848 udal_data 00000100-00000000-
00000000-00000000 udal_mask 00000100-00000000-00000000-00000000 uda2_data
02620000-00000000-00000000-00000000 uda2_mask ffff0000-00000000-00000000-
00000000 tool 1

#multicast MPLS and IP destination network 10.98.0.0

config map-rule mplsl1 rule ethertype 8848 udal_data 00000100-00000000-
00000000-00000000 udal_mask 00000100-00000000-00000000-00000000 uda2_data
00000000-02620000-00000000-00000000 uda2_mask 00000000-ffff0000-00000000-
00000000 tool 1

config mapping net 4 map mplsl
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Example #1B: Here is the same example of a mapping script for the GigaVUE-MP
which will filter and forward traffic to and from IP network 10.98.0.0 for frames which
have one MPLS label. The udal filter will be used to filter on the S bit and the uda?2 filter
will be used to filter on the IP Source and Destination Addresses.

config map type st alias mpls1

#unicast MPLS and IP source network 10.98.0.0

config map-rule mpls1 rule ethertype 8847 offsetl 10 datal 01000000 mask1
01000000 offset2 1c data2 00000a62 mask2 0000ffff tool 4

#unicast MPLS and IP destination network 10.98.0.0

config map-rule mpls1 rule ethertype 8847 offsetl 10 datal 01000000 mask1
01000000 offset2 20 data2 00026200 mask2 00ffff00 tool 4

#multicast MPLS and IP source network 10.98.0.0

config map-rule mpls1 rule ethertype 8848 offsetl 10 datal 01000000 mask1
01000000 offset2 1c data2 00000a62 mask2 0000ffff tool 4

#multicast MPLS and IP destination network 10.98.0.0

config map-rule mpls1 rule ethertype 8848 offsetl 10 datal 01000000 mask1
01000000 offset2 20 data2 00026200 mask2 00ffff00 tool 4

config mapping net 8 map mplsl

Technical support contacts:

Email: support@ gigamon.com
Phone: 408-263-2024.

GIGAMON

Intelligent Data Access Networking™

Copyright © Gigamon 2010. All rights reserved.



Gigamon FAQs

Copyright © Gigamon 2010. All rights reserved.



